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Fibre Optic Linear Heat Detection
Optimum Safety in Tunnels and Special Hazard

Buildings

DE.TECT® LHD3
Linear Heat Detector for Fire
Detection

LIOS DETECT is the state of the art fire
detection system to provide optimum safety for
fire detection in tunnels and other special
hazard areas due to its ability to cope with
extreme environmental conditions.

Rising demand for fire surveillance in facilities
like rail and service tunnels, cable routes and
ducts, storage facilities and warehouses or
conveyor belts and many other special hazard
facilities motivated LIOS Technology to offer a
measuring system tailor-made for these
industrial applications.

A single evaluation unit of the DE.TECT series
provides fast and spatially well-resolved fire
detection along optical fibres with ranges of up
to 10km per channel.

www.de-tect.pro

Technical Highlights

Linear heat detector for quick fire detection
and precise localization of the fire source
Alarm and pre-alarm for each zone

Selectable alarm and pre-alarm criteria

High spatial resolution - down to 0.25 m
Signal processing based on OFDR-Technology
(Optical Frequency Domain Reflectometry)
Available with 1, 2 and 4 channels

1000 free programmable zones for each
channel

Information regarding magnitude and the
direction of the fire spread

Redundant sensor system applicable

Suitable for wind speeds of up to 10 m/s

Laser product class 1M according DIN EN
60825-1: 2007

\VdS approval prEN 54-22 G 211030

UL approval

Road and Railway Tunnels « Conveyor Belts « Mining = Service Tunnels « Cable

Ducts » Storage Facilities = Warehouses

» and many other Special Hazard

LINEAR OPTICAL SENSORS
LIOS Technology GmbH . Cologne . Germany . www.lios-tech.com 1/2
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DE.TECT LHD models — LINEAR HEAT DETECTION
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1 channel models

1,2, 4, 6, or 10 km sensor cable (distance range)

2 channel models

1,2, 4, 6,0r 10 km sensor cable per channel

4 channel models

1,2, 4 or 6 km sensor cable per channel

Mechanical data

Controller 19" Rack / 3 units of height
Dimensions (H x W x D) 13.5x44.9 x 29 cm

Colour grey

Weight 13kg

Electrical data

Operating voltage (DC Controller) DC12..48V

Mains voltage (AC Controller) AC 100 ... 240 V

Power consumption (DC Controller)

<25W (max. 45 W/60°C)

Programmable inputs

4 (optional up to 40)

Programmable outputs (potential-free)

12 (optional up to 106)

Communication interfaces

LON, TCP/IP, Modbus, RS232, USB

Optical data

Fibre Type

Gradient index 62.5/125 um multimode

Optical connector

E2000 / APC

Laser classification

Class 1M (EN60825-1: 2007)

Environmental conditions

Storage temperature -35...+75 °C

Operating temperature -10 ... +60 °C

Humidity (non condensing) <95 0 rel.

Protection class (IEC 60529) IP51

Approvals

\VdS (pr EN 54-22) G 211030, response classes ATN, BN, CN
UL S25135
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G211030
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DE 2-015165

The New Standard in Modern Fire Detection

© 2014 Copyright by LIOS Technology GmbH

Data and design subject to change without notice.
Supply subject to availability.

LIOS Technology and DE.TECT are registered trademarks.
Document: LIOS DE.TECT Datasheet Edition: 18.07.2014
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LIOS Technology GmbH - Linear Optical Sensors
Schanzenstrasse 39 / Building D9-D13

51063 Cologne, Federal Republic of Germiany
Phone +49 221 99887-0 | Fax +49 221 99887-150
info@lios-tech.com | www.lios-tech.com
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1 Safety Instructions

1.1 Safety Guidelines

This manual contains notices you have to consider in order to ensure your personal safety, as well as
to prevent damage to property. The notices referring to your personal safety are highlighted in the
manual by a safety alert symbol. Notices referring only to property damage have no safety alert sym-
bol. The notices shown in Table 1 are graded according to the degree and cause of danger.

Table 1: Safety symbols and notices

- This symbol and label indicate that death or severe personal injury may
Warnlng! result if proper precautions are not taken.

This symbol and label indicate that death or severe personal injury may
result from electricity if proper precautions are not taken.

- This symbol and label indicate that severe personal injury may result
Warmng! from laser radiation if proper precautions are not taken.

arning!

>

>

)
4

This symbol and label indicate that death or severe personal injury may

2 Warning! result from explosion if proper precautions are not taken.

NS

This label without a safety alert symbol indicates that property damage

Caution! ) :
can result if proper precautions are not taken.

1.2 General Safety

Caution!

The controller shall only be used as intended by the manufacturer (see section 2.5).

Switch the controller off before connecting or disconnecting any optical fibre sensor cable. Never
pull-off an optical fibre connector from an E2000 optical port during an active measurement. The
emitted laser radiation may damage the fibre endfaces of pigtail and controller.

Never connect pigtails with contaminated ferrule endfaces to the controller. Contaminated endfaces
may easily be damaged by laser radiation (see section 3.1.6.4).

1.3 Electrical Safety

A Warning!

Electricity can be a danger to health and life. See a doctor immediately after contact with dangerous
voltages.

The controller contains components carrying dangerous voltages. Do not open or repair the control-
ler. Do not operate the controller with damaged housing.

Verify that the supply voltage is within the range given at the DC or AC supply socket of the controller
before connecting the power supply cable.

The AC power supply cable has to be disconnected before replacing the fuse at the power supply of

the controller.

5(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
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Accumulator terminals may never be shorted or come into contact with the controller housing.

National safety regulations for using electricity must be considered. Electricity supply and earthing
must be carried out in accordance with national regulations.

1.4 Laser Safety

The controller contains a laser source. Caution, the laser radiation is invisible! The controller is classi-
fied as laser class 1M product. The following label is attached close to the fibre connector(s) on the
controller:

INVISIBLE LASER RADIATION

DO NOT VIEW DIRECTLY WITH OPTICAL INSTRUMENTS
CLASS 1M LASER PRODUCT EN 60825-1:2007

The laser emits continuously modulated laser radiation at a wavelength of 1550 nm. The modulation
frequency is between 500 Hz and 500 MHz. The maximum average power is 110 mW, and the maxi-
mum peak power is 200 mW.

The accessible laser radiation represents no danger for the human eye or skin assuming that:

e The radiation is not focussed by optical instruments like magnifying glasses, lenses or micro-
scopes and
e The end of an optical fibre or cable is not approached closer than 10 cm to the eye or skin.

With optical instruments or during direct approach of the optical fibre to the human body, laser ra-
diation can generate heat that damages the skin or the cornea of the eye. Such damages are wet
bulges, cataract and burnings of cornea and skin. See a doctor immediately in case of eye damages.

National regulations on laser safety have to be considered during installation and operation of the
controller.

The controller must be switched off before directly viewing on fibre ends, splices or optical fibre con-
nectors with or without optical instruments. In addition, the warning label shown in Figure 1 has to
be placed close to the mains switch of the controller. Use only CE marked fibre scopes equipped with
a 1550 nm DIR LB3 laser safety filter according to EN 207.

6(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
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DO NOT DO NOT
OPERATE OPERATE

WORKING ON EQUIPMENT WORKING ON EQUIPMENT
REASON:
Name:
No:
Date:

Completion Planned
Date:

THIS TAG MUST ONLY BE REMOVED BY Unauthorized removal may cause harm
THE PERSONAL NAMED ABOVE and may the remover liable for damage
SEE OTHER SIDE and/or prosecution

e SeE OTHER SIDE
Figure 1: Warning label
Optical fibre ends must not be directly approached to the eye or the skin. Laser radiation emitted
from fibre ends must not be focussed with optical instruments onto the eye or the skin.

The controller must be operated with attached fibre(s). Unused E2000 optical fibre ports of the con-
troller must be terminated using dummy connectors.

Emission of laser radiation at the end of a sensor fibre or cable must be prevented by using an optical
termination box or a termination kit (see section 3.2.8).

The laser is automatically switched on by starting a measurement. The LEDs designated with “LASER
ACTIVE / LASER ON” at the front and rear panels of the controller indicate laser operation.

If an optical fibre sensor cable, pigtail or optical fibre is broken, it must be repaired, terminated or
replaced immediately (follow the instructions given in section 3.2.9).

1.5 Application-Specific Safety

1.5.1 Fire Detection

During the commissioning and testing of fire detection controllers (LHD3-series) it must be ensured
that:

o false triggering of transmission devices is securely prevented,

o the fire brigade is informed before test triggering of transmission devices,

e triggering of fire extinguishing controls is blocked,

e the responsible person is present when third party devices are triggered,

e the collective fault output of the controller is connected to the alarm control system,

e the collective alarm output of the controller is connected to the alarm control system, and

e aprogrammable output is assigned to the test mode and connected to the alarm control sys-
tem if the test mode shall be used.

1.5.2 Railway Tunnels

/\ (Warzing!

7(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
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A safe distance from high voltage lines must be maintained in railway tunnels with electrical traction

lines. The safety distance depends on the maximum operating voltage and national or local regula-
tions. Safety distances must be confirmed and signed by the tunnel operator.

Only splice boxes with grounding may be used for metal containing optical fibre sensor cables. Alter-
natively, metal-free sensor cables may be used without grounding.

1.5.3 Power Cable Monitoring

/\ (WarmingT

Consider the danger of electrical voltage when working in the vicinity of power cables. They may
carry life threatening voltage levels.

Only splice boxes with grounding may be used for metal containing optical fibre sensor cables. Alter-
natively, metal-free sensor cables may be used without grounding.

The grounding of metal containing optical fibre sensor cables must take into account induced cur-
rents and has to be compliant with the overall grounding concept of the power cable installation.

1.5.4 Explosive Areas

The sensor cable must be operated with an approved OTS3/LHD3-EX-series controller model. The
OTS3/LHD3-EX-series controller must be installed and operated outside the explosive area or inside
an accordingly approved and marked EX —d protection box. Details on the restrictions of using the
OTS3/LHD3-EX-series controllers, protection boxes and the sensor cables in explosive areas are given
in the approval documents. The OTS3/LHD3-EX-series controllers are approved according to the
European directice 94/9/EC. The compliance to UL/ULC standards is not evaluated.

The OTS3/LHD3-EX-series controller must be retested by LIOS Technology every 10 years in order to
confirm the compliance to the explosion safety standards EN 60079-0 and -28.

Only sensor cables that are no source of ignition and do not cause other danger of explosion, e.g. by
electrostatic discharge, may be used in explosive areas. Always ensure that no danger emerges from
mechanical damage to the sensor cable. This applies to all production, installation, maintenance
work and to regular operation in the object being monitored.

Conductive sensor cables must be protected against the ingression of energy from other sources
(current sources, lightning, electrostatics, electromagnetic or magnetic fields) and its transmission
into the explosive area. This requires a proper grounding, generally just outside the explosive area.

Splicing of fibres is forbidden in explosive areas. The use of spliced fibre connections in these areas is
not intended by LIOS Technology. LIOS Technology does not offer any splice boxes for that purpose.
If the operator of a facility wants to use splice boxes, accordingly approved splice boxes have to be
chosen. LIOS Technology does not assume any liability for the use of splice boxes in explosive areas.

National regulations must be considered during work in explosive areas. The installer and operator of
the facility are responsible for safe installation, not the manufacturer of the controller.

8(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
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2 Introduction

2.1 General Information

2.1.1 Purpose of the Installation Manual

This Installation Manual provides information based on the requirements for engineering documen-
tation. The information relates to the OTS3- and LHD3-series controllers, its place of use, transporta-
tion, storage, installation, commissioning and maintenance. These instructions are intended for:

e Commissioning engineers
e Service technicians
e Maintenance technicians

General knowledge of electrical engineering, optical fibres, electrical safety and laser safety is
needed to understand the installation and operating instructions. It is also assumed that those using
the Installation Manual have experience in using personal computers with Windows operating sys-
tems.

Please read chapter 1 “Safety Instructions” carefully.

2.1.2 Legal Notices

We have reviewed the contents of this publication to ensure consistency with the hardware and
software described herein. Since variance cannot be precluded entirely, we cannot guarantee full
consistency. However, the information in this publication is reviewed regularly and any necessary
corrections are included in subsequent editions.

It is our policy to constantly improve the design and specifications. Accordingly, the details repre-
sented in this manual cannot be regarded as final and binding.

The contents of this manual, in particular all texts, pictures, graphics, and logos are subject to the
copyright of LIOS Technology GmbH. Any printing, copying, publishing, presentation, translation or
modification of the manual or parts of its contents requires a written permission from LIOS Technol-
ogy GmbH.

2.1.3 Qualified Personnel

The controller may only be installed and used in conjunction with this documentation. Installation,
commissioning and operation of the controller may only be performed by qualified personnel. Within
the context of the safety instructions in this documentation qualified persons are defined as persons
who are authorized to commission, ground and label devices, systems and circuits in accordance with
established safety practices and standards.

2.1.4 Controller Model and Range
The controller model is identified on the nameplate on the rear panel of the controller (Figure 2).

9(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
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LIOS TECHNOLOGY GmbH LIOS TECHNOLOGY GmbH
J-LOS—E— Schanzenstr. 30 D-51063 Cologne J-LOS—E— Schanzenstr. 38 D-51063 Cologne
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Mfg.-Date: 11.11.2010 & Mfg.-Date: 11.11.2010 |graaey A" A2 BN ON

(MU ez

€ A

Figure 2: Examples of the nameplates of OTS3-series and LHD3-series controllers

Controller models are
OTS3-xx0-yy(-EXTn)(-zzCH) or
LHD3-xx(-EXTn)(-zzCH)

using the assignments given in Table 2.

Table 2: Controller models

Controller series and model code

Assignment

OTS3

LHD3

XX

vy

EXTn (option)

zz (option)

Optical temperature sensing controller for dis-

tributed temperature sensing

Linear heat detection controller for fire detec-

tion
Distance range per channel in km
Fibre core diameter

Controller for monitoring explosive areas of

temperature class Tn (n=3 or 4)
Number of optical fibre channels

Standard models are equipped with a DC power supply. An AC power supply is optionally available.

The AC power supply may also be operated using DC voltages within a certain range (Table 19). The

use of an AC power supply in fire detection was not evaluated by UL/ULC or VdS.

10(68) © LIOS Technology GmbH 2014
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2.2 System Architecture

Figure 3 shows the basic architecture of an optical fibre sensing system comprising the controller,
sensor cables and optional external devices.

Commissioning
PC

USB or Ethernet

Alarm Control

—Optical Fibre Sensor Cable(s)— Controller IN/ OUT
System
Ethernet
Sensors (optional
,7 (op )
Database, )
External Sensors Simulation and SCADA System Third Party
. L System
Visualisation PC

Figure 3: System architecture

The controller may be connected to other system components as follows:

e Optical fibre sensor cable(s) using E2000/APC optical fibre connector(s) marked with “Ch. xx”

e Computer(s) for installation, commissioning, data storage, simulation and visualization using
the USB or Ethernet interfaces

e An alarm control system using the input and output relays and/or the Ethernet interface

e SCADA systems and other third party systems using the Ethernet interface

e External sensors for reference temperatures, currents and other physical quantities using the
Ethernet or the optional Sensors interface

e DCor AC power supply using the respective power supply socket.

2.3 Function

The controller provides spatially resolved temperature profiles along optical fibre sensor cables. The
sampling resolution and measurement time may be set by the user within the specified ranges.
Longer measuring times result in a better temperature resolution. The longer the sensor cable and
the smaller the sampling resolution, the longer measuring times are required to achieve a certain
temperature resolution.

The controller software also evaluates temperature profiles as well as their temporal and local varia-
tions according to maximum or minimum temperature, slope and local differential criteria in order to
generate fire alarms or pre-alarms.

The controller is intended for stand-alone operation without a permanent link to a computer. Com-
puters may be connected for commissioning, control and data download.

The controller comprises:
e An optical system including a laser transmitter and an optical receiver

11(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
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e Electrical signal amplifiers and filters
e Adigital signal processing and control system including a LINUX based communication unit
e USB, Ethernet, EIA-232 (RS232), relay and optional sensor interfaces
e LED indicators for operation state, alarms and errors
e A DCoroptional AC power supply
e Afibre switch (option)
e An enclosure serving as passive heat sink

The controller does not contain any moving mechanical parts except for the optional fibre switch
comprising a MEMS switch.

2.4 Controls, Interfaces, Indicators and Buzzer

2.4.1 Front Panel of 0TS3-Series Controllers
Figure 4 shows the front panel of an OTS3-series controller. There are three groups of LEDs on the
front panel indicating operation, communication and alarms of the controller as given in Table 3.

—
|

¢ L10S v
TECHNOLOGY DTS DISTRIBUTED TEMPERATURE SENSING

OPERATION POWER SYSTEM READY LASER ACTIVE SYSTEM FAULT FIBRE FAULT

COMMUNICATION ETHERNET 1 ETHERNET 2 USe RS 232 INPUT QuTPUT

ALARM AU

Figure 4: Front view of an OTS3-series controller

Table 3: Front LEDs of OTS3-series a controller

Group LED Designation Colour Function

Operation POWER Green Power supply is operating.

This LED is controlled by the digital system. It is
therefore time-delayed to the POWER ON LED on
the rear panel by a few seconds.

SYSTEM READY Green  Controller is ready.

LASER ACTIVE Green Laser emission is enabled.

SYSTEM FAULT Yellow System fault. Check error messages for details (see
Operation Manual OTS3).

FIBRE FAULT Yellow Fibre fault (e.g. fibre break). Check sensor cable(s)
(see Operation Manual OTS3).
Communication ETHERNET 1 Green Ethernet 1 link is present. Blinking indicates data
transmission.
ETHERNET 2 Green Ethernet 2 link is present. Blinking indicates data
transmission.
USB Green Data transmission over USB.
RS232 Green Data transmission over RS232.
INPUT Green Input(s) are active.
12(68) © LIOS Technology GmbH 2014 OTS3/LHD3 IMEn 1.11
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OUTPUT Green  Output(s) are active.
Alarm ALARM Red Alarm(s) are active. (A blinking LED indicates that a
previous alarm has not yet been acknowledged.)

2.4.2 Front Panel of LHD3-Series Controllers

Figure 5 shows the front panel of a LHD3-series controller. There are three groups of LEDs on the
front panel indicating operation, communication and channel status of the controller as given in Ta-
ble 4. Three channel status LEDs are provided for each of the up to four channels.

An ACKNOWLEDGEMENT key switch for acknowledging alarms and resetting of the controller is lo-
cated on the right of the front panel. The switch controls the actions given in Table 5. Depending on
the controller configuration, actuation of the key is also confirmed over interfaces and/or outputs
(see Operation Manual).

. I——
| i
‘ LIOS LHD 4CH LINEAR HEAT DETECTION i L
C TECHNOLOGY 5 = &
e
» A n o

OFERATION COMMIUNICAT — CHANKEL STATUS — ACKRALEDGEMENT

S AT Sy R AT EA SR b TG TR AT .
d i TR o E188 : »)

Figure 5: Front view of a 4-channel LHD3-series controller

Table 4: Front panel LEDs of a LHD3-series controller

Group LED Designation  Colour Function

Operation POWER Green Power supply is operating.

This LED is controlled by the digital system. It is
therefore time-delayed to the POWER ON LED on
the rear panel by a few seconds.

SYSTEM READY Green  Controller is ready.

LASER ON Green Laser emission is enabled.

SYSTEM FAULT Yellow System fault. Check error messages for details (see
Operation Manual LHD3).

Communication ETHERNET 1 Green Ethernet 1 link is present. Blinking indicates data
transmission.
ETHERNET 2 Green Ethernet 2 link is present. Blinking indicates data
transmission.
USB Green Data transmission over USB.
RS232 Green  Data transmission over RS232.
INPUT Green Input(s) are active.
OUTPUT Green  Output(s) are active.
Channel status  FIBRE FAULT Yellow Fibre fault (fibre break). Check fibre(s) (see Opera-
tion Manual LHD3).
PRE-ALARM Red Pre-alarm(s) are active. (A blinking LED indicates

that a previous pre-alarm has not yet been reset.)
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ALARM

Red

Alarm(s) are active. (A blinking LED indicates that a

previous alarm has not yet been reset.)

Table 5: Functions of the ACKNOWLEDGEMENT key switch

Duration of Actuation Function

Action

Short (< 3's)

Long (>3s) Reset

Acknowledgement

buzzer is deactivated.

All alarms and pre-alarms are acknowledged. The

All alarms, pre-alarms, faults and manual reset out-
puts are reset if they are no longer active. The corre-
sponding alarm, pre-alarm and fibre or system fault
LEDs are deactivated. Self-reset outputs are also reset
if this function is activated (see Operation Manual).

2.4.3 Rear Panels

The rear side of the controller consists of three panels for optical ports, electrical interfaces and
power supply (Figure 6). Two green LEDs indicate operation of the power supply and the laser (see
Table 6). In dependence on the controller model and the options, there are different versions of each

panel.
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Figure 6: Rear view of a controller with optical ports, electrical interfaces and power supply panels

Table 6: Rear panel LEDs of the controller

Panel LED Colour Function
Optical ports LASER ON Green Laser operation is enabled.
Power supply POWER ON Green  Power supply is operating.

2.4.3.1 Optical Ports Panel

The optical ports panel comprises the LASER ON LED, the laser warning label and a number of optical
ports corresponding to the controller model. Typical optical ports panels are shown in Figure 7. Each

optical port is marked with the channel number.
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Figure 7: Optical ports panels of 2, 8 and 16 channel controllers

2.4.3.2 Interfaces Panel

In dependence on the controller model, a standard or an extended interface panel is provided. The
standard interface panel (Figure 8) comprises the interface sockets (Output, Input, Ethernet 1,
Ethernet 2, USB and RS232), a memory card slot and the controller nameplate (Figure 2). The ex-
tended interface panel (Figure 9) in addition comprises optional sockets for extra inputs and outputs
as well as for external sensors.
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Figure 8: Standard interface panel
@ ouTRUT? oupure @ L
< T - - S -
OUTPUTS TiNPUT3 ] OUTPUTE
- O - - 1
TouTPUT3 TINPUT2 | DUTPUTA S
o B R e -,
-~ G - - G - MEMORY CARD
ouTPUTY INPUTY [ OUTPUT2
# (4] L&
- G - - G -
ouTPUT INPUT ETHERNET 1 ETHERNET2  USB RS232
o -we- W8 -e-
® &) o
(] ) @

Figure 9: Extended interface panel

2.4.3.3 Power Supply Panel
The power supply panel comprises the POWER switch, the POWER ON LED, the fuse and the AC or DC

supply socket (Figure 10).
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Figure 10: DC (left) and AC (right) power supply panels

2.4.3.4 Buzzer

The controller comprises an internal buzzer indicating start-up, faults and alarms using codes given in
Table 7. The activity of the buzzer for faults and alarms may be set using the software Charon3 (see
Operation Manual).

Table 7: Buzzer beep code for different events

Event Mode Duration (Pattern)

Power on Long single beep Few seconds.

Ping (test of IP connection) Fast periodic beeping 35(0.07 son /0.03 s off)

Fault (not acknowledged) Slow periodic beeping Permanent (0.7 s on / 0.3 s off)
Alarm (not acknowledged) Continuous beeping Permanent

2.5 Intended Use

The controller may only be used for the applications described in the documentation and only in
connection with devices, sensor cables or components from other manufacturers which have been
approved or recommended by LIOS Technology. Correct, reliable operation of the product requires
proper transport, storage, installation and commissioning as well as careful operation and mainte-
nance.

OTS3-series controllers may be used for distributed temperature sensing in the applications de-
scribed in section 2.6 except for fire detection. They are not evaluated by UL/ULC or VdS for use in
fire detection.

LHD3-series controllers may be used as linear heat detectors for fire detection. Only LHD3-series
controllers with DC power supply have been evaluated by UL/ULC and VdS for use in fire detection
applications. The VdS approval comprises the standard LHD3-series controllers (laser operating at
1550nm) with and without EX-option as well as in the LHD3S-option controllers (laser operating at
1064nm) with and without EX-option. The UL approval only covers the standard LHD3-series control-
ler without EX- and LHD3S-option.

Only OTS3/LHD3-EX models of controllers equipped with suitable sensor cables may be used for
temperature sensing or heat detection in explosive areas. The OTS3/LHD3-EX controller itself must
be operated outside the explosive area or inside an approved EX —d enclosure. The user has to verify
that the classification given in the approval documents of the equipment comply with the require-
ments of his application. Restrictions given in the approvals need to be considered.

The controller is not suited for private use.
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The controller may be used in dry, sheltered permanent installations. The controller is not suited for
outdoor use without proper protection against weather.

The controller must be operated at supply voltages within the range indicated on the nameplate.

Non-authorised opening or modification of the controller, the sensor cable or the software as well as
non-intended use lead to loss of any warranty and product liability.

2.6 Applications
This chapter presents typical applications of the controller. Further applications may be supported on
demand (see section 6.2.1).

2.6.1 Fire Detection

LHD3-series controllers are approved linear heat detectors for fire detection in tunnels and buildings.
They are also approved for fire detection of equipment operated at higher temperatures. Typical
measuring times in fire detection last a few seconds only. A fire alarm is actuated within one to a few
minutes depending on rate of temperature rise and in compliance with the respective national stan-
dards. Maximum temperature and local differential criteria also serve as triggers for fire alarm actua-
tion. Besides alarm actuation, the controller also evaluates and indicates the size and propagation
direction of a fire. Details are given in the national fire detection approvals of the controller.

The LHD3-series controllers have been evaluated by UL/ULC and the VdS for use in fire detection.
Only alarm triggering by maximum temperature and rate-of-rise criteria has been evaluated by
UL/ULC and VdS. The LHD3-series controllers have only been evaluated for use in ordinary locations
by UL/ULC.

Typically, a temperature reading is acquired every 3 m for long objects such as road, cable and rail-
way tunnels. For fire detection in buildings and other smaller objects, temperature readings are
measured every 0.5 or 1 m.

After a fire, the sensor cable shall be inspected. In case of any damages, e.g. of the extruded sheet-
ing, this part of the sensor cable shall be exchanged, even if the optical measurement shows no de-
fect of the fiber.

To comply with UL/ULC standards, the sampling interval must be selected in accordance with the
distance of cable used as outlined in the operation manual.

2.6.2 Power Cable Monitoring

The electrical current load of power cables is limited by the maximum allowed temperature of the
boundary between the inner cable insulation and the conductor core. The present temperature of
the conductor/insulation boundary does not only depend on cable design and current load, but also
on cable laying, filling material, soil moisture, previous load, crossing with other cables and other
heat sources. Cables may even be operated at a higher than the design load for a certain time be-
cause of their large thermal capacity.

Distributed temperature monitoring along a power cable using an OTS3-series controller enables safe
cable operation at any location even at high loads. The optical fibre sensor cable may be incorpo-
rated into the shield of the power cable or attached externally. It is immune to electromagnetic inter-
ference.
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Critical cable sections are easily located in the temperature profile. Conductor temperatures may be
accurately calculated from sensor cable temperature and current load history using an optional real-
time thermal rating (RTTR) software package. The RTTR software is also used for emergency calcula-
tions predicting critical conditions.

2.6.3 Downhole Monitoring

Thermal processes such as steam-assisted gravity drainage (SAGD) are increasingly used to produce
highly viscous crude oil. Distributed temperature sensing using OTS3-series controllers considerably
improves the efficiency and stability of such processes.

Downhole applications such as crude oil and gas production or geothermal energy usually show
harsh environmental conditions at the sensor cable location. The sensor cable must withstand high
mechanical forces, high temperatures, corrosive agents and hydrogen load. We offer special down-
hole cables (see Table 17) consisting of corrosion resistant, high-temperature materials with high
strength. LIOS Technology optical fibres for such applications are composed of high-temperature
polyimide coatings and a hydrogen-resistant pure silica glass optical core. These downhole fibres are
long-term tested for hydrogen-resistance at elevated temperatures of up to 300°C.

Multichannel controllers for downhole applications may apply the special double-ended measuring
mode to compensate for hydrogen-induced fibre aging.

2.6.4 Industrial Process Monitoring

Temperature monitoring is essential in a number of industrial processes. Typical application tem-
peratures are quite high, and high spatial as well as temporal resolutions are wanted. OTS3-series
controllers provide excellent spatial resolution for such applications and shortest measurement
times. Our sensor cables for industrial applications are robust and suited for high temperatures
(Table 17).

An example for the application of OTS3-series controllers in industry is the temperature monitoring
in furnaces used for melting metals. The optical fibre sensor cable is installed in the thermal insula-
tion of such furnaces in order to indicate wear or cracks of the insulation.

Further examples of OTS3-series controller’s applications in industry are chemical plants, baking of
composite materials, gas turbines, power plants and different steps of metal processing. Immunity
against electromagnetic interference and excellent chemical stability of the optical fibre sensor cable
are clear advantages of optical sensing compared to electrical measurements in a number of applica-
tions.

2.6.5 Leak Detection at Dams, Pipelines and Tanks

Most methods for leak detection used so far (video monitoring, mass flow measurements ...) are not
capable of continuously monitoring lengthy objects with high spatial resolution. Distributed tempera-
ture sensing using an optical fibre sensor cable attached to the entire pipeline, dam or tank surface
can accurately detect and locate leaks with short response time. Leak detection may be based on
temperature changes caused by hot or cold liquids or gases such as heated oil in a pipeline or cold
liguefied natural gas in a tank. Leakage of substances at ambient temperature may be detected by
the Joule Thomson effect (cooling of gas during expansion) or by measuring heat conductivity of soil.
The latter is done by using a hybrid sensor cable including optical fibres and electrical wires (Table
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17). Electrical energy is used to heat the cable, and the temperature response of the cable is analysed
in order to determine heat conductivity and thus moisture of the soil.

2.6.6 Environmental Monitoring
Distributed temperature sensing provides useful information on geophysical processes in rivers,
streams, ground water, waste water channels, hot springs and other geothermal applications.

2.6.7 Radioactive Areas

We provide radiation hard optical fibres for distributed temperature sensing in radioactive areas.
Those fibres may be used for years without degradation of sensing capabilities. The special JETEC
sensor cable (Table 17) allows the exchange of the inner fibre optical cable by using a blow-in tech-
nology. Thus, long-term temperature monitoring in highly radioactive areas gets feasible without
field service personnel entering those areas.

2.6.8 Explosive Areas

Optical fibres are in general excellently suited for applications in explosive areas. They do not carry
electrical power and thus cannot generate electrical sparks. However, optical radiation emitting from
broken fibres or sensor cables may heat materials and cause danger of explosion. Therefore, only
LHD3-EX or OTS3-EX controllers may be used for temperature monitoring in explosive areas. Those
controllers are inherently safe since the optical power within the sensor cable is securely limited to
permitted levels. Controllers must be installed outside the explosive area unless they are enclosed in
an approved EX -d containment. Details given in the approvals need to be considered. The
OTS3/LHD3-EX-series controllers have not been evaluated by UL/ULC for use in hazardous locations.

19(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
FOLHD - 25



[]

Installation Manual

Installation

A [Warning! | | Caution! |

Read this manual completely before installing the controller.

3.1 Hardware Installation

3.1.1 Unpacking the Controller
Check the controller package for visible damages directly after receipt. Check the shock label outside
the package (Figure 13) before opening the package. A red shock indicator proves rough handling
during transport. Note red shock indicator on the bill of lading. Report damages and red shock indica-
tors immediately in writing and including pictures of the damage to the freight forwarder and to our
Technical Support (see section 6.2.4).

Figure 11: Standard transport box

Figure 12: Optional heavy duty transport case
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Figure 13: Shock label. A red tube in the centre would indicate rough handling

Unpack the controller at the commissioning location only. Check the controller and accessory for
visible damages immediately after unpacking. Afterwards, check the completeness of the shipment
using the packing list. Report damages and missing components in writing to our Technical Support
(see section 6.2.4).

Ensure that no condensation (dewing) develops on or inside the controller after transport at low
temperatures or after exposure to extreme temperature fluctuations. The controller must have ac-
quired room temperature before it is put into operation. Do not expose the controller to direct radia-
tion from a heater in order to warm it up. If dewing has developed, wait approximately four hours
until the controller has dried completely before switching on the controller.

3.1.2 System Components and Tools
The following components are required for the installing the controller:

e |Installation Manual

e Controller

e AC or DC power supply cable according to controller model

e Four M6x15 screws for rack mounting

e Charon3 software CD

e Optical fibre sensor cable(s)

e E2000/APC pigtail(s) for each optical fibre sensor cable

e Splice box(es) with or without grounding for each optical fibre sensor cable
e Termination box(es) with or without grounding for each optical fibre sensor cable
e Sensor cable termination kits if termination boxes are not available

e Sensor cable ties or clamps

e USB, Ethernet and/or serial (null modem) cable(s)

e Input and/or output cables if required

The following tools are required for installation of the controller:

e Torx T30 or Phillips 2 screw driver for mounting the controller
e Splicing equipment including fibre cleaver for installing sensor cable(s)
e Hot air gun if a termination kit will be used
e Fibre scope for ferrule endface inspection
e Fibre cleaning set including
o lint-free optical wipes (e.g. Kimwipes EX-L)
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o ultra-pure (99.9%) ethanol or iso-propanol solvent (We would recommend solvent
for UV spectroscopy grade for residual-free cleaning.)
o ferrule mate cleaner if required (see section 3.1.6.4)
e Computer or Laptop compliant to requirements (see Operation Manual)

3.1.3 Controller Location
The controller must be installed in a dry and low-dust room, rack or outdoor box. Any condensation
of moisture must be avoided.

The controller has only been evaluated by UL/ULC for ordinary indoor locations.The controller must
not be thermally insulated during operation. For example, it must not be wrapped with foams, plas-
tics films or other low thermal conductivity or air flow blocking materials. Free air circulation around
the controller is essential if the operating temperature is higher than 50°C.

The controller may be installed inside a hermetic box, e.g. for explosion protection or in submarine
applications, if sufficient heat transfer is guaranteed to maintain the required range of operating
temperatures.

In case of an overheating and if the LON protocol is enabled (see Operation Manual), the controller
sends an ENVIRONMENTAL CONDITIONS WARNING address point (> 60°C ambient temperature and /
or too low heat transfer) and an ENVIRONMENTAL CONDITIONS ERROR address point (> 65°C). At
65°C, the controller also stops the measurement and activates the COLLECTIVE FAULT output. At
even higher temperatures (> 70°C), the controller disconnects from the power supply. It starts up
again if the temperature is within the permitted range.

The controller must not be installed in explosive areas. The specifications given in Table 21 apply to
the operation of the controller.

Examples of applications where the use of the controller requires additional protection:

e Locations with a high degree of ionising radiation
e Locations with extreme operating conditions resulting from situations such as the following:
o Corrosive vapours, gases, oils or chemicals
o Electric or magnetic fields of high intensity
o Greater shock and vibration levels
e Plants requiring special monitoring features, for example:
o Elevator systems
o Systems in especially hazardous rooms

3.1.4 Rack Mounting

3.1.4.1 Racks

The controller may be installed in a suitable 19-inch rack (Figure 14). The rack may also be used for
installing the splice box, a computer, network switch, UPS and other devices. Forced air cooling or
even air conditioning of the rack must be considered depending on the total power consumption of
the devices.
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Figure 14: 19-inch rack comprising controller, computer and UPS

3.1.4.2 Mounting position
The controller may be mounted in any vertical, horizontal or inclined position.

3.1.4.3 Fixation
Screw the controller tightly to the fixing brackets attached to the left and right of the front panel
using the four M6 x 15 screws (Figure 15). The screws should be fastened crosswise.

Figure 15: Left and right screws locations

3.1.5 Connecting Electrical Cables

3.1.5.1 Power Supply
A [Warning!] [ Caution! ]

Check the supply voltage to be within the range given at the supply socket of the controller
before connecting the power supply cable.
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In fire detection applications according to pr EN 54-22, LHD3 controllers must be operated
using an approved EN 54-4 DC power supply. Controller and power supply must be located in
the same enclosure.

The Power Supply Cable DC 12-48V (Figure 16) provides a connector for the controller Sub-D3 WK3
socket at one end and three single leads at the other end. Connect the leads as follows:

e Brown lead: +12 to +48Vv DC!
e Blue lead: 0oV DC
e Green-yellow lead: Earth

The DC powered controller has an internal reverse-polarity protection. It does not operate with
wrong polarity.

If you connect the controller to a 12 V battery supply, the battery voltage decreases while the battery
is discharged. If the LON protocol is enabled (see Operation Manual), the controller sends an ENVI-
RONMENTAL CONDITIONS WARNING address point when a voltage of 11.4 V or lower is reached.
At a voltage of 10.8 V or lower, the controller sends an ENVIRONMENTAL CONDITIONS ERROR ad-
dress point and activates the COLLECTIVE FAULT output. The controller shuts down at 10 V and starts
up again if at least the start-up voltage (Table 19) is applied. Please charge the battery when the EN-
VIRONMENTAL CONDITIONS WARNING address point is sent.

Figure 16: Power Supply Cable DC 12-48V

The optional AC power supply comprises a IEC320 C14 socket (Figure 10) to be connected to the
standard Power Supply Cable 230V AC (Figure 17) or to an optional national Power Supply Cable AC.

! According to UL/ULC standards, the minimum operating voltage is + 14 VDC.
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Figure 17: Power Supply Cable 230V AC, European Plug

3.1.5.2 Ethernet

An Ethernet cable (Figure 18) of category 5 or above may connect the controller to other devices
using an Ethernet interface. Standard patch cables are used for connections to hubs or switches,
whereas cross-over cables are used for direct connection to laptops and personal computers. Cross-
over cables supplied by LIOS have a red sheath (Figure 19), whereas the LIOS patch cables have a
light grey sheath (Figure 18). Cross-over cables from other suppliers may be identified by the differ-
ent lead colour sequences inside the two connectors.

Figure 18: LIOS Ethernet patch cable
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Figure 19: LIOS cross-over Ethernet cable

3.1.5.3 USB
Any standard USB cable (Figure 20) may connect the controller to a computer using the USB inter-
face. The length of the cable should not exceed 3 m.

a
. e LAl
SHND
groNw

Figure 20: USB cable

3.1.5.4 Serial Interface

A shielded null modem cable (Figure 21) may connect the controller to another device using the EIA-
232 (RS232) serial interface. The cable must have cross-over linked wires as indicated in Table 8. Se-
rial cables without cross-over linking are not suitable. The length of the cable should not exceed 3 m.

Table 8: Null modem cable cross-over linking scheme

Controller Signal Controller Plug Pin 2nd Plug Pin
DCD 1 4
RxD 2 3
TxD 3 2
DTR 4 1
Signal Ground 5 5
DSR 6 6
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RTS 7 8
CTS 8 7
RI 9 9

Figure 21: Serial interface cable

3.1.5.5 Standard Outputs
The standard outputs are available at the OUTPUT socket on the rear panel (Figure 8). The pin as-
signments and output cable (Figure 22) lead colours are given in Table 9.

There are 10 programmable outputs available at the OUTPUT socket. The Charon3 software (see
Operation Manual) is used to configure the type, assighment and normal status (open or closed) of
each programmable output.

The COLLECTIVE FAULT output is closed during normal operation, and it is open in case of:

e power off,

e controller is not ready,

e no measurement is running,
e test mode is active

e fibre break or

e system fault.

The COLLECTIVE ALARM output is open if no alarm is active and closed in case of an active or not yet
acknowledged alarm.

Outputs are galvanically isolated and not connected to a common ground.

Table 9: Pin and lead colour assignment of outputs

Signal Pin  Colour Signal Pin Colour

+ Output 1 1 white - Output 1 14 brown

+ Output 2 2 green - Output 2 15 yellow

+ Output 3 3 grey - Output 3 16 pink

+ Output 4 4 blue - Output 4 17 red
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+ Output 5 5 black - OQutput 5 18 violet

+ Output 6 6 grey/pink - Output 6 19 red/blue

+ Output 7 7 white/green - Output 7 20 brown/green
+ Output 8 8 white/yellow - Output 8 21 yellow/brown
+ Output 9 9 white/grey - Output 9 22 grey/brown

+ Output 10 10  white/pink - Output 10 23 pink/brown

+ COLLECTIVE FAULT 11 white/blue - COLLECTIVE FAULT 24 brown/blue

+ COLLECTIVE ALARM 12  white/red - COLLECTIVE ALARM 25 brown/red
Not used 13

Figure 22: Output cable

Figure 23 shows an example for connecting an alarm control system to outputs of the controller. The
upper part of the figure shows the connection of a current monitored alarm input of the alarm con-
trol system to a normally open output of the controller. The alarm control system applies a voltage to
its input and monitors the integrity of the cable by detecting the current flowing through the resistor
Rp. In case of an alarm, the controller closes the output, and additional current flows through the
resistor R;. The alarm control system recognizes the alarm by the increase of current. For specifica-
tions of Ry and R, check the manual of the alarm control system.

The lower part of Figure 23 shows the connection of an input of the alarm control system to a nor-
mally closed output of the controller. The alarm control system applies a voltage to its input and
monitors the current flowing through the closed output of the controller. In case of a fault, the con-
troller opens the output, and the alarm control system recognises the fault by detecting no current
flow.

In principle, alarms may also be transmitted using normally closed outputs. However, interruption of
the power supply of the controller or a break of the cable between both devices would trigger a false
alarm at the alarm control system. Therefore, we strongly recommend only using normally open
outputs for alarm transmission.
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Figure 23: Example for connecting an alarm control system to output x (x = 1, 2, ...) of the controller

3.1.5.6 Extra Outputs

Extra outputs are available at the optional OUTPUT 1 to OUTPUT 8 sockets on the rear panel (Figure
9). Each socket connects to 12 outputs with pin assignment as given in Table 10. Extra outputs use
the same type of output cable as the standard outputs. Table 11 gives the relative output number for
each socket.

Table 10: Pin assignment of extra outputs

Signal Pin Signal Pin
+ Output 1 1 - Output 1 14
+ Output 2 2 - Output 2 15
+ Output 3 3 - Output 3 16
+ Output 4 4 - Output 4 17
+ Output 5 5 - Output 5 18
+ Output 6 6 - Output 6 19
+ Output 7 7 - Output 7 20
+ Output 8 8 - Output 8 21
+ Output 9 9 - Output 9 22
+ Output 10 10 - Output 10 23
+ Output 11 11 - Output 11 24
+ Output 12 12 - Output 12 25
Not used 13

The output numbers used by the Charon3 software (see Operation Manual) for each socket are
summarized in Table 11. The Charon3 output number is calculated as follows:

Output number = 10 + (number of OUTPUT socket -1)*12 + relative output number,

e.g. output 3 on OUTPUT 4 socket has the output number 10 + 3*12 + 3 =49,

Table 11: Charon3 output number range for each output socket

Output Socket Output Numbers
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OUTPUT 1to 10
OUTPUT1 11to 22
OUTPUT2 23to 34
OUTPUT3 35to 46
OUTPUTA 47 to 58
OUTPUTS5 59to 70
OUTPUT6 71to 82
OUTPUT7 83to 94
OUTPUTS 95 to 106

3.1.5.7 Standard Inputs and 24 V Output

The four standard inputs are available at the INPUT socket on the rear panel (Figure 8). Pin assign-
ment and input cable (Figure 24) lead colours are given in Table 12. Standard inputs refer to a com-
mon ground. They are activated by applying the specified voltage (Table 22) between the input pin
and ground. Polarity must be considered. Inputs will not operate with wrong polarity.

A 24 V DC auxiliary voltage for switching the standard inputs is provided at the same Sub-D9 socket.
The voltage refers to ground. The maximum current is 20 mA. The voltage output is protected by a
self-resetting fuse.

Table 12: Pin and lead colour assignment of standard inputs

Signal Pin Colour Signal Pin Colour
Input 1 1 White Ground 6 Brown, grey
Input 2 2 Green Ground 7 Blue

Input 3 3 Yellow Ground 8 Black

Input 4 4 Pink +24VDCoutput 9 Red

Not used 5 Violet

Figure 24: Input Cable (4 Inputs, 24V DC Output)

Figure 24 shows examples for connecting relay outputs of fire detectors to inputs of the controller.
Since both, the output and the input are relays, a voltage source is required. For the standard inputs,
you can use the +24 V DC from the controller supplied at the standard inputs socket as shown in the
upper part of the figure. You may also use a 24V DC voltage supply from the fire detector or another
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device as shown in the middle part of the figure. Extra inputs can only be used with external voltage

supply from the fire detector or another device as shown in the lower part of the figure.

The 24V voltage supply of the controller can only supply current for up to 4 inputs. Do not
connect higher numbers of inputs to this voltage supply!

Fire Detector Terminal hlock Controller
+24V DC
Input Socket
HEUIX
Terminal block Controller
5 & npUEX
=
(5]
L
a
Input Socket
g
i
“oltage Supply
GMD & GND
Terminal block Controller
5 & HnpUE s
=
(5]
&
Q
% Extra Input Socket
e
“oltage Supply
GMND & Tnputx

Figure 25: Examples for connecting fire detectors to input x (x = 1, 2, ...) of the controller

3.1.5.8 Extra Inputs

Extra inputs are available at the optional INPUT 1 to INPUT 3 sockets on the rear panel (Figure 9).
Each socket connects to 12 inputs with pin assignment and input cable (Figure 26) lead colours as

given in Table 14. The table gives the relative input number for each socket.

The input numbers used by the Charon3 software (see Operation Manual) for each socket are sum-

marized in Table 13. The Charon3 input number is calculated as follows:

Table 13: Charon3 input number range for each input socket

Input socket

Input numbers

INPUT lto4

INPUT1 5to 16

INPUT2 17 to 28
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INPUT3 29to 40

Input number =4 + (number of INPUT socket -1)*12 + relative input number,
e.g. input 3 on INPUT 2 socket has the input number 4 + 12 + 3 =19.

Extra inputs are galvanically isolated and not connected to a common ground. They are activated by
applying the specified voltage (Table 22) between both respective input pins. Polarity must be con-
sidered. Inputs will not operate with wrong polarity.

Table 14: Pin and lead colour assignment of extra inputs

Signal Pin Colour Signal Pin Colour

+ Input 1 1 white - Input 1 14 brown

+ Input 2 2 green - Input 2 15 yellow

+ Input 3 3 grey - Input 3 16 pink
+Input 4 4 blue -Input 4 17 red

+ Input 5 5 black - Input 5 18 violet
+Input 6 6 grey/pink - Input 6 19 red/blue

+ Input 7 7 white/green - Input 7 20 brown/green
+Input 8 8 white/yellow - Input 8 21 yellow/brown
+ Input 9 9 white/grey - Input 9 22 grey/brown
+ Input 10 10 white/pink - Input 10 23 pink/brown
+ Input 11 11 white/blue - Input 11 24 brown/blue
+ Input 12 12 white/red - Input 12 25 brown/red
Not used 13

Figure 26: Input Cable (12 Inputs)

3.1.5.9 External Sensors

External sensors may be connected to the controller using the optional SENSORS socket on the rear
panel and an external sensors cable (Figure 27) or using Ethernet. The SENSORS socket pin and ex-
ternal sensors cable lead colour assignments are given in Table 15.

Table 15: Pin and lead colour assignment of external sensors

Signal Pin  Colour Signal  Pin Colour
+R1 1 white -R1 11  brown
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+RS1 2 green -RS1 12 yellow

+R2 3 grey -R2 13 pink

+RS2 4 blue -RS2 14 red

+5VDC 5 black Ground 15 Vviolet

Earth Al  grey/pink Earth Al red/blue

+12VDC 6 white/green +24VDC 16 white/yellow

+11 7 white/grey -11 17 grey/brown

+12 8 white/pink -12 18 pink/brown

+U1 9 white/blue Ground 19 brown/green, yellow/brown
+U2 10  white/red Ground 20 brown/blue, brown/red

Figure 27: External sensors cable

Auxiliary voltages of 5V, 12V and 24 V DC for sensor operation are provided at the SENSORS socket.
The voltages refer to ground.

Each of the two pin groups +/-R1, +/-RS1, respectively +/-R2, +/-RS2 may be connected to a Pt100
temperature sensor in 2-, 3- or 4-wire configurations. +/-R1 and +/-R2 pins are the sensor current
supply line pairs, and the +/-RS1 and +/-RS2 pins are the sensor resistance sensing line pairs. Example
connection schemes are given in Figure 28.

Do not connect sensors to external power supplies.
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2-Wire Configuration

+R1 1 —I

+RS1|2 J

Sensors socket F’t‘IOOJH/

RS1 [l
ol

-R1 [12

3-Wire Configuration

+R1 |1

+Rs1[2 Sensing wire

Sensors socket Pt‘IOOE’

Rs1 [
B

-R1 [12

4-Wire Configuration

+R1 |1

+Rs1[2 Sensing wire

Sensors socket Pt‘lOO/\Hf

1
-RS1 |8 Sensing wire

-R1 |12

Figure 28: Connection schemes for a Pt100 temperature sensor in 2-, 3- and 4-wire configurations

Each of the two pin groups +/11 and +/12 may be connected to a 0 to 20 mA (Figure 29) or a 4 to 20

mA current sensor. The 4 to 20 mA sensor requires an auxiliary voltage provided by the controller
using the connection scheme as shown in Figure 30.

+24v  [16 U
+11 E E

Sensors socket 0..20mA Sensor
-1 [
] jGround
Ground@

Figure 29: Connection scheme for a 0 to 20 mA current sensor using a supply voltage of 24V
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+24\V (16 E
+11 |7 ]
Sensors socket 4..20mA Sensor

-1 17:|
Ground(15

Figure 30: Connection scheme for a 4 to 20 mA current sensor using a supply voltage of 24 V

Up totwo Oto 2, 5 or 10 V voltage sensors can be connected to +U1 and +U2 and ground (Figure 31).

+24V 16 U
+U1 [9] [ +]Signal

Sensors socket

Ground[15 | |Ground

Figure 31: Connection scheme for a 0 to 10 V voltage sensor using a supply voltage of 24 V

Digital fieldbus sensors may be connected to the controller over Ethernet using the optional fieldbus
protocol driver.

3.1.6 Connecting Sensor Cable(s)

3.1.6.1 Fibre Type
Each OTS3-series controller is suited for a certain fibre core diameter indicated by two digits in the

controller model (see Figure 2 and section 2.1.4):

Table 16: Fibre types

Controller model -yy  Fibre type Fibre core diameter  Fibre N.A. Index profile
-09 Single-mode 9 um 0.14 step
MFD @ 1310 nm
-50 Multimode 50 um 0.20 graded
-62 Multimode 62.5 um 0.27 graded
None (LHD3-series) Multimode 62.5 um 0.27 graded

The LHD3-series controllers are suited for graded index fibres with a core diameter of 62.5um and a
N.A. of 0.27.

Only sensor cables, fibres and pigtails with matching core diameter and N.A. must be connected to
the controller.

3.1.6.2 Connector Type
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The controller comprises up to 16 optical ports for E2000/APC (angled physical contact) connectors
with 8° angular polished ferrule endfaces. Do not use other types of connectors.

The best measuring performance is achieved by using pre-assembled E2000/APC connectors (so-
called pigtails) that are spliced to the sensor cable. The splices need mechanical protection by a splice
cassette and a splice box.

We would not recommend field assembly of connectors because of the lower precision of ferrule
endfaces and thus higher attenuation leading to reduced measuring performance of the controller.

Do not use patch cables for connecting other connector types or straight PC (physical contact) con-
nectors, because of the additional attenuation and return loss.

Figure 32: Pigtail with E2000/APC connector

3.1.6.3 Laying Pigtails and Sensor Cable(s) in the Rack

The pigtail(s) and splice box(es) must be laid and mounted in a way that securely avoids any strain on
pigtails, splices and E2000/APC connectors as well as any kinking of the pigtail or the sensor cable
(Figure 33). Bend excessive lengths of pigtail and sensor cable to loops with sufficient diameter (>
100 mm) and loosely attach them to the rack or other solid structures connected to the controller.
Loosely fastened plastics cable ties may be used for attaching the loops. Avoid any crushing of the
sensor cable or pigtail.

Mount the splice box in close proximity to the controller. For metal containing sensor cables, use a
splice box with grounding (see section 3.2.7). Connect the grounding bolt of such splice boxes to an
earth cable being connected to an appropriate earthing point of the facility.
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Figure 33: Mounting of splice boxes inside a rack

3.1.6.4 C(leaning and Inspection of Connectors

& [Warning! | | Caution! |

Switch off the controller before any direct viewing with or without optical instruments on fibre ends,

splices or optical fibre connectors. In addition, the warning label shown in Figure 1 has to be placed
close to the mains switch of the controller. Use only CE marked fibre scopes equipped with a 1550
nm DIR LB3 laser safety filter according to EN 207.

Check the ferrule endfaces of any connector for dirt and damages using a fibre scope (Figure 34).

Figure 34: Fibre scope with 200x magnification, built-in laser filter and LED illumination

If any dirt is present on the endface of a ferrule (Figure 35), carefully open the protective flap of the
E2000 connector. Moisten a lint-free optical wipe slightly with ultra pure solvent, and carefully clean
the endsurface of the ferrule (Figure 36). Repeat the procedure using a dry wipe to remove any resi-
dues of the solvent. Check the endface of the ferrule again using the scope. If any dirt remains, the
cleaning procedure must be repeated.
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Figure 35: Views of clean (left), contaminated (middle) and damaged (right) pigtail endfaces

Figure 36: Cleaning of a ferrule endface of an E2000/APC connector using an optical wipe

Pigtails must be replaced if there is any damage or non-removable dirt on the endface of the fibre
core (Figure 35). A few slight scratches on the fibre cladding or endface of the ferrule are acceptable
if the attenuation and return loss of the connector are within specification (see sections 3.2.2 and
6.1). The pigtail must also be replaced if there is any sever damage (digs, excavations, deep scratches
...) or non-removable dirt on fibre cladding or endface of the ferrule (Figure 35).

We ship controllers with clean internal pigtail(s) being terminated by dummy connector(s) (Figure 37)
plugged into the port(s). Dummy connectors must only be removed shortly before plugging a pigtail
into the port. No cleaning of the internal pigtail(s) is required for new controllers whose ports have
been permanently terminated by dummy connectors.

Figure 37: Dummy connector
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A cleaning of the endfaces of internal pigtails is required before plugging any pigtail into a previously
used or non-permanently terminated port. Use a ferrule mate cleaner (Figure 38) or equivalent tool
for cleaning the internal pigtails. Follow instructions of the cleaner. Stick type cleaners are less reli-
able and may only be used if a fibre scope suited for internal pigtails is available for subsequent in-
spection. If any dirt remains, the cleaning procedure must be repeated.

Figure 38: Ferrule mate cleaner

3.1.6.5 Plugging-In Optical Connectors

[Warning! | [ Caution! |

L

The controller power must be switched off or the measurement must be stopped. Check that the
“LASER ON” LED is off.

After proper cleaning, carefully insert the E2000/APC connector into an optical port on the rear side
of the controller until it securely locks in place. Unused E2000/APC ports must stay terminated using
dummy connectors.

3.2 Sensor Cable Installation

3.2.1 Cable Selection
Several sensor cable designs are available for different applications. Examples are given in Table 17.

Table 17: Examples for sensor cables

Sensor Cable model Diameter Design / Properties Application
Plastics cables
JETEC Cable 2.0 mm Elastic plastics cable for blow in Nuclear power plants
laying in 10 mm micro ducts
Metal Free FRNC 4.0 mm Flame retardant plastics cable Indoor, tunnels, fire detec-
Cable tion (evaluated by UL/ULC
and VdS)
Metal Free PA Cable 4.0 mm Robust plastics cable General
Metal Free Harsh 4.4 mm Chemically inert plastics cable Transformers, chemical
Environment Cable with high temperature fibres plants
Underground Cable 7.0 mm Robust plastics cable Outdoor, cable ducts, bur-
ied
ADSS Cable 16.3 mm All dielectric self supporting aerial Overhead transmission
cable lines

Metal containing cables

FIMT 1.8 1.8 mm
Double FIMT 2.1 2.1 mm
Stranded wire 2.1 2.1 mm

Fibres in metal tube

Robust and chemically inert de-
sign (fibres in double metal tube)
FIMT with stranded stainless steel

Power cable monitoring
Chemical plants, industrial
ovens, liquid natural gas
Chemical plants, industrial
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wires ovens, liquid natural gas

Harsh Environment 2.4 mm High temperature fibres in corro- Chemical plants, metal

Cable sion resistant metal tube with processing
chemically inert plastics sheath

Downhole % Cable 3.2 mm High temperature fibre in double Oil industry, geothermal,
metal tube liquid natural gas

Fast Response FRNC 4.0 mm Metal cable with flame retardant Indoor, tunnels, fire detec-

Cable plastics sheath, rodent resistant tion (evaluated by UL/ULC

and VdS)

Silicone Cable 5.0 mm High temperature fibre in metal Industrial ovens, chemical
tube with silicone sheath plants

Downhole % Cable 6.4 mm High temperature fibre in double Oil industry, geothermal
metal tube with chemically inert
plastics sheath

Underwater Cable 7.9 mm Robust, high density, low wear Environmental monitoring
cable for repeated laying

EX Protection Cable 4.0 mm Metal cable with conductive plas- Explosive areas with dust
tics sheath

Hybrid Cable 12.9 mm Hybrid cable for measuring re- Dams, dykes

sponse to electrical heating (heat
conduction)

A full list of sensor cable models is available at LIOS Technology. We also design custom cables on

request.

Figure 39: Sensor cable Metal Free FRNC

Figure 40: Sensor cable Fast Response FRNC

3.2.2 Fibre and Sensor Cable Recommendations

For OTS3-series controllers, the fibre and sensor cable specifications given in Table 18 are essential to
obtain the controller performance as indicated in the datasheets. In fire detection, LHD3-series con-
trollers must use approved LIOS Technology sensor cables having less than 0.75 dB/km attenuation
@ 1300 nm after installation.
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Table 18: OTS3 fibre and sensor cable specifications

Fibre Attenuation Bandwidth @ 1300 nm Standard
SM 9/125 <0.22 (+0.03)* dB/km @ 1550 nm ITU-T G.652
Table Cor D

MM GI50/125 < 0.50 (+0.05) dB/km @ 1300 nm > 1000 MHz*km
<0.28 (+0.07) dB/km @ 1550 nm

MM G162.5/125 < 0.70 (+0.05) dB/km @ 1300 nm > 500 MHz*km
< 0.33 (+0.07) dB/km @ 1550 nm

A variation of attenuation along the installed sensor cable may make calibration difficult. Avoid such
variations by use of similar or identical fibre qualities throughout the whole sensor cable, strain-free
sensor cable laying and proper fibre splicing.

Weaker specified fibres may be used for OTS3-series controllers if unavoidable. A higher attenuation
affects the distance range and temperature resolution of the controller. A lower bandwidth of fibres
affects the spatial resolution at larger distances.

The fibre and cable sections must be connected using fibre splices. Do not use detachable connec-
tors. Proper splices between fibres have less than 0.05 dB attenuation. If a detachable connector
cannot be avoided, use an APC connector type with an attenuation below 0.3 dB and a return loss of
40 dB or higher (multimode) or with an attenuation below 0.1 dB and an return loss of 85 dB or
higher (single-mode). An attenuation caused by connectors and splices may affect distance range and
temperature resolution of the controller.

3.2.3 Handling of Sensor Cables

Optical fibres are made of glass and are thus brittle. For sensing applications, the fibres are protected
by various types of sensor cables making the sensing element much more robust than a bare optical
fibre. Nevertheless, certain restrictions must be considered in handling optical fibre sensor cables.
Each sensor cable is specified for minimum bending radius, maximum tension force and maximum
crush impact. Choose a proper sensor cable being robust enough for your application. The sensor
cable specifications must be considered in laying. Avoid too tight bending, any kinking, too high pull-
ing forces, strong crushing and too tight fixing of the cable! Pull less robust sensor cables by hand
only.

Pigtails provide a weaker mechanical protection than a sensor cable. Thus, the pigtails must be han-
dled with special care. Pull and fix the pigtails very gently only. Never pull out a latching connector by
pulling the fibre pigtail only.

Improper handling of fibres, pigtails and sensor cables may lead to excessive attenuation and even
immediate or delayed fibre breaks. The fibre breaks and damages are not necessarily visible from the
outside and may only be detected during use of the sensor cable.

? Attenuation values in parenthesis indicate the permitted additional attenuation due to cable manufacturing
and installation.
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The sensor cables are delivered on cable drums. The drum sheathing must only be removed shortly
before cable laying. The cable drums must permanently stand upright to avoid damage during han-
dling and storage. Empty cable drums should not be sent back to LIOS Technology since they are one-
way packing materials.

3.2.4 Laying of Sensor Cables

3.2.4.1 Cable Length

The total active sensor cable length must be shorter than the distance range of the controller. When
calculating the total sensor cable length, cable lengths outside the measurement section must be
taken into account. These are:

e Feed cable from controller to measurement section,
e Connection cables and fibres,

e Avoidance of obstacles,

e Test and reference lengths,

e Height differences and

e About 5 m of fibre length in the controller cabinet.

In addition to the active sensor cable length, a few sampling intervals (e.g. 20 m at a sampling inter-
val of 3 m) of inactive fibre length are required at the end of the measurement section to suppress
influences of a possible fibre end reflex. The controller accepts an inactive fibre length of up to 100 m
in addition the distance range. By this, proper temperature readings are obtained for the full distance
range. An optional license is required for the use of larger inactive lengths.

If possible, use the controller with a minimum total fibre length of at least 100 m.

3.2.5 Laying Plan

The laying plan of the sensor cable should be outlined in a table. Meter markings of the cables at the
object beginning, splicing locations, zone boundaries, etc., should be registered in the laying plan
during laying.

Consider test sections for regular testing of controller function using cable heating equipment. Place
test segments outside the monitored cable section to enable testing without deactivation of alarm
transmission.

Consider a test heating for the determination of the location of zone boundaries. The length of the
optical fiber may slightly vary from the meter marking on the sheating of the sensor cable.

3.2.6 Laying Plans for Fire Detection

Applications according to EN 54-22, the standard DIN VDE 0833-2, or the guideline VdS 2095 on the
installation of automatic fire detection systems in buildings require a detailed analysis of the instruc-
tions given in the standards and the guideline.

Basically, the sensor cable must be installed at the highest point within a room or a tunnel with a
distance of 5 to 20 cm from the ceiling.

According to the standard DIN VDE 0833-2, the maximum height for mounting the sensor cable of a
linear heat detector is 9 m for response class Al and 7.5 m for response class A2.
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According to the guideline VdS 2095, the maximum height for mounting the sensor cable of a linear
heat detector is 7.5 m for response class AIN and 6 m for the other response classes. For meander-
like laying schemes in rooms larger than 30 m? and with a roof slope of less than 20°, the maximum
horizontal distance of any point of the ceiling to the sensor cable must be less than 3.5 m. The hori-
zontal distance between parallel sensor cables must be less than 7 m and the distance between sen-
sor cables and walls must be between 0.5 and 3.5 m. Larger distances specified in the guideline may
be applied in smaller rooms and for steeper roofs.

When installed in the United States, the LHD3-series controllers are to be installed in accordance
with NFPA No. 70 “National Electric Code” and NFPA No. 72 “ National Fire Alarm and Signalling
Code”.

When installed in Canada, the LHD3-series controllers are to be installed in accordance with:

- ULC-S524 Standard for the Installation of Fire Alarm Systems, and CSA 22.2
- The National Building Code of Canada

- The Canadian Electrical Code, Part 1

- The National Fire Code of Canada

For the fire detection in tunnels, a maximum horizontal distance of 6 m between any monitored loca-
tion and the sensor cable is considered to be acceptable, if the sensor cable is installed at the maxi-
mum height mentioned above. Thus, a tunnel with two road lanes and a width of up to 12 m may be
monitored using a single sensor cable. Additional sensor cables are required for wider tunnels and
according to national fire safety regulations.

Redundant fire detection systems are required by most fire detection standards. The easiest way to
achieve full redundancy is to measure the two fibres of a sensor cable from the opposite ends of the
cable using two controllers. A redundancy with respect to the sensor cable only is achieved by meas-
uring the two fibres of a cable loop from the opposite ends using a single controller.

If an unambiguous mapping of events within fire compartments is required, we recommend using an
extra length of sensor cable in between the alarm zones of the fire compartments (see Operation
Manual). Accordingly, a respective extra length of sensor cable has to be laid at the boundary of two
fire compartments. The extra length should be three sampling intervals on each side of the bound-
ary, i.e. in total six sampling intervals, but not less than 2 m. Check the sampling interval of the
measuring parameter set to be used and calculate the extra length accordingly. Sampling intervals
are between 3 m and 0.25 m depending on controller model, sensor cable length and application.
Thus, extra lengths between 18 m and 2 m are required. Depending on the application, the extra
length may not be covered by a zone or covered by an inactive zone, a zone without alarm parameter
set or an alarm zone not assigned to a fire compartment.

The laying plan has to consider possible sources of false alarms. Keep a safe distance from heat
sources such as lamps and avoid locations with sudden temperature changes. If compliance with EN
54-22 is not required, less sensitive alarm parameter sets (see Operation Manual) may be used to
prevent false alarming in such locations.

3.2.7 Connecting Sensor Cables
Connect sensor fibres in cable sections, pigtails and terminations by fusion splicing. A suitable splicing
apparatus and preparation tools including fibre cleaver are essential. The splicing of fibres requires a
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certain level of experience. Please ask a local telecommunications service company for support if you
do not have sufficient experience.

Lay splices in a splice cassette (Figure 41) and splice box with (Figure 42) or without grounding (Figure
43). We strongly recommend using the robust splice boxes in any rough environment such as tun-
nels, cable ducts and outdoor installations. Even in buildings, the protection of the sensitive splice in
a box is advantageous.

[\ (Warming!

The splice boxes with grounding are required for metal containing sensor cables (Table 17) if there is
any risk of interaction with electricity. Please consider not only electrical cables and wires, but also
lightning, ESD and electromagnetic induction.

Figure 41: Splice cassette

cante Gland B

‘£xtermal 019"

Figure 42: Splice box without grounding and splice cassette
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Figure 43: Splice box with grounding and splice cassette

Follow the procedure below for laying a splice in a splice box:

[\ (Waming

e Switch off any controller connected to the sensor cable. Place a warning label close to the
controller (see section 1.4).

e Fix the splice box at a solid structure.

e (Clean sensor cable ends of rough dirt.

e Feed sensor cable and pigtail into the splice box through the cable feeds. Pull at least 2 m of
cable and pigtail through the feeds. The cable and pigtail lengths outside the box must be
sufficient to safely avoid any strain, tight bending with less than 60 mm radius and kinking.

e Remove 2m of sensor cable sheath (outer plastics layer) and armour.

e Remove the stainless steel or plastics tube on the same end, but with 5cm excess length
measured from the end of the sheath. Take care not to damage the fibres.

e Earthen the stainless steel tube, if present, using the multi-contact cylinder of the feed
through.

e Remove 2m of pigtail sheath. Take care not to damage the fibres.

o Feed unsheathed fibres from cable and pigtail into the splice cassette.

e Let sensor cable and pigtail sheath extend for about 5 cm into the splice box and relieve
strain at the support points provided with cable ties.

e Splice fibre ends.

e Stabilise the splice using a hot-melt adhesive or crimp protection sleeve.

e Fasten the protection sleeve in the sleeve holder of the cassette, and lay fibres in the splice
cassette. Consider a minimum bending radius of 60 mm.

o Close the splice cassette carefully and fix the cassette cover.

e Close the cover of the splice box and fix it.

45(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
FOLHD - 51



[]

Installation Manual

Figure 44: Splice box with cable and pigtail

3.2.8 Termination of Sensor Cables

A length corresponding to a few sampling intervals (20 m at a sampling interval of 3 m) of the sensor
fibre at the remote end should not be used for temperature monitoring or heat detection because of
a possible optical interference from the fibre-end. Correspondingly, the last 20 meters of sensor ca-
ble should be deposited in a cable duct, or the same length of bare sensor fibre should be deposited
in a proper splice (Figure 42, Figure 43) or termination box (Figure 45). The fibre-end must be prop-
erly terminated to avoid excessive back reflection of laser radiation into the sensing fibre. Otherwise,
measurement accuracy close to the fibre-end might be affected.

We supply optional termination boxes (Figure 45) including properly terminated fibres with a length
of 20 meters each. The fibre lengths inside the box or cassette just have to be spliced to the sensor
fibres for correct termination.

- :

2
-

t"
o)
ap

Figure 45: Termination box

The termination kit (Figure 46) may be used if no termination box is available. The kit is used as fol-
lows:

e Remove 50 mm of the cable sheath.
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e Remove 45 mm of the inner cable tube.

e Remove 20 mm of the fibre coating.

e C(Clean the fibre.

e Cut the fibre end almost diagonally using the fibre cleaver. The resulting cleaving angle must
be larger than 20°.

e Slide the fibre end into a 60 mm long hot-melt splice protection sleeve. Locate the fibre end
in the middle of the splice protection sleeve. Melt the adhesive using a hot air gun (220°C).

o Slide the black heat-shrinkable tubing 25 mm over the cable sheath. The heat-shrinkable tub-
ing should protude 25 mm over the splice protection sleeve. Fix the tubing using the hot air
gun. Press the end of the hot tubing slightly together to securely seal the end.

Figure 46: Termination kit comprising hot-melt splice-protection sleeves and black heat-shrinkable tubings

3.2.9 Repair of Sensor Cables

YA

v

In case of any damage to a sensor cable, switch off the controllers connected to the cable as soon as
possible.

Cut out the damaged sensor cable section and replace it with a new cable length. Set two splice
boxes as described in section 3.2.7.

Lay the replacement sensor cable with 3 to 5 m extra length on each end as compared to the dam-
aged cable. Set the two splice boxes in the middle of the overlaps to ensure that sufficient fibre
length is available for splicing (Figure 47).
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Splice point

3-5m each

Figure 47: Cable laying for repair

3.2.10 Ceiling Mounting
Ceiling mounting is the typical way of sensor cable installation in fire detection applications. For fire
detection, use only sensor cables approved for fire detection with the controller.

The sensor cable must be placed in about 5 cm distance from the ceiling to minimize heat conduc-
tion. It also needs a line of sight to the monitored object to be sensitive for heat radiation. Use a sin-
gle, continuous length of sensor cable if anyhow possible since splicing reduces measurement quality
and is an extra effort. Keep a safe distance from heat sources such as lamps or heatings to avoid false
alarms due to heating.

A Warning!

Keep a safe distance from high voltage lines as they are present in railway tunnels.

The sensor cable may be fixed using different kinds of fastenings such as cable ties (Figure 48), nail
plug clips (Figure 49), cable clips (Figure 50) or tube clamps (Figure 51). A tension rope may be used
for secure mounting of a sensor cable without strain on the cable (Figure 52). Only use UV stabilized
cable ties for outdoor applications.

Always avoid excessive crushing of the cable by strong tightening of the fastenings. As a rule of
thumb, a fixed cable should be slightly pullable through the fastenings with a normal level of force.
Consider using soft rubber sheets to reduce crushing of the cable by cable ties. We would recom-
mend a distance of 0.75 to 1 m between the fastenings for mounting in a straight line (Figure 53). A
tension rope may be used to support a sensor cable with limited number of wall or ceiling fastenings
(Figure 52).

Figure 48: Sensor cable mounted with cable ties
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Figure 49: Nail plug pin
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Figure 50: Cable clip

Figure 51: Tube clamp for fixing larger diameter sensor cables
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Cable ties

Sensor cable

Figure 52: Sensor cable mounted to a tension rope using cable ties

Figure 53: Ties or clamps spacing for mounting in a straight line

1 Il ]

Figure 54: Laying at small steps

3.2.11 Fibre-in-Metal-Tube for Power Cables

Sensing fibres in a metal tube (FIMT) are suited for incorporation in the shielding of power cables. A
FIMT replaces a shield wire and serves as a distributed monitoring element for power cable shield
temperatures.

The optical fibre inside a FIMT has some extra length in order to compensate for thermal expansion
of the metal tube. Special care is required to maintain the length of the FIMT precisely during power
cable manufacturing. Any change of FIMT length exceeding a few tenth of a %o may affect the opera-
tion temperature range of a FIMT, and it may even cause extra attenuation. Please ask us for details
on proper FIMT handling during cable manufacturing.

Splice and termination boxes with grounding (see section 3.2.7) must be used for FIMT sensor cables.

50(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
FOLHD - 56



™
[

Installation Manual

4 Maintenance and Repair

4.1 Maintenance

The controller is basically maintenance-free. It is also designed to notify automatically any detected
failure. Nevertheless, yearly operation tests are required for safety relevant applications. More fre-
guent tests may be considered based on national regulations and risk assessments.

The following procedure should be followed in an operation test:

e Check all sensor cables and pigtails for visible damages such as breaks, cuts, kinks or tight
bending

e Switch off the controller and wait for at least 5 seconds

e Switch on the controller and check if all front LEDs lit for a few seconds

e Check if the SYSTEM READY LED lits within 30 seconds

e Connect the controller to a computer and start QUICK START function of the Charon3 soft-
ware

e Select the controller and scan all channels

e Check the result of the QUICK START for failures and changes compared to the previous
QUICK START

e Perform application specific tests as described in the Operation Manuals and local guidelines

e Take appropriate measures in case of failures

4.1.1 Cleaning of Internal Pigtails

The endfaces of the internal pigtails of the controller are clean at the time of shipment. They are well
protected from contamination by the dummy connectors (Figure 37). Nevertheless, the endface of a
pigtail has to be cleaned in case of contamination by a contaminated outer connector or by a missing
dummy connector. Contamination of internal pigtails is indicated by the following:

e the scan of the respective channel within the QuickStart (see Operation Manual) returns the
message CHECK CONNECTOR,

e repeated cleaning of the outer pigtail and new scanning does not remove the message and

e the outer pigtail does not show any damage or contamination during inspection.

A Ferrule mate cleaner is the most convenient tool for cleaning an internal pigtail. If no Ferrule mate
cleaner is available or its application does not remove the CHECK CONNECTOR message, you have to
open the enclosure of the controller.

VAN
Switch off the controller and disconnect the power supply cable before opening the enclosure. Un-
screw the four screws at the optical ports module for at least 1 cm as shown in Figure 55, left. Pull
the optical ports module gently partially out of the enclosure (Figure 55, right). Stop pulling when the
module is in the position shown in Figure 55 (right) and when you notice a resistance against further
pulling. Press the latch of the E2000 connector to be cleaned and gently pull it out of the mating
adapter (Figure 55, right, upper connector). Pull the connector completely out of the mating adapter
and gently pull the orange or yellow optical fibre cable a few cm out of the enclosure until the con-
nector reaches the position shown in Figure 56, right. Now, clean the connector as described in sec-
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tion 3.1.6.4. After cleaning, gently push the connector back into the enclosure without kinking or
crushing the orange or yellow optical fibre cable. Carefully insert the E2000 connector into the corre-
sponding inner mating adapter until it securely locks in place. Check the channel number labelled at
the optical fibre cable to be identical to that at the front plate. Gently push the optical ports module
back into the enclosure without kinking or crushing any orange or yellow optical fibre cable. Tighten

the screws.

Figure 55: Opening of the optical connector module. Four screws loosened (left). Optical connector module shifted out
and internal pigtail of channel 1 partially pulled out of the port (right).

Figure 56: E2000 connector removed from the mating adapter (left) and slightly drawn out of the enclosure (right).

4.2 Repair
The controller must only be repaired by LIOS Technology personnel. Opening the controller as well as
breaking any safety seal (Figure 57) lead to a loss of any warranty and product liability.
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will be void if this
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Figure 57: Safety seal

4.2.1 Exchange of Electrical Fuse

If no LED lits after switching on the controller, please check the supply voltage first. If proper power
supply is present, it may be necessary to replace the fuse of the controller. Use fuses of same type as
indicated on the controller reverse side only.

£\ [Warsing

Switch off the controller and disconnect the power supply cable before opening the fuse contain-
ment at the power supply panel on the reverse side. Exchange the fuse. Close the fuse containment
carefully before reconnecting the power cable.

4.2.2 Exchange of Memory Card
The CF memory card (Figure 58) may be exchanged if a memory card with higher capacity is required
or if a memory card is faulty. Only cards meeting the specification (see section 5.3) should be used.

The EVENT MEMORY and diagnostics data of the controller are saved on the memory card.
Therefore, it is essential to save the data. Any warranty and product liability of LIOS Technol-
ogy is lost if data is not saved before exchange of the memory card and if the instructions
given in this section are not followed.

Connect the controller to your PC with Charon3, download the EVENT MEMORY as well as all meas-
urement data and generate a SUPPORT INFORMATION file (see Operation Manual). Send the SUP-
PORT INFORMATION file to LIOS Support. If the memory card is faulty, it must be sent to LIOS Sup-
port.

Switch off the controller and wait for 30 seconds.

Open the MEMORY CARD lid on the rear side (Figure 8) using a Torx T8 screw driver. Break the safety
seal in front of the memory card (Figure 59) and press the eject pin at the right (Figure 59, red
square) gently using a ball pen or similar device. The memory card unlatches and slides out for a bit.
Remove the memory card and insert the new one in the same orientation until it latches. Close the
lid. The new memory card will be automatically initialised if necessary.
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Figure 58: CF memory card, type | (3.3 mm height)
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Figure 59: Open memory card slot with safety seal on the CF memory card and eject pin (marked by the red square)

5 Technical Data

5.1 General Technical Data
Table 19: General technical data

Group Parameter Value
Mechanical Weight, net 13 kg

Height 131 mm

Width (without flange) 483 mm (448 mm)

Depth (without handles) 338 mm (304 mm)

Rack space 3U, 19-inch wide, 60 cm deep

(80 cm with swivelling frame)

Electrical DC supply voltage, nominal 12 to 48 V?

DC supply voltage, max. range

DC start-up voltage, max.

DC power consumption using 24 V @ 25°C
DC power consumption using 24 V @ 60°C
DC current, max. @ 12 V

DC fuse

AC supply voltage, nominal (option)*

AC supply voltage, max. range

AC frequency, nominal

AC frequency, max. range

AC power consumption using 230 V @ 25°C
AC power consumption using 230 V @ 60°C
AC current, max. @ 100 V

AC fuse

DC supply voltage at AC supply (option), nominal
DC supply voltage at AC supply, max. range

10to 60 V
115V

25 W

45 W

35A

4 A (T) 5x20 mm
100 to 240 V
85t0 264V

50 to 60 Hz

47 to 63 Hz
35W /50 VA
60 W /85 VA
0.6 A

2 A(T) 250 V 5x20 mm
110to 220V
95to 275V

3 According to UL/ULC standards, the minimum operating voltage is 14 V.
* The AC supply option has not been evaluated by UL/ULC or VdS.
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DC power consumption at AC supply using 110V

28W @ 25°C, 50W @ 60°C

Output DC voltage (on INPUT socket) 24V

Output DC current
Laser Laser class

Laser wavelength

Laser power, average

Laser power, peak

Environmental Transport and Storage

Operation
Protection rating

Operation Measuring performance

Warm-up time

<20 mA

1M

1550 nm

100 mW

-EXT3 models: 70 mW
-EXT4 models: 16 mW
<200 mW

-EXT3 models: < 150 mW
-EXT4 models: < 35 mW
See Table 20

See Table 21

IP51

See datasheets

< 1 min + 1 measurement
cycle

5.2 Transport and Storage Conditions
The specifications given in Table 20 apply to the transport and storage of the controller in its original

transport package (Figure 11, Figure 12). Operation conditions are given in Table 21.

Proper transport, storage, installation and operation conditions are required for a trouble-free and
safe operation of the controller. Warranty for the controller is deemed void if these specifications are

ignored.

Table 20: Transport and Storage Conditions

Condition Range
Drop test <1lm
Temperature -35to+75°C(-31to 167 °F)

Air pressure (corresponding elevation)
Relative humidity

Sinusoidal vibration

Shock

1140 to 540 hPa (- 1000 to + 5000 m)
10 to 95 % (non-condensing)

10-150 Hz: < 20 m/s’

<100 m/s?, 11 ms

Table 21: Operation conditions

Condition

Range

Temperature
Relative humidity
Air pressure (corresponding elevation)

Sinusoidal vibration (EN 54-22)

-10to + 60 °C (14 to 140 °F)

10 to 95 % (non-condensing)

DC supply: 1140 to 540 hPa (-1000 to 5000 m)
AC supply: 1140 to 790 hPa (-1000 to 2000 m)
10-150 Hz: < 5 m/s’

5.3 Interfaces

Table 22: Interface specifications

Group Interface Parameter Value

Optical Optical port(s) Socket type E2000/APC (8°)
Channels See Table 2
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Power supply

Data transmission

External sensors
(OTS3 option)

Memory card

DC supply
AC supply (option)
USB

Ethernet

EIA-232 (RS-232)

Inputs

Extra inputs (option)

Outputs

Programmable outputs
Collective fault output
Collective alarm output
Extra outputs (option)

Temperature sensors

Current sensors

Voltage sensors

+ 5 V auxiliary voltage
+ 12 V auxiliary voltage
+ 24 V auxiliary voltage
CF card

Fibre type

Fibre specifications
Socket type

Socket type

Socket type
Standard

Socket type
Number of ports
Data rate, max.

Socket type

Data rate
Data/parity/stop bits
Handshake

Type

External voltage / current
Socket type

Number

Socket type

Number

Type

External voltage / current
Resistance

Socket type

Number

Status

Status

Socket type

Maximum number
Socket type

Type

Sensor current

Number of sensors
Measuring range

ADC resolution
Temperature drift, typical
Current

Input resistance

Number of sensors

ADC resolution
Temperature drift, typical
Voltage

Input resistance

Number of sensors

ADC resolution
Temperature drift, typical
Current, max.

Current, max.

Current, max.

Grade

Capacity / GB

See Table 16

See Table 18

Sub-D 3WK3-G3
IEC320 C14

B (USB device)

USB 2.0

8P8C (RJ45)

2

10 (10BASE-T) or 100
MBit/s (100BASE-TX)
Sub-D 9, male

115.2 or 19.2 kBit/s
8N1

Hardware RTS/CTS
Optocoupler, isolated
12-30V DC/5mA
Sub-D 9, female

4

Sub-D 25, male
12,24 or 36

Photo relay, isolated
<60V /<100 mA
<120

Sub-D 25, female

10

Normally closed
Normally open
Sub-D 25, female

96

Sub-D 21W1

Pt100 (2 to 4 wires)
1 mA

2

-200 to 560 °C (300 Q)
22 bit (80 uQ)

< +/-0.05°C

0 (or 4) to 20 mA
510

2

16 bit (0.3 pA)
<+/-10 pA +/- 0.08%
Otol1l0V

100 kQ

2

16 bit (0.15 mV)

< +/-0.05%

100 mA

50 mA

50 mA

Industrial

2,80r16
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5.4 Standards and Approvals
OTS3- and LHD3-series controllers are compliant to international standards and European directives

™
[

listed in Table 23. The compliance was approved by the notified bodies TUV Rheinland, VdS Schaden-

verhitung and Underwriters Laboratories as far as required. Application-specific approvals such as

the LHD3-series fire detection approvals are explained in detail in the respective Operation Manual.

A full list of applicable safety standards is given in the Declaration of Conformity.

Table 23: Standards and classifications

Requirement Standard/Directive Classification
Electrical safety IEC 61010-1 CAT Il, height 2000 m
UL 61010-1
IEC 60529 IP 51

EMC

Laser safety

Fire detection (LDH3 only)

Environmental testing

(LHD3 only)
RoHS directive
WEEE directive
Low voltage directive
Explosion safety

EN 61326-1:2006

EN 61000-6-2:2005

EN 61000-6-3:2007

EN 61000-4-2,3,4,5,6,8,11
EN 61000-3-2,3

EN 50130-4:1995+A1+A2
EN 55011

FCC 47 CFR Ch. 1 Part 15
IEC 60825-1, -2

US 21CFR1040.10

FDA accession number
pr EN 54-22

UL 521

ULC-S530

IEC 60068-2-6
IEC 60068-2-14
NAVMAT P-9492
ISO 13628-6

MIL-STD-810F
(with IP66 box)

FED-STD-101C

pr EN 54-22
2002/95/EC
2002/96/EC
2006/95/EC
94/9/EC annex I
EN 60079-0, -28

Equipment for measurement, control and

laboratory use

Immunity to industrial environment
Emission in residential properties
RF, burst, surge, magn. field, U-var
Harmonics and flicker

Immunity to EMS

ISM equipment, Gr. 1, class B

USA EMI class B
Laser class 1M

1131367-000

Response classes A1N, A2N, BN, CN
Heat detector also suitable as heat
actuated device for special applications

Sinus vibration 20 m/s?
Temperature cycle -10 / + 60 °C
Random vibration 6.05 g,ms
Sinus vibration 50 m/s?

Shock 10g, 11ms

Temperature -10°C, 60°C
Overpressure 199 kPa

Vibration 25.4mm 4.3Hz

Blowing rain 0.5-4.5mm, wind 18 m/s
Drop test 21 (in transport case)
Environmental group Il

Il (1) G [Ex op is T3 Ga] lIA
(-EXT3 models only)

I (1) G [Ex op is T4 Ga] lIC and
I (1) D [Ex op is Da] llIC
(-EXT4 models only)
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The LHD3 series controllers are approved by UL/ULC and they have been evaluated for open-area
protection spacings as outlined in the table 24.

Table 24: Rating of spacing according to UL/ULC

Alarm Settings Max. spacing Max. distance from
the wall
Fixed Alarm Temperature 135°F (57.2°C) or 50 ft 25 ft

190°F (87.8°C)
Rate-of-Rise 15°F/min (8.33°C/min) and
20°F/min (11.1°C/min)

Fixed Alarm Temperature 160°F (71.1°C) 30 ft 15 ft

The fiber optic sensor cable used with the LHD3 series controllers is intended for indoor and outdoor
use in a maximum temperature as outlined in table 25.

Table 25: Rating of maximum installation temperature according to UL/ULC

Alarm Settings Makx. installation temperature
Fixed Alarm Temperature 135°F (57.2°C) 100°F (37.8°C)
Fixed Alarm Temperature 160°F (71.1°c9 100°F (37.8°C)
Fixed Alarm Temperature 190°F (87.8°C) 150°F (65.6°C)
Rate-of-Rise 15°F/min and 20°F/min (8.3°C/min 150°F (65.6°C)
and 11.1°C/min)

5.5 Hazardous Substances and Recycling

OTS3- and LHD3-series controllers are compliant with the Restriction of Hazardous Substances Direc-
tive (RoHS) of the European Community. Exemptions for category 8 and 9 products were not applied
in the RoHS assessment.

The controllers comply with the Waste Electrical and Electronic Equipment Directive (WEEE) of the
European Community. Discarded controllers shall not be disposed as municipal waste, but collected
for recycling together with other electronic and electric equipment.

Each controller contains a Lithium battery containing 0.09 g of Lithium. Discarded batteries shall not
be disposed as municipal waste, but collected for proper disposal or recycling together with other
batteries.

6 Information Scheme and Contact Information

6.1 Information Scheme
This installation manual forms part of the OTS3 / LHD3 documentation. The following provides an
overview of the information scheme for OTS3 / LHD3:

e Datasheets on OTS3 and LHD3 controller models: List the technical data.
e Installation Manual OTS3 / LHD3: Describes the basics of installation of the controller.

58(68) © LIOS Technology GmbH 2014 OTS3 /LHD3 IMEn 1.11
FOLHD - 64



Installation Manual | -

e Operation Manual LHD3: Describes basic principles of application of LHD3 controllers in lin-
ear heat detection.
e QOperation Manual OTS3: Describes basic principles of application of OTS3 controllers in dis-
tributed temperature sensing.
e Communication Protocols Manuals: Describes the communication protocols.
o Partl: LON
o Partll: DNP3
o Partlll: IEC 60870-5-104
o PartIV: MODBUS
o PartV: XML
e Declaration of Conformity: Officially declares compliance with the applicable Directives of
the European Commission and the respective European safety standards.

6.2 Contact Information

6.2.1 Online Availability
Updated technical documentation on OTS3 / LHD3 controllers, certificates and software are available
for registered customers at the following Internet address:

https://www.lios-support.com

Please ask the Technical Support (see section 6.2.4) for registration details.

6.2.2 Representatives and Offices
If you have any further questions relating to products described in this manual, please contact your
local representative at the office nearest you.

You can locate your contact partner at this Internet address: http://www.lios-tech.com

6.2.3 Training
LIOS Technology offers a variety of training courses to familiarize you with OTS3 / LHD3 controller
systems. Please contact your local representative or the Technical Support (see section 6.2.4).

6.2.4 Technical Support
You can reach the Technical Support for all LIOS Technology products using

e mail support@lios-tech.com

Phone +49-221-99887-555 or

FAX +49-221-99887-150.

6.2.5 Contact Information

Company LIOS Technology GmbH
Department Sales
Street Schanzenstrasse 39

Building D9-D13
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City 51063 Cologne

Country Germany

Phone +49 221 99887 0

FAX +49 221 99887 150

e-mail info@lios-tech.com

Internet URL http://www.lios-tech.com
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Abbrevations

AC Alternating current

ADC Analogue digital converter

APC Angled physical contact

CD Compact disk

CF Compact Flash

CFR Code of Federal Regulations

CTS Clear to send

DC Direct current

DCD Data carrier detect

DHCP Dynamic host configuration protocol
DNS Domain name system

DSR Data set ready

DTR Data terminal ready

DTS Distributed temperature sensing

EC European Commission

EMC Electromagnetic compatibility

EN European standard

ESD Electrostatic discharge

EX Explosion (protection)

FIMT Fibres in metal tube

FRNC Flame retardant non-corrosive

Gl Graded index

HU Height units

IEC International Electronic Commission
IP International protection rating / Internet protocol
LAN Local area network

Laser Light amplification by stimulated emission of radiation
LED Light emitting diode

LHD Linear heat detection

MEMS Micro-electromechanical system
MM Multimode

N.A. Numerical aperture

NTP Network time protocol

oTsS Optical temperature sensing

PA Polyamide

PC Personal computer

PDF Portable data format

RAM Random access memory

RI Ring indicator

RoHS Restriction of hazardous substances
RTS Request to send

RTTR Real-time thermal rating

RxD Receive data

SAGD Steam assisted gravity drainage
SCADA Supervisory control and data acquisition
SM Single-mode

TCP Transmission control protocol

TxD Transmit data

uL Underwriters Laboratory

usB Universal serial bus

UPS Uninterruptible power supply
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uv Ultraviolet

VGA Video graphics array

WEEE Waste electrical and electronic equipment

Glossary

Acknowledge Acknowledging an alarm confirms that you have noted it. The buzzer is
deactivated by the acknowledgment.

Backscattering curve Set of anti-Stokes or Stokes signal power data in dependence on distance.

Controller General term for LIOS distributed sensing devices.

Cycle time Time for measuring a complete sequence of channels.

Distance range Maximum length of optical fibre to be measured.

EMC Electromagnetic compatibility is the ability of electrical equipment to
function properly in its electromagnetic environment without influencing
this environment.

Measuring time Time required to measure a temperature profile along an optical fibre.

Output, manual reset A manual reset output does not automatically deactivate when the acti-
vating condition is no longer present. Deactivation requires a reset of the
controller. Manual reset outputs may be used for alarm and fault indica-
tion.

Output, self-reset A self-reset output is automatically deactivated when the activating con-
dition is no longer present. Self-reset outputs may be used to control
other devices.

Pigtail A pigtail is a short optical fibre cable with an optical connector on one
end and a length of exposed optical fibre at the other end.

Ping Ping is a computer network utility for testing a connection between com-
puters on an Internet protocol (IP) network.

Reset Resetting the controller confirms that events triggering alarms and fail-

ures have been properly handled. All alarms, failure states and manual
reset outputs are reset.

Return loss In fibre optics, return loss is the loss of signal power due to a reflection,
e.g. caused by a discontinuity of refractive index at a connector, another
optical component or the fibre endface.

Sampling interval Distance between measuring data locations along a fibre.

Spatial resolution Length of a hot spot required for 90% temperature reading response.
When the length of a hot spot is shorter than the spatial resolution, the
temperature reading is lower by a factor of approximately the ratio of hot
spot length and spatial resolution.

Temperature accuracy ~ Deviation between average measured temperature and true tempera-

ture.

Temperature profile Set of temperature data in dependence on distance.

Temperature resolution  Standard deviation of local temperature data taken in a measuring se-
quence.

Warm-up time Time between power-on and readiness to take measurements according

to the specification.
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1 Introduction

1.1 General Information

1.1.1 Purpose of the Operation Manual

This Operation Manual provides information based on the requirements for engineering documenta-
tion. The information relates to the LHD3-series controllers, its commissioning and operation. The
instructions given in this Operation Manual presume that all controller hardware is properly installed
and maintained according to the Installation Manual for OTS3- / LHD3-series controllers. The instruc-
tions are intended for:

e Commissioning engineers
e QOperators

General knowledge of software, optical sensing, and fire detection is needed to understand the
commissioning and operating instructions. It is also assumed that those using the Operation Manual
have experience in using personal computers running Windows operating systems.

1.1.2 Qualified Personnel

The controller can only be used in conjunction with this documentation. Commissioning and opera-
tion of the controller can only be performed by qualified personnel. Within the context of this docu-
mentation qualified persons are persons, who are authorized to commission and operate devices,
systems and circuits in accordance with established safety practices and standards.

1.2 Legal Notices

We have reviewed the contents of this publication to ensure consistency with the hardware and
software described herein. Since variance cannot be precluded entirely, we cannot guarantee full
consistency. However, the information in this publication is reviewed regularly and any necessary
corrections are included in subsequent editions. The original language version of this publication is
German.

It is our policy to constantly improve the design and specifications. Accordingly, the details repre-
sented in this manual cannot be regarded as final and binding.

The contents of this manual, in particular all texts, pictures, graphics, and logos are subject to the
copyright of LIOS Technology GmbH. Any printing, copying, publishing, presentation, translation or
modification of the manual or parts of its contents requires a written permission from LIOS Technol-
ogy GmbH.

1.3 Applications

The LHD3-series controllers are approved as line type heat detector for fire detection. Their approv-
als base on UL/ULC and EN standards. Accordingly the LHD3-series controllers were only evaluated
for maximum temperature and rate of rise alarm.

1.3.1 Fire Detection in Tunnels

LHD3-series controllers are approved linear heat detectors for fire detection in tunnels and buildings.
They are also approved for fire detection at equipment operated at elevated temperatures. Typical
measuring times last a few seconds only. A fire alarm is actuated within one to a few minutes de-
pending on temperature rates of rise and in compliance with the respective national standards.
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Maximum temperature and local differential criteria also serve as triggers for fire alarm actuation.

Besides alarm actuation, the controller also evaluates and indicates the location, size and propaga-
tion direction of a fire. Details are given in the national fire detection approvals of the controller.

Typically, a temperature reading is taken every 3 m for long objects such as road, cable and railway
tunnels.

1.3.2 Fire Detection in Parking Decks
For fire detection in parking decks, temperature readings are typically taken every 1 m.

1.3.3 Fire Detection in Buildings

For fire detection in buildings and other smaller objects, temperature readings are typically taken
every 0.5 m. Optional smaller temperature sampling intervals can be used in special applications
requiring the detection of small-sized fires, e.g. at individual seats in a concert hall.

1.3.4 Fire Detection in Cable Trays

Distributed temperature monitoring along a power cable using an LHD3-series controller enables
safe cable operation at any location even at high loads. The optical fibre sensor cable can be inte-
grated into the shielding of the power cable or attached externally. It is immune to electromagnetic
interference.

1.3.5 Fire Detection in Industrial Equipment

Temperature monitoring is essential in a number of industrial processes. Typical application tem-
peratures are quite high, and high spatial as well as temporal resolutions are required. LHD3-series
controllers provide excellent spatial resolution for such applications and shortest measurement
times. Our sensor cables for industrial applications are robust and suited for high temperatures (see
Installation Manual).

Further examples of LHD3-series controller’s applications in industry are chemical plants, baking of
composite materials, gas turbines, power plants and different steps of metal processing. Immunity
against electromagnetic interference and excellent chemical stability of the optical fibre sensor cable
are clear advantages of optical sensing compared to electrical measurements in a number of applica-
tions.

1.3.6 Fire Detection at Pipelines and Tanks
At pipelines and tanks, controllers of the LHD3-sieries may be used for a precise and fast fire detec-
tion.
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2 System Introduction

2.1 Function

The controller takes spatially resolved temperature profiles along optical fibre sensor cables. The
controller software evaluates temperature profiles as well as their temporal and local variations ac-
cording to maximum or minimum temperature, temperature slope and local differential criteria in
order to trigger fire alarms, pre-alarms or control systems.

The controller is intended for stand-alone operation without a permanent link to a computer. Com-
puters can be temporarily or permanently connected for commissioning, control and data download.
Alarm control systems can be “hard-wired” connected to the in- and output relays of the controller.
Further third party systems (e.g. SCADA systems) can also be connected to the serial and Ethernet
interfaces using the standard (LON, XML) and optional protocols.

2.2 Locations and Zones

The controller analyses temperatures at hundreds to thousands of locations along the optical fibre
sensor cable. The spacing between these locations can be 0.5, 1 or 3 m according to the controller
settings. In most fire detection applications, the supervised area is split into a number of sections
such as rooms, sprinkler zones or other fire detection zones. The controller software can group the
locations along an optical fibre sensor cable in a similar way into up to 1000 zones (Figure 1) with
different distance ranges defined by the user (see section 4.5.3). The user can select sets of triggering
parameters for each of the zones. Temperatures at all locations within a zone are then evaluated
according to the triggering parameter sets of the zone.

60

Alarm
50

40 -

Temperature / °C

T T T T T T T T T 1
0 100 200 300 400 500
Position / m

Figure 1: Fibre length of 500 m divided into 5 zones. An alarm is triggered in zone 3 by elevated temperatures around
250 m.

In case of a fire or another event matching the triggering parameters, the respective zone triggers an
event such as an alarm, pre-alarm or control. Besides optical channel and zone numbers, the follow-
ing additional information on the alarm triggering event can be transmitted by the controller:

e Triggering location
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e Triggering parameter
e Size of fire
e Propagation direction of fire

2.3 Triggering Parameters
The controller can save up to 32 different sets of triggering parameters in the system memory. Each
set is assigned to one of the following two groups:

e Alarm parameter set used for triggering alarms, pre-alarms or test alarms
e Control parameter set used for controlling other equipment, e.g. ice warning indicators, air
ventilation, ...

Alarm parameter sets can include the following parameters:

e Maximum temperature within the zone

e  Minimum temperature within the zone

e Hot spot temperature difference (temperature difference between the highest and the aver-
age temperature within the zone)

e Cold Spot temperature difference (temperature difference between the lowest and the aver-
age temperature within the zone)

e Up to three different rates-of-rise (temperature gradients) within the zone

e Alarm Delay

The LHD3-series controllers were only evaluated according to UL/ULC and VdS standards for maxi-
mum temperature and rate of rise alarms.

Alarm triggering at a maximum temperature Ty., (Figure 2) is a standard feature of fire detection
systems. It reliably triggers an alarm or pre-alarm in case of slow heating over hours, such as it is the
case for smouldering fires. The minimum temperature parameter can be used as an additional fea-
ture for alarm actuation in applications requiring e.g. leak detection or ice warning.

The hot-spot temperature difference (Figure 3) is especially useful for early detection of localized
heating and in situations where the sensor cable is only slightly heated. The alarm is triggered when
the temperature difference between the highest temperature in a zone and the zone average tem-
perature exceeds the set value for hot spot AT. For instance, overheating of a bearing of a conveyor
belt is restricted to a small location and the sensor cable can be installed in a certain distance from
the bearing. Then, the cable experiences just a small, localized heating. The maximum temperature
parameter can not be suited for alarm actuation since the cable heating is within the range of normal
environmental temperature variations.

The cold spot parameter can be used for alarm triggering in leak detection.

The rate-of-rise parameters (Figure 4) are especially useful for the early detection of fast starting
fires. The alarm is triggered when the temperature difference AT in a time interval At exceeds the set
value. The rate-of-rise parameters can trigger an alarm before the maximum permitted temperature
is reached. The fast alarm triggering in case of temperature rise is also required in most national
standards on fire detection.
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The alarm delay parameter determines how many subsequent alarm triggering events are required
to trigger an alarm. If no alarm delay is set, every event immediately triggers an alarm. If the alarm
delay is set to 1, an alarm in a zone is only triggered if in both of two subsequent measurements at
least one alarm triggering event is detected within the zone.

T, (alarm) /
' //IT
£ Al
- - arm
S T, (Pre-alarm)
5 40+
o Pre-alarm
g
€
[0)
|_
20
T T T T T T T
0 30 60 90
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Figure 2: Pre-alarm and alarm triggering at maximum temperatures
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Figure 3: Alarm triggering at a hot spot temperature difference
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Figure 4: Alarm triggering at a rate-of-rise

A control parameter set includes the parameters:

e Activation temperature

o Deactivation temperature

[]

A two-step control can be realized using the two switch temperature parameters (Figure 5). An ice
warning indicator can be controlled using an activation temperature lower than the deactivation
temperature. The indicator is then activated when at least one location within the zone has a lower
temperature than the activation temperature. The indicator is deactivated when all locations within
the zone have higher temperatures than the deactivation temperature. Air ventilation can be con-
trolled in a similar way, but normally with a higher activation temperature than the deactivation

temperature (Figure 5).

70

60

50

activation

40

\ Tdeactivation

30

Temperature / °C
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Time /s

500

Figure 5: Two-step control of an output using an activation temperature of 50°C and a deactivation temperature of 40°C
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2.4 Fire Characteristics
The controller evaluates size class and propagation direction of a fire. The fire magnitude is defined

by the distance range of adjacent alarm triggering locations. Each fire is classified into one of up to
five size classes (Table 1). The maximum size of each class can be configured (see section 4.5.4).

Table 1: Fire magnitude classes

Fire magnitude class Maximum size (default values)
3m

10m

30m

100 m

300 m

U b WN BEP

The controller analyses the propagation direction of a fire by evaluating the movement of the centre
point of the fire. Fire propagation directions are given in Table 2.

Table 2: Fire propagation directions

Fire propagation direction Characteristics

Static No significant movement

Towards fibre end Centre point moves towards fibre end
Towards controller Centre point moves towards controller

The evaluation of fire characteristics was not evaluated by UL/ULC and VdS.

2.5 Acknowledgement and Reset
The deactivation of alarms, pre-alarms and system faults requires an ACKNOWLEDGEMENT and/or a
RESET.

ACKNOWLEDGEMENT and RESET can be triggered by:

e Key switch actuation
e |nput activation
e Commands from Charon3 or third party software

The RESET is also triggered by:

e Starting a continuous measurement
e Switching the controller off and on
e Activating / deactivating the test mode

An ACKNOWLEDGEMENT deactivates the buzzer. A RESET deactivates the buzzer, alarm and fault
LEDs as well as the non-self-resetting and the collective outputs. The RESET also deactivates the self-
resetting outputs and the pre-alarm if these options are activated (section 4.3.1). Furthermore, the
configured system address points are transmitted after both, ACKNOWLEDGEMENT and RESET.

12(120) © LIOS Technology GmbH 2014 LHD3OM En1.11
FOLHD - 87



™
Operation Manual =l

In the test mode (section 6.2), a FULL RESET command is available in order to reset all events, inputs
and outputs. The FULL RESET acts like a RESET plus a deactivation of inputs and self-reset outputs.

2.6 Alarm

An alarm is an event triggered when temperatures or temperature trends within a zone exceed the
limits of the alarm parameter set of that zone. The alarm is indicated by the red ALARM LED, the
buzzer, the collective alarm output and optionally programmable outputs according to the zone con-
figurations. An alarm message and an address point according to the zone configuration are trans-
mitted using the communication protocol(s). The buzzer is deactivated by an ACKNOWLEDGEMENT,
and the alarm is deactivated by a RESET. A blinking ALARM LED indicates an alarm being no more
active, but not yet reset.

2.7 Pre-Alarm

A pre-alarm is an event comparable to an alarm, but triggered using the pre-alarm parameter set of a
zone and indicated by the PRE-ALARM LED instead of the ALARM LED. The collective alarm output is
not activated by a pre-alarm. According to the controller settings (see section 4.3.1), a pre-alarm can
be deactivated automatically if the triggering condition is no longer fulfilled, or a reset can be re-
quired for deactivation. A pre-alarm is not to be used for evacuation purposes.

2.8 System Fault
A system fault is an event triggered by one of the following conditions:

e Controller fault

e Fibre break

e Power off

e No active measurement

e Environmental conditions (supply voltage, operating temperature, moisture) out-of-range
o User fault

A system fault is indicated by the yellow SYSTEM FAULT LED and the collective fault output. A fibre
break is also indicated by the FIBRE FAULT (FibroLaser: FAULT) LED and optionally programmable
outputs according to the zone configurations.

A fault message and an address point according to the controller and zone configurations are trans-
mitted using the communication protocol(s). The system fault is deactivated by a RESET.

2.9 Fibre Break

The controller takes measurement data along an optical fibre sensor cable(s). Although the optical
fibre is well protected by the sensor cable, it may break if the sensor cable is cut, tightly bent,
crushed, impacted or subjected to high tensile forces. The controller continuously monitors the fibre
length, and it detects a fibre break in case of any clear reduction of the length. The fibre break trig-
gers a system fault event (section 2.8). The controller can be configured to continue or to stop meas-
urements in case of a fibre break. The controller can detect heat using the broken fibre, but only to a
position 10 sampling intervals (i.e. 30 m for 3 m sampling interval) ahead of the fibre break. The sen-
sor cable must be repaired in order to monitor the full length again (see Installation Manual).
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2.10 Test Mode
The controller can be operated in a test mode for commissioning and maintenance purposes. The
test mode is activated using a correspondingly configured input or a command from Charon3 (see
section 6.2.2) or a third party software. Transmission of alarms and other signals to fire control pan-
els and other third party systems can be deactivated in test mode (see section 6.2.1). A special alarm
parameter set can be used in test mode instead of normal alarm parameter sets.

2.11 Inputs

Digital inputs of the controller can be used to trigger alarms, controls, acknowledgement or reset.
The active level of any input (high or low), its mode (alarm, control, acknowledge, deactivate buzzer,
buzzer/LED test, test mode or reset) and optionally related outputs can be assigned individually (see
section 4.3.1). An input operated in the alarm mode can be used to integrate point type fire detec-
tors into the alarm triggering scheme of the controller.

2.12 Outputs
The controller provides two predefined outputs for collective alarm and system fault as well as 10
(optionally more) programmable outputs (see Installation Manual).

The collective alarm output is normally open, whereas the system fault output is normally closed (see
Installation Manual).

The collective alarm output is activated (closed) by any alarm within one of the zones at any meas-
ured fibre. The system fault output is activated (opened) by any event given in section 2.8.

In case of a power down, all outputs are open. This indicates a system fault, but no collective alarm.
Programmable outputs can be assigned to

e Alarms
e Pre-alarms

e Controls
e |nputs
e Faults

e Warnings

The active state of any programmable output (normally open or normally closed) and its function can
be assigned individually (see section 4.3.1).

The switching characteristics of outputs can be MANUAL RESET or SELF-RESET. A manual reset output
requires a reset for deactivation, whereas a self-reset output deactivates automatically if the trigger-
ing condition is no longer fulfilled. Alarm and fault outputs are manual reset, and control outputs are
self-reset. The characteristics of pre-alarm outputs depend on the controller settings (section 4.3.1).
The characteristics of outputs assigned to inputs are determined by the input mode (section 4.3.1).
Charon3 ensures that all events assigned to an output have the same switching characteristics.

If several triggering conditions are used for a self-reset output, the output is activated if at least one
of the conditions is fulfilled (activated), and it is deactivated if all conditions are not fulfilled (deacti-
vated).
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2.13 Address Points
An ADDRESS POINT is the identification number of an event. Address points are used for notifying

events to Charon3 and to third party systems using telegrams of communication protocols. Address
points can be assigned to the following events:

e Alarms
e Pre-alarms

e Controls
e Inputs
e Faults

e Warnings
e General (reset, acknowledgement, test mode)

There are two groups of address points: fibre address points assigned to zone events and other fibre
events and system address points assigned to events not related to fibres or zones.

Fibre address points are assigned to alarms, pre-alarms, controls, fibre breaks and other fibre events
(fire magnitude and direction) according to a fixed scheme (see section 11.2).

System address points have a default assighment to events (see section 11.2). The assignment of
system address points can be modified by the user if required (see section 4.3.1).
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3 Software Installation

3.1 General Procedure

The Charon3 software needs to be installed on a suitable computer (see section 10.1) using the
Charon3 software CD. Install the software only after reading and accepting the license (see section:
10.2). Please use the following general procedure for installation:

e Login using an user account with administrative privileges.

e Do not run any other application. Quit all programs run by AUTOSTART.

e Insert the Charon3 CD.

e The SETUP program runs automatically if the AutoRun feature is activated on your computer.
If the SETUP program does not automatically run, execute the SETUP.EXE application in the
Charon3 folder on the CD.

e Follow the instructions displayed by the SETUP wizard (see section 3.2).

o C(Click the Charon3 entry in the start menu to run Charon3. Charon3 generates a database dur-
ing first execution. This process can take a few minutes.

3.2 Setup
The window shown in Figure 6 indicates that the SETUP has been started.

InstallShield Wizard

Preparing to Install...

haron Setup is preparing the InstallShield wWizard, which
will guide you through the program setup process, Flease
it

Extracting: SetupCharon.msi

Cancel

Figure 6: Preparing to install message

After a few seconds, the welcome window of the InstallShield Wizard (Figure 7) opens. Each window
of the InstallShield Wizard offers options to continue installation (Next), to go back to the previous
step (Back) or to cancel the installation (Cancel). The InstallShield Wizard automatically continues the
installation unless you press the CANCEL button. Then, the license agreement window (Figure 8)
opens'. You must read and accept the agreement to continue installation.

! The full text of the license agreement is also shown in chapter 10.2 of this manual.
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&5 Charon - InstallShield Wizard

welcome to the InstallShield Wizard for
Charon

Charon Setup is preparing the InstallShield Wizard which will
- guide you through the program setup process, Please wait.

Figure 7: Welcome window of the InstallShield Wizard

&5 Charon - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

TEREM3 AND CONDITIONS OF LICENSE FOR LIOS TECHNOLOGY GMEH 4
SOFTWARE PRODUCTS -

1. subject of the Contract

1.1 LIo% Technology GmbH (hereinafter referred to as
"LIOS™), grants its customer (hereinafter referred to as
the "User") a non-exclusive and non-transferable right
to use any software

delivered to the User by LIOS (hereinafter referred to 4

(%) accept the terms in the license agreement:

(1 do not accept the terms in the license agreement

< Back ” Mexk = ] [ Cancel

Figure 8: License agreement window

The next window of the wizard (Figure 9) offers the option to change the folder of the Charon3 in-
stallation. Select NEXT for an installation in the standard path c:\Program Files\LIOS\. You can select
CHANGE if you want to install Charon3 in a different folder.

i Charon - InstallShield Wizard
Destination Folder

Click Mext to install to this folder, or dick Change to install to a different f

Install Charon to:

CH\ProgrammeiL 105

< Back || Hexb= [ Cancel

Figure 9: Selection of destination folder

The next window of the wizard (Figure 10) offers the option to change the folder of the database
installation. Select NEXT for an installation in the standard path c:\OTSData. You can select CHANGE
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if you want to install the database in a different folder. Select a drive with sufficient free space and
read/write access.

1% Charon - InstallShield Wizard

Database Folder
Click Mext ka install ko this faolder, ar click Change ta install to a different Fal
Install Charon database ko:
ciorsoat)
<Back || HMewt= | [ Cancsl

Figure 10: Selection of the database folder

Charon3 is now ready for installation. Press the INSTALL button in the Ready-to-Install window
(Figure 11) to start the installation on your computer. The installation can take several minutes de-
pending on the performance of your computer.

If another installation (e.g. a Windows update) is running at the same time, the error message shown
in Figure 12 is displayed. Wait until the other installation is finished and press RETRY or press CANCEL
to cancel the Charon3 installation. Confirm the cancellation by pressing YES in the confirmation win-
dow (Figure 13). Repeat the Charon3 installation after completion or cancellation of the other instal-
lation.

& Charon - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin installation,

Click Install ko begin the installation.

If you want ka review or change any of your installation settings, click Back. Click Cancel ka
exit the wizard,

< Back H Instal 1 [ Cancel

Figure 11: Ready-to-Install window
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i Charon Installer Information E]

Errot 1500, Anather installation is in progress. ¥ou must
. complete that installation before continuing this one.

—l

Cancel

Figure 12: Error - another installation is in progress

i Charon Installer Information x

L] Are ywou sure you want bo cancel?
.}

Figure 13: Confirmation of cancelling the installation

On Windows operating systems with UAC (User Account Control) the installation of Charon03 starts
by opening the window shown in Figure 14. The first UAC message shown in Figure 15 is to be con-
firmed with YES, before Windows configures the installation of Charon03 (Figure 16). The icon of an
UAC request appears as shown in the middle of Figure 17. Click on the blinking icon and confirm the
next UAC message with YES (Figure 18).

Charon3

| Preparing to install...

Figure 14: Prepare to install
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@ User Account Control @

Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  C\Users\lies\AppDatat\Local\Te. \SetupCharon3.msi

Publisher: Unknown
File origin: Hard drive on this computer
(v) Show details Yes [ N0 |

Change when these notifications appear

Figure 15: User Account Control (UAC) on Windows operating systems with UAC

Charon3

i_:?P

Please wait while Windows configures Charon3
2]

Figure 16: Windows 7 configuration of Charon03

W] T
29

Figure 17: UAC request on Windows operating systems with UAC

@J User Account Control @

Do you want to allow the following program to make

/' changes to this computer?

Program name:  Windows Command Processor
Verified publisher: Microsoft Windows

(¥) Show details vee |[ o |

Change when these notifications appear

Figure 18: UAC Message on Windows operating system with UAC

The progress of the installation is indicated by a progress bar (Figure 19).
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&5 Charon - InstallShield Wizard

Installing Charon

The program features you selected are being installed.

Please wait while the Installshield Wizard installs Charon. This may take
several minutes.

Skatus:

Copying new files

( ]

InstallShield

Figure 19: Progress bar during Charon3 installation

If the controller is not connected using USB, the ATTACH DEVICE hint (Figure 20) may appear. Press
OK to continue.

Attach Your, Device

Flease attach vour device to this computer any time after the installation has finished.

Figure 20: Attach device hint

When the installation is completed, finish the installation by pressing the FINISH button (Figure 21).
The Start Menu of Windows then comprises a Charon3 folder including links to Charon3 and the Li-

cense (Figure 22).

5 Charon - InstallShield Wizard

Installshield Wizard Completed

| The InstallShield Wizard has successfully installed Charon. Click
Firish to exit the wizard,

Figure 21: Finish installation window

Alle Programme B Ch: ] g Charon3

|W| HOMESIIen

Figure 22: Charon3 entry in the START menu of Windows
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3.3 Starting Charon3 and Setting of User Levels

|
(S

Start Charon3 by clicking the Charon3 entry in the Windows START menu (Figure 22). If Charon3 is
started the first time when the PC is operating with Win7 the Windows Firewall has to be configured

as shown in Figure 23.

g Windows Security Alert

and private networks,

n Marne: 0TS Configuration and Wisualisation
Publisher: LIio& Technology GmbH
Path: Cihprogran filesifiostcharon3bintcharons. exe

Allowy OTS Configuration and Visualisation ko communicate on these networks:

[Z]Private netwarks, such as my hame or work nebworki

Fuhblic networks, such as thase in airports and coffee shops (nok recommended
because these netwarks often have little ar no security)

What are the risks of allowing & program through & Firewal?

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of OT3 Configuration and visualisation on all public

[ @ﬂllnwaccess ] [ Zancel

Figure 23: Initialization of the Windows Firewall

Initially the Charon3 window opens in the user level 1 mode (Figure 24).

L

L=V}

B

Skart
Measurement
Controller

Device Service Edit g Windows

Figure 24: Charon3 window in the user level 1

Charon3 -[2.0.0.0]

Charon3 offers four user levels with different rights of the users (Table 3). When Charon3 is running,

a different user level can be activated at any time by pressing Alt-Shift and the function keys given in

Table 3. User name and password are required for the activation of levels 2 to 4. User names and

passwords are provided to each customer in a separate document. The document is located in the
subfolder LICENSES-PASSWORDS of the documentation binder shipped with the controller.

All further descriptions are based on user level 3 unless otherwise noted. Please consider the limita-

tions of rights given in Table 3 when using other user levels.
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Table 3: User levels

User Level Activation Rights

1 Alt-Shift-F1 Start measurement, data visualization
2 Alt-Shift-F2, User name, Password Stop measurements

3 Alt-Shift-F3, User name, Password Change controller settings

4 Alt-Shift-F4, User name, Password Edit application settings

When user level 3 is activated, you can choose the SERVICE MODE (see section 7.3.2.1) in order to
automatically start Charon3 in user level 3 without entering the password again.

Please change the display language from ENGLISH to your preferred language if you wish a display in
another language (see section 0). The following instructions are based on English as display language.

The Charon3 window shows the DEVICE, SERVICE, EDIT, VIEW and WINDOWS tabs comprising a
number of buttons for operating the controller and for visualization of temperature profiles as well
as the TREE VIEW ().

The TREE VIEW shows a list of controllers previously connected to the PC. Controllers in the TREE
VIEW are arranged by project. The controller entry comprises the controller name, the IP address if
connected via Ethernet, the status and a description set by the user. The serial number is used as the
default controller name. The STATUS column indicates if the laser is warming up, measuring or oper-
ating in the test mode. The time left for finalising the current measurement is indicated in a progress

bar.
ol R ] ) 5 LIOS Technology - Charon3 - [3.0.67.0] - =2 X
— Device Service Edit igw Windows @
T ﬁ* o 2 u tcknowledgement C
) S E
Quick. Alarm Communication  Measurement Loop Skart Stop o) Reset Measurement  Calibration Zone Fibre Length Single Channel
Start  Parameter Seguence Configuration Measurement  Measurement Parameters Corfiguration  Ewvents  Scaling Measurement

General Cornitrallsr Fibire

=] Tree View - o X
Device Status Messages Description

= [y LIOS-Project

= 8 3250-[10.16.19.188]
()| ch.0o1: Fibre 01 Pl 1s left

B tew Praject Ins

v Big Icons

Figure 25: Charon3 window in user level 3

The nodes of the projects and controllers are visualized with a “+” and “-“ sign. In the tree view they
can be opened or retracted using the keyboard keys “+” and “-“, or by a mouse click. When a project
node is opened the respective controllers are shown. When a controller node is opened the con-
nected fibers are shown.
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A right mouse click on a controller opens a pull down menu (Figure 26) offering a number of com-

mands for operating the controller and for modifying its name, description and appearance in the

TREE VIEW. Details on the commands are given in the sections describing the Charon3 tabs.

Figure 26: Tree view with pull down menu of a controller

Tree View

Device

| Status Messages Description

= ¢33 Kaiuakona

mm‘ -} . "
&5 Communication

) ch.0i:

=1 a9 [-]
+- B M Test[

|
4 9F 3039{10.1 Stop Measurement

0 Acknowledgement
) Reset

Setvice
E Ping

nl Rename...
=| Set Description
Il Delete

v Active

4

Fin

B Reset Controller Configuration bo Fackory Defaults

Big Icons

The basic version of Charon3 can be installed on any suitable computer (see section 10.1). Without

any additional license, it is only intended for commissioning and servicing of controllers. It automati-

cally disconnects from all controllers after running for 4 hours. You can reconnect to the controllers

after closing and restarting Charon3.

A visualization license for each controller is required for a permanent connection to Charon3.

3.4 Software

Update

During installation, Charon3 automatically detects if there is another version of Charon3 already in-

stalled on the computer. If the installed version is lower than the one on your CD, you are asked to

confirm the installation of the update or to remove Charon3 (Figure 27). Press NEXT to confirm your

selection.
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i Charon - InstallShield Wizard

Program Maintenance

Update or remove the program,

Update Charon on your computer

O Remove

@ Remave Charan from your computer,

< Back ” Mext = 1 [ Cancel

Figure 27: Confirmation of update

A downgrade to lower versions of Charon3 is not possible (Figure 28) because lower versions cannot
read the database structure of higher versions. The only way to return to lower versions of Charon3
is a complete de-installation and re-installation of the lower version.

All configuration and measurement data stored in the database will be lost by the down-
grade. Make sure that you want to downgrade regardless the loss of data.

Charon - InstallShield Wizard

) E A later version of '‘Charon' is already installed on this machine. The setup cannot continue,
L]

Figure 28: Information that a downgrade is not possible

3.5 USB Driver Installation
The USB driver is automatically installed during the installation of Charon3.

If you connect a controller to a PC without Charon3 which was never before connected to a control-
ler, Windows automatically detects the controller indicated by the messages shown in Figure 29.
Then, the Found New Hardware Wizard starts with the welcome message shown in Figure 30. Select
NO, NOT THIS TIME and click NEXT to continue. Select INSTALL FROM A LIST OR SPECIFIC LOCATION
in the next window of the wizard (Figure 31).

j‘,} Found Mew Hardware | * er Found Mew Hardware |*
IJSE Composite Device aTs

Figure 29: Window messages after connection to a controller using USB
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Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windaws will search for current and updated software by

looking on your computer, on the hardware installation CO, or on
the Windows Update Web site [with your permission].

Read our privacy policy

Canwindows connect to Windows Update ta search for
software?

() Yes, this time only
() Ves, now and gvery time | connect a device

Click Mext to continug.

Figure 30: Welcome message of the Found New Hardware Wizard

Found Newr Hardware Wizard

Thig wizard helpz you install software for:

oTs

If your hardware came with an installation CD
or floppy disk, insert it now.

What do you want the wizard to do?

®1nstall the software automatically [Fecommendadg
() Install from a list or specific looation [Advanced]

Click Mext to continue.

< Back ” Mext » ][ Cancel

Figure 31: Selection of installation mode

Found Hew Hardware Wizard

Please choose your search and installation options.

() Seaich for the best driver in these locations.

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best diver found will be installed

[ Search remavable media (floppy, CO-ROM...)

Include this location in the search:

C:\Program Files\LIOSYCharon3 | [ Browse

(O Don't search. | will choose the driver to install

Chooge this option ta select the device diver from a list. Windows does not guarantes that
the driver pou choose will be the best match for your hardware.

< Back ” Mext > ][ Cancel

Figure 32: Selection of driver location

26(120) © LIOS Technology GmbH 2014

[]

LHD3OM En1.11
FOLHD - 101



™
Operation Manual =l

Select INCLUDE THIS LOCATION IN THE SEARCH in the next window of the wizard (Figure 32). Enter
the path of the Charon3 installation on your computer and click NEXT. The further messages shown
in Figure 33, Figure 34 and Figure 35 indicate successful completion of USB driver installation. Press
FINISH to close the wizard.

Found New Hardware Wizand
Please wait while the wizard installs the software. ..

@ aTs

o =

Setting a system restore paint and backing up old files in
casze your spstem needs to be restored in the future,

Figure 33: Hardware installation wizard.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finished installing the software for:

oTs
=

Click Finish to close the wizard.

Figure 34: Finish hardware installation wizard.

i) Found New Hardware

four new hardware is installed and ready to use,

Figure 35: Hardware installed
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4 Commissioning the Controller

4.1 Quick Start

QUICK START is a software feature for creating controller entries in the TREE VIEW of Charon3, for
easy checking of proper controller hardware installation and for loading basic settings on the control-
ler.

Install the controller and the sensor cable(s) as described in the Installation Manual. Turn on the con-
troller.

Connect the controller and the computer with the Charon3 software installed directly using USB or
cross-over Ethernet cables or connect both to a common local area network (LAN) using Ethernet
patch cables.

Start Charon3, activate user level 3 (see section 3.3) and press the QUICK START button in the DEVICE
tab of Charon3 (Figure 36) to start QUICK START.

The START window with the LIOS Technology logo in the centre (Figure 37) appears if no connected
controller is detected. Please verify that the controller is switched on (POWER and SYSTEM READY
LEDs on) and that the connection is established. The communication LED of the respective controller
interface must indicate some data traffic after establishing a connection. If necessary, deactivate the
Firewall or open the network ports required for the LIOS discover and communication protocols
(Table 25). Use another interface if necessary.

The message SEARCHING FOR DEVICES will be automatically replaced by the CONTROLLER TABLE
(Figure 38) if any controller(s) are detected. The detection of a new connection to the controller can
take a few seconds.

When a controller has been newly connected via USB to a PC with running Charon3, QuickStart starts
automatically.

ol LB w0 g )= LIOS Technology - Charon3 - [3.0.60.0] - B8 X
— Device Service Edit Yigw Windows @
ﬁ &* o [ é j{ P 0 Ackrowlzdgement (\) 1°C | S = 457 [

Quick Alarm Zommunication  Measurement Loop Skark Stop {3 Reset Measurement  Calibration Zone Fibre  Length Single Channel
Start  Parameter - Sequence Configuration Measurement  Measurement Parameters Configuration  Events  Scaling Measurement

General Controller Fibre

Figure 36: DEVICE tab with QUCK START button on the left
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= Searching for devices

Cancel

Figure 37: START window with message SEARCHING FOR DEVICES (being displayed if no controller is connected)
QUICK START

Project Mame Model Ei Connection
DiA Testing

LHD3-14... LHD3-14-62 3028 10.16.13.38
OTI Testing

LHD3-14... OT53-100-62-1CH 3021 10.16.13.69
PCM

QT53-20... 0OT53-20-50 3030 10.16.13.74
Siernens Test

LHD3-14...  LHD3-14-4CH 3032 10.16.13.51
Simulator {st...

Q75317 LHD3-100-62 3178 10.16.0.12

[empty proi...
[OT500-... 4711 10.16,13.54

Figure 38: START window with CONTROLLER TABLE being displayed if controller(s) are connected

The CONTROLLER TABLE shows all connected controllers arranged by project. The following columns
are displayed:

Table 4: Columns of the CONTROLLER TABLE and their content

Column Content

Project Name of the project the controller is used for. The default value is [-].

Name Name of the controller. The default value is the serial number.

Model Controller model as given on the nameplate.

S/N Serial number of the controller.

Connection Type of interface or IP address. Values are USB for USB interface or IP address

if an Ethernet link is used. If the Ethernet interface is not yet configured the IP
address 0.0.0.0 is displayed. In that case the setting of the connected Ethernet
interfaces follows in the next Quickstart configuration dialogue, which appears
automatically.
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PROJECT and NAME of the controller can be changed after finishing the QUICKSTART in the TREE
VIEW by right clicking with the mouse on the name, selecting RENAME in the pulldown menu and by
entering the new value in the field.

A controller can be selected for checking the sensor cables by selecting the controller line in the table
with the mouse. The check is started by pressing the NEXT button on the bottom of the window or by
a double click on the controller entry.

If a controller is linked to a different Ethernet network than the computer with Charon3, the NET-
WORK SETTINGS — TCP/IP PROPERTIES window (Figure 39) opens. Otherwise, the CONTROLLER win-
dow (Figure 42) opens.

The network settings can be adjusted using the NETWORK SETTINGS menus. Alternatively, the con-
troller can be connected using USB.

Wrong network settings may lead to a loss of the connection to the controller and to other
network failures. Please ask the local network administrator for support and the required in-
formation about the network settings.

Check the network settings of your computer before changing any network settings of the controller.

Press “WindowsKey-R” to open the execute prompt of windows. Enter “cmd.exe” to open the com-
mand line window of Windows. Enter the command “ipconfig /all” followed by the ENTER key. Make
a note of IP addresses and subnet masks of the Ethernet adapter used for the connection, of the IP
addresses of DNS server(s) and the DNS suffix.

Select the PRIMARY ETHERNET tab to configure a link over the Ethernet 1 socket or SECONDARY
ETHERNET tab to configure a link over the Ethernet 2 socket. You can also configure both Ethernet
interfaces if required. Enter the required information as given in Table 5. A warning sign (Figure 39,
left) appears on the TCP/IP PROPERTIES tab as long as no network connection has been established.

K START K START

OT53-400-9-2CH 3022 0T33-400-9-2CH 3022

TCP/IP propeties | DNS/NTP | Firewall TCPIP properties }DNsﬂNTP | Firswall |

Standard gateway  [192 168 1 . 1 Standard gateway 192168, 1 . 1

Primary Ethernet | secondary Ethernet | Primary Ethernst } Secondary Ethernet |

() Get IP-address from a DHCP server " Get IP-address from a DHCP server
Get "Standard gakeweay” from DHCP
Get "DNS configuration” from DHCP
Get "MTP configuration” from DHCP

(® manual IP-address & manual IP-address

TP-address 1z 2. % ® 1P-address e e, 1. 2

Subnet mask. ’7255‘255, 0.0 Subnet mask. 255.255 255 . O

Metrics

Figure 39: TCP/IP properties windows with (left) and without (right) warning sign
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Table 5: TCP/IP properties settings

Parameter Default Custom

Standard gateway Any change to be defined by the local network administrator.

IP address From DHCP The IP address and subnet mask consists of 4 octets (num-
server bers separated by dots). The controller must have the same

subnet mask as your computer. Therefore, all octets where
the corresponding new network mask octet is not zero must
have the same value as your computer Ethernet adapter. At
least one octet needs to be different from your computer
and all other devices in the network. Ask the local network
administrator to define an IP address.

Subnet mask 255.255.255.0 Same value as used Ethernet adapter of your computer.

Metrics Automatic Any change to be defined by the local network administrator.

Select the DNS/NTP tab (Figure 40) after finishing the TCP/IP properties settings. Enter the DNS
server addresses detected at your computer. The DNS suffix of your computer can be entered in the
DOMAIN field if requested by the local network administrator. A NTP server name or IP address de-
fined by the local network administrator must be entered if automatic setting of the controller’s time
is required.

The controller clock is set to Universal Time (UT), a modern continuation of Greenwich Mean Time.
Therefore, the time stamps of the controller can differ from local time. The UT time stamps do not
depend on the controller location or seasonal local times. Depending on the operating temperature,
the real time clock of the controller may show a slight shift over time. Synchronisation of time is es-
sential to maintain the accuracy of time stamps over long periods. Synchronization with a NTP server
is the most accurate method of synchronization. If the controller is not synchronized with a NTP
server, it is synchronized with the clock of the commissioning PC when a new configuration is sent.
UT time stamps are used in data transmitted to third party systems. Depending on the settings (see
section 7.3.2.1), Charon3 displays and exports the data with local time stamps.

Select the FIREWALL tab (Figure 41) after finishing the DNS/NTP settings and enter the information
provided by the local network administrator. A warning sign appears on the FIREWALL tab as long as
no network connection has been established. Leave the NETWORK SETTINGS by pressing the NEXT
button.
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QUICK START

OTS3-400-9-2CH 3022

TCPYIP properties | DNS/NTP | Firewall |

DHS

Primary 192,168 . 1 230

Secondary 192,168 . 1 231

Domain lios-colagne. de

TP

Primary 192.168.1.240

Secondary 192.168.1.241

Figure 40: Network menu - DNS/NTP window

Quick Start

TCPIIP Properties | DNS/NTR | Firewal

Firewall Configuration

Network Network mask,

Remove | [ Clear

Cancel

Figure 41: Network menu — Firewall window
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Channel Length /m  Status Last commissioning
(= 28 LHD3-14-4CH 5{N:3032
10617 ok 05.04.2011 13:29:50
No fibre 05.04.2011 13:30:03
oK 05.04.2011 13:30:20
No fibre 05.04.2011 13:30:38

Figure 42: Controller window

The CONTROLLER window (Figure 42) shows the controller model and serial number on the upper
left corner as well as a table of channels. The table of channels has four columns showing the channel
numbers, the length and status of the connected fibre(s) as well as the date and time of the last
commissioning. The controller checks length and status of each fibre during the scan. Before scan-
ning, length and status are marked as “unknown”, during scanning they are marked as “scanning”
and after scanning, length and status are displayed. The length is displayed in meters. A summary of
status values is given in Table 6.

Table 6: Fibre status values and their interpretation

Status value Interpretation

Unknown Fibre is not yet checked.
Scanning Fibre check is running.

OK Fibre is ready for measurement.

No fibre / Fibre too No fibre was detected or the connected fibre is too long for the controller

long model.

Check connector The fibre connector at the controller has too high attenuation or return loss.
Please stop the measurement, clean and inspect the connector, plug it in
again and re-scan the fibre. The connector needs to be replaced in case of
severe damage of the ferrule endface (see Installation Manual).

Check termination The fibre termination has too high return loss. Please stop the measurement
and check the fibre termination (see Installation Manual).
Check fibre The fibre may show high point losses and/or attenuation. Please use

Charon3 to check the backscattering curves of the fibre (see section 5.4).

All channels or a single channel can be re-scanned after checking the connector or termination. Se-
lect the controller icon and click SCAN ALL to re-scan all fibres (Figure 43). Select a channel icon and
click SCAN CHANNEL to re-scan a single channel (Figure 44). Scanning of channels can be terminated
by selecting the controller icon and clicking STOP SCANNING.
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Quick Start Stop Scanning

Channel « Length /m  Status Last Commissioning

E‘%m scanal easuring. ..
Q K 29.09.2011 17:11:02

Figure 43: SCAN ALL and STOP SCANNING

Quick Start Stop Scanning

Channel & Length fm  Status Last Commissioning
= 2B Energy Lab Measuring. ..
- gl O 29.09.2011 17:11:02

" Scan channel

Figure 44: Scanning a single channel

Press the BACK button in the CONTROLLER window (Figure 42) if you want to check another control-
ler. The controller settings are saved in the controller memory, and the CONTROLLER TABLE window
(Figure 38) is displayed again. No new entry of the already checked controller is added to the tree
view in this case.

In the lower right corner of the CONTROLLER window (Figure 42) appears a NEXT button if no zones
were previously defined on the controller. A FINISH button appears if the are zones defined.

Press the NEXT button to open the APPLICATIONS window (Figure 45). A list of pre-defined applica-
tions is shown including their default zones. Each application may define a feed zone and a runout
zone as well as a number of alarm zones. The number of alarm zones is automatically set according
to the length of the fibres minus the lengths of the feed and runout zones. Select an application to
define the zones on the fibres of the controller and to use the other settings of the application set-
ting. Application settings are described in detail in section 7.3.2.1.
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Application Feed zane [ m Alarm zones [ m | Runout zone | m
Parking Deck. 50.0 50.0
Tunnel 100.0 100.0

Figure 45: Applications window

Quit QUICK START by pressing the FINISH button on the lower right corner of the CONTROLLER win-
dow (Figure 42). Controller settings are saved in the controller memory and will be available for
Charon3 software. A report on the QUICK START results and controller settings is saved as PDF
document in your Charon3 default report folder: C:\OTSData\Reports. The folder path may be
changed in the application settings.

After finishing the QUICKSTART the controller is added to the tree view as shown in Figure 46.

\@ = E om0 s L10S Technology - Charon3 - (3.0.95.0]
Device | Service Edit  View  Windows @
@ - . P u 0 Acknowledgement ) C o g
Quick  Alarm | Communication Measurement Loop Start Stop guf Reset Measurement  Calibration Zone Fibre  Length | Single Channel
Stat  Parameter Sequence  Configurati M M Parameters Configuration  Events Scaling | Measurement
General Controller Fibre
ol T
Device Statu Messages Description
o0
El 3039-[10.16.13.40]
B Ch.01: 1

Figure 46: Tree View after finishing the QUICKSTART

4.2 Trigger Parameters

Trigger parameter sets of two different types, the alarm parameter sets and the control parameter
sets, can be defined using the Charon3 button ALARM PARAMETER in the DEVICE tab. The trigger
parameter sets are stored in the Charon3 database.

4.2.1 Alarm Parameter Sets

The tab ALARM PARAMETER SET (Figure 47) shows a list of previously defined alarm parameter sets.
A number of alarm parameter sets are shipped with Charon3. Further sets can be defined by the
operator. Several parameter sets have been approved by certified bodies according to national stan-
dards. The approved alarm parameter sets are write-protected.
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Only approved parameter sets must be used for operating the controller in compliance with

the respective standards. Any use of other alarm parameter sets is not covered by the ap-

provals!

Table 7: Alarm parameter sets

Alarm Standard Country Response Applications Maximum Ap-
parame- / class / application  proved
ter set Region Temperature / maximum by
Rating installation
tempera-
ture
EN54-22 EN54-22  Europe A1N Room protection, e.g.  50°C Vds
A1IN road tunnels, build-
ings
EN54-22 EN54-22  Europe BN Local protection, e.g 65°C VdS
BN equipment operated
up to 65°C
EN54-22 EN54-22  Europe CN Local protection, e.g. 80°C Vvds
CN equipment operated
up to 80°C
UL521 UL521 / USA/ Ordinary Heat detector also 100°F uL
ULCS Canada 135°F-174 °F  suitable as heat actu-
Fixed 530 ated device for special (37.8°C)
135F (57.2°C- application
78.9°C)
uL521 UL521 / USA/ Ordinary Heat detector also 100°F uL
ULCS Canada suitable as heat actu- (37.8°C)
Fixed 530 ated device for special
160F application
uUL521 UL521 / USA/ Intermediate Heat detector also 150°F UL
Fixed 190F yLcs suitable as heat actu-
530 Canada ated device for special (65.6°C)
application
uL521 UL521 / USA/ Intermediate Heat detector also 150°F uL
ROR 15F / ULCS Canada suitable as heat actu- (65.6°C)
20F 530 ated device for special

application

Alarm parameter sets can be created or modified in the ALARM PARAMETER SET folder.

For unambiguous identification, a unique name should be defined for any new alarm parameter set.

We do not recommend modifying or deleting any parameter set previously used in a controller set-

ting. If a used parameter set must be changed, it is automatically uploaded to any connected control-
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ler. The original set is further used in the unconnected controllers. When Charon3 reconnects to a
controller using obsolete parameter sets, you must select the option to upload the configuration
data from Charon3 to the controller. Any download of an obsolete parameter set from a controller
will create a double entry in the parameter set list with the same name for different settings!

The definition of alarm parameter sets starts with the unigue NAME followed by a DESCRIPTION
(Figure 47).

The maximum temperature alarm criterion is specified by the alerting level Ty, (Figure 2). Tempera-
ture readings exceeding Ty, cause an alarm.

The minimum temperature alarm criterion is specified by the alerting level Ty,. Temperature read-
ings going below Ty, cause an alarm. The minimum temperature alarm is not used for fire detection,
but can be used for detecting other events such as icing.

In user level 3, the entry MIN-MAX CYCLES is shown specifying the number of measurement cycles
used for internal processing of the maximum and minimum temperature alarm criteria. The default
setting is 10. The number can be increased up to 20 to further reduce the temperature noise, or it
can be reduced down to 1 to shorten the response time. If the entry MIN-MAX CYCLES is set to 1, the
alarm is immediately triggered when a single temperature value fulfils the trigger level. Higher values
of the entry MIN-MAX CYCLES reduce the probability of false alarms without significantly delaying
the alarm response. The default setting of 10 is well suited for most applications. We recommend not
changing this value.

Up to three rate-of-rise critera (Figure 4) can be used in an alarm parameter set. They are specified
by the pairs of entries ATx/°C and Atx/s. ATx/°C specifies the minimum temperature increase over
the time period Atx/s triggering an alarm. The time period for evaluating the rate-of-rise (Atx/s)
should be larger than 5 times the cycle time and smaller than 20 times the cycle time.

Two further alarm criteria can trigger alarms in case of high deviations of local temperatures from
the average temperature of a zone. These criteria are called HOT SPOT AT and COLD SPOT AT. The
parameter HOT SPOT AT specifies the minimum temperature difference between the hot spot and
the zone average triggering an alarm (Figure 3). The parameter COLD SPOT AT specifies the minimum
temperature difference between the zone average and the cold spot triggering an alarm. Both crite-
ria are not used in EN 54-22 compliant applications.

The ALARM DELAY specifies the number of measurement cycles used for the validation of an alarm.
An ALARM is released immediately after the first triggering event if the ALARM DELAY is set to zero.
An ALARM DELAY of 1 means that an alarm is only released if it is triggered in two subsequent meas-
urement cycles.

Figure 47 shows the EN 54-22 and UL521 compliant and additional alarm parameter sets. Default
parameter sets shipped with the controller are read-only and marked with the alarm icon ¥, Cus-

tom parameter sets can be edited or deleted and are marked with the edit icon Al
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=] Alarm / Control Parameter Sets - = X

b

Alarm Parameter Sets | Control Parameter Sets

Name Description Tmax[¢C  TminfeC  ATI[®C  Atls AT2ieC | ak2s AT3{PC Ak3s :‘ff, SCF'Ut & %?'fgpﬂt & g:;’:
g EN 54-22 ALN EM alarm parameter set For buildings 60,00 - 20,80 96,00 24,00 160,00 24,00 320,00 - - 1
gl EN 54-22 BN EN alarm parameter set For equipment up to 65°C 77,00 - - - - - - 1
gl EN 54-22 CN EN alarm parameter set For equiprent up to 80°C 92,00 - - - - - - - 1
g Fast Fast measursment 50,00 6,00 41,00 9,00 105,00 | 12,00 153,00 | 10,00 1
g Pre-alarm Pre-alarm parameter set 45,00 6,00 57,00 00 105,00 10,00 153,00 | - ]
g Test Mode Test mode parameter set 40,00 5,00 57,00 00 105,00 10,00 153,00 | &00 ]
4 Tunnel Portal Tunnel portal parameter set &0,00 11,00 57,00 12,00 108,00 | 14,00 153,00 | 20,00 1
4 Tunnel Standard Turnel standard parameter set 55,00 7,00 57,00 9,00 105,00 | 12,00 153,00 | 15,00 1
g ULS21 Fized 135F Fixed maximum temperature 135F 57,22 - - - - - - a
g UL521 Fixed 160F Fixed maximum temperature 160F 71,11 a
g ULE21 Fixed 190F Fixed maximum temperature 190F 87,78 —- - a
g ULS21 ROR 15F § 20F Rate of rise 15F J 20F - 9,00 315,00 - - - - - 1
g Ulerafast Ultra fast measurement 50,00 - 5,00 29,00 9,00 53,00 1z,00 1,00 10,00 1
MNew

Figure 47: Alarm parameter set tab of the alarm / control parameter sets window

4.2.2 Control Parameter Sets
The folder CONTROL PARAMETER SET shows a list of previously defined control parameter sets. Con-
trol parameter sets can be created or modified using the Charon3 software.

Control parameter sets can be used to specify a two-level control for activation and deactivation of a
self-reset output.

A unigue name should be defined for each control parameter set considering the restrictions already
mentioned for the alarm parameter sets.

o Alarm / Control Parameter Sets - = X

bt

Alarm Parameter Sets | Control Parameter Sets

Mame Descripkion Activation Temperature Deactivation Temperature [ = C
g Ice Warning Ice warning 3,00 6,00
gl ventilation Wentilation 30,00 25,00

Mew

Figure 48: Control parameter set tab

Control parameter sets were not evaluated by UL / ULC or VdS.

4.3 Communication Settings
Communication settings (event configuration, network settings, LON protocol, other protocols,
locked mode) are accessible via the COMMUNICATION button in the DEVICE tab (Figure 49).
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ol E Yy O g3 5 LIOE Technology - Charond - [3.0,55.0] - = x

Device Service Edit Wiewn Windows @

] = 5
(T o >
(== (LT-T:! i :
t -~ 0 Acknowledgernent 10
Quick Alarm Communication | Measurement Start

Start  Pararmneter 2 Sequence Measurerment @ Reset

Geheral Event Configuration Controller Fibre

8

sfa Metwark Settings
= LOM Pratacol

2@ Other Protocols

B Locked mode

Figure 49: Communication settings pull down menu

4.3.1 Event Configuration

Events are occurrences of alarms, faults, warnings or specific user actions. By clicking EVENT CON-
FIGURATION in the COMMUNICATION button menu, the EVENT CONFIGURATION window opens
where the handling of these events can be defined.

At the GENERAL tab (Figure 50), you can modify settings for the buzzer, the power up mode, the pre-
alarms and the fibre beak behaviour. The buzzer can be activated for the ping connection test only or
additionally for alarms, faults and pre-alarms.

You can choose to CONTINUE MEASUREMENT or to STOP MEASUREMENT in case of a fibre break.

For fire safety applications, continuation of measurements in case of a fibre break is required
by the standard EN 54-22 and UL521 / ULC S530. Therefore, the option CONTINUE MEAS-
UREMENT must be chosen to operate the controller in compliance with these standards.

UL /ULC evaluated the standard LHD3-series controllers only for ordinary locations, not for
the use in explosive atmosphere. The VdS approval covers the standard LHD3- and LHD3S-
series controllers as well as the models with EX-option (EXT3 and EXT4).

For applications in explosive areas, the operator has to proof if the EX rating of the control-
lers with EX-option is appropriate for permitted use. We recommend choosing STOP MEAS-
UREMENT as fibre break behaviour. For fire safety applications in explosive areas, the user
has to choose the proper fibre break behaviour option based on a risk analysis of his applica-
tion.

You can choose three different modes for operation after power up: NO MEASUREMENT, CON-
TINUATION OF MEASUREMENTS STARTED BEFORE POWER OFF or START MEASUREMENTS AUTO-
MATICALLY. We recommend using the continuation or automatic start of measurements for fire de-
tection applications to comply with VdS and UL / ULC.

You can choose using SELF-RESET or MANUAL RESET outputs for pre-alarms. If you choose self-reset
outputs, the outputs are reset automatically when the triggering condition is no longer present. Oth-
erwise, the outputs stay activated until a reset is carried out. This is the same behaviour as for
alarms.
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A change of the mode of the pre-alarm outputs causes a deletion of pre-alarm outputs which
already have been assigned to an event.. Therefore it is strictly recommended to configure
the pre-alarm output mode before any pre-alarm output is configured for use.

If you check the box DEACTIVATE SELF-RESET OUTPUTS ON RESET, the self-reset outputs are not only
deactivated when the triggering condition is no longer present, but also by a reset.

a Controller Event Settings - Energy Lab - O x

5 Energy Lab

Controller Event Settings

General | External Actions, Faulks & YWarnings | Inpuks | Outputs

Buzzer Power up mods

() Alarm, pre-alarm and Fault () Mo measurement

() alarm and Fault () Continue measurements started hefore power off
{*)Fing only () Stark measurements automatically

Fibre-break behaviour Pre-alarm output mode

(%) Continue measuremant (3) Self-resat

O Stop measurement O Manual reset

Deactivate self-reset oukputs on reset

Default system address points

Figure 50: Event configuration, general tab
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=] Controller Event Settings - Energy Lab - 8x
o
5 Energy Lab
Controller Event Settings
General | External Ackions, Faulks & 'Warnings | Inputs || Outputs
Mame Sy_stem Address Outputs
Faints
= J8  External Actions
1 3 i 7 3
Acknowledgement 51 s OO OOCs
Reset 52
1 3 i 7 3
Test mode activated 53 s CRACIIC IS I e
Test mode deactivated 54
= ¥  Faults & Warnings
1 3 i 7 3
Errar: Systen Faulk 101 s CJOICRAC IS e
1 3 35 T g
Error: Configuration error 102 s CJOICRAC IS I e
1 3 b T ]
Error: Fibre break 103 s CJOCRACIN e
1 3 i 7 3
Errar: Measurement errar 104 s DDDDD.DDD.
1 3 bl T 3
Error: Device error, call support 105 s I O s
1 3 b T 3
Error; Device errar 108 s OO e
1 ] i 7 3
Error: Environmental conditions errar 107 HERR RN (R
1 3 b T 3
Error: Handling error 108 s I O s
1 3 i 7 3
Etror: Measurement stopped 103 S EEEE AN
1 ] i 7 3
Error: Measurement inactive 11 s OIS I e
1 3 b T 3
Warning: Internal warning 201 s OO OO
1 3 i 7 3
Warning: Measurement Warning 202 sOOOOOsO0O0-
1 ] i 7 3
Warring: Environmental conditions warning 203 HEEEEE Eam
Default system address points
Cancel l [ (o4

Figure 51: External Actions, Faults & Warnings tab

Within the EXTERNAL ACTIONS, FAULTS & WARNINGS tab (Figure 51) of the EVENT CONFIGURATION
window, system address points as well as outputs can be assigned to specific events and external
actions. An output is selected by clicking on the respective checkbox. Certain outputs may not be
available for (manual reset) faults and warnings since they are already used for (self-reset) controls.
These outputs are presented in grey and cannot be checked.

System address points have a default assignment as given in Table 22, Table 23 and Table 24. The
assignment can only be changed after un-checking the box at the left lower corner of the EXTERNAL
ACTIONS, FAULTS & WARNINGS tab (Figure 51).

We strongly recommend not changing the system address point assignments in order to
maintain consistent settings for all controllers.
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For changing system address points, double click the cell in the SYSTEM ADDRESS POINT column of
the event of interest. Enter an address point number between 0 and 255. Address points outside this
range and address points already assigned to other events are not accepted by Charon3.

You may return to the default system address points be rechecking the box at the lower left corner.
Then, a message indicating that all address points are going to be set to default values has to be con-
firmed (Figure 52).

Default system address points E|

&l syskem address poinks are set to defaulk values!

| o | [ Abbrechen ]

Figure 52: Message: System address points are set to default values

If an event occurs during controller operation, the specified address point is sent via the interfaces
and the assigned outputs are activated.

a Controller Event Settings - Energy Lab - O X

5 Energy Lab

Controller Event Settings

General | External Ackions, Faulks & Warnings | INPUts | Qutputs

Mo, Mame Active A_ctive Mode Sy_stem Address Buluts
lowa high Paints

1 3 i 7 ]

1 Inputot O ©  Aam t s MR O]
1 3 3 7 ]

2 Input 02 O ® Control z s NN OOOO0Od

3 Input03 @] ® Reset -

4 Inputo4 8] ® Disabled

Defaulk systerm address points

Cancel ] [ o] 8

Figure 53: Inputs tab

At the INPUTS tab (Figure 53) of the EVENT CONFIGURATION window the active state and mode of
each input can be set. Furthermore, system address points and outputs can be assigned to the in-
puts.

The active state can be selected using the columns ACTIVE LOW and ACTIVE HIGH. Active high means
that the input is activated when a voltage in the specified range is applied, and that the input is deac-
tivated when no voltage is applied. Active low has the opposite assignments.

In the SYSTEM ADDRESS POINT and the OUTPUT columns, system address points and outputs can be
assigned to the inputs. To edit an address point, uncheck the DEFAULT SYSTEM ADDRESS POINTS
box, double click the respective cell and enter the new value. Restrictions given above for other sys-
tem address points also apply to the system address points of inputs. To assign outputs, check the
corresponding box by left clicking on it.
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Eight different modes can be selected in the INPUT MODE column:

e ACKNOWLEDGE
An activation of the input triggers an acknowledgement. The buzzer is switched off and an
address point is sent.

e ACTIVATE TEST MODE
The controller is operated in the test mode as long as the input is active.

e ALARM
An activation of the input triggers an alarm. The alarm remains active after deactivation of
the input until the controller is reset.

e BUZZER/LED TEST
The buzzer and all LEDs are switched on for a few seconds after activation of this input.

o CONTROL
The input is used for control purposes. Assigned outputs are self-reset and hence deactivate
if the input is deactivated.

o DEACTIVATE BUZZER
The buzzer is switched off and — regardless the configuration - does not react on alarms, pre-
alarms or system faults as long as the input is active.

e DISABLED
The input is not utilized.
e RESET

An activation of the input triggers a reset.

a Controller Event Settings - Energy Lab =

EI:I Energy Lab

Controller Event Settings

General | External Actions, Faulks & 'Warnings | Inpuks | Outputs

n 7 = = 5 Legend Mo, ConneckorPin Ciakput Marne

3 [ | | B Mot Available S /P01 Control system 1
1 Marmally open 3 POz Cantral syskerm 2
B Mormally closed 5 /P03 |

5 P04

S Pos

5 JPOB

s lpo7

5 JP0s

S P09

o s /P10

Wwood ol e R L) e

&l normally open Al normally closed

Default system address points

Cancel ] ’ ] 4

Figure 54: Outputs tab

At the OUTPUTS tab (Figure 54) of the EVENT CONFIGURATION window, the active state of each out-
put and the output name can be set. The setting of each output is represented by the colours in the
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diagram on the left side. Light yellow indicates a normally open state and blue a normally closed
state. Clicking of a box changes the active state of the respective output. By clicking the ALL NOR-
MALLY CLOSED or ALL NORMALLY OPEN buttons, all outputs are set to the normally closed or nor-
mally open operation, respectively. Output names can be entered into the field on the right side.

4.3.2 Network Settings
TCP/IP properties, DNS/NTP and firewall settings can be changed using the NETWORK SETTINGS win-
dow available via the COMMUNICATION button in the DEVICE tab.

Details on the network settings are given in chapter 4.1 QUICK START.

4.3.3 LON Protocol Settings

The controller transmits messages and data using the LON protocol defined in the Communication
manual, Part I. LON protocol settings can be changed using the LON PROTOCOL window (Figure 55)
available via the COMMUNICATION button of the DEVICE tab.

The LON protocol of the LHD3 controller offers additional features compared to previous LHD sys-
tems. The LHD3 controller can be operated using the LON protocol versions shown in Table 8 in order
to simplify the replacement of previous systems by a LHD3 controller. However, restrictions regard-
ing number of channels, distance range, zones, pre-alarms, control outputs and address points apply
due to the limited capabilities of the earlier versions of the LON protocol. Therefore, use the default
OTS3 protocol in all new projects.

After selection of another protocol version than OTS3, a warning window (Figure 56) opens showing
the restrictions of the other protocol versions and information on the deletion of all zones. You need
to confirm the information in order to activate the other protocol version.

Table 8: LON protocol versions

Protocol version oTS3 5505 2005 1056
(default)

Channels all options 1,2o0r4 1 1

Distance range all models 1,2 o0r4 km 1,2 or4 km 1,2 or4 km

Zones 1000 / channel 128 / channel 128 128

Pre-alarms yes no no no

Control outputs yes no no no

Fibre address 3100 / channel 256 / channel 256 fibre and 256 fibre and

points? system address system address

System address 256 256 points points

points’

Default system available not available not available not available

address points

CRC yes yes yes no

Compatible con- OTS3/LHD3 OTS-X OTS-X (1 channel) OTS-100

troller models OTS-100

Compatible firm- 55xx 1065, 2005, 1056

ware versions

4000 (PC2005)

? The table shows the capabilities of the protocol versions. Lower numbers of address points may be used de-
pending on the software and the hardware options (e.g. inputs and outputs).
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You can also select whether the LON messages are transmitted via Ethernet (TCP) and/or RS232 in-
terfaces, which TCP port is used, and the baud rate for RS232 transmission (Figure 55). You can also
assign a unique LON ID for identification of the LON messages of the controller.

Earlier LON protocol versions can be used to transmit data to Charon_02? after activating the check-
box below the LON ID. In Charon_02, a controller with the same LON ID and zones needs to be con-
figured in order to read the data. This enables common visualization of data from OTS3 and OTS-X

using Charon_02.

In the lower part of the window, you can select which data shall be transmitted via LON. Zone data

are only transmitted if zones are defined on the fibres connected to the controller and respective

boxes in the window are checked. The transmission of temperature and backscattering profiles re-

quires an optional license.

Press OK to confirm the setting or CANCEL to exit without saving the changes.

=]

LOM Protocol - Energy Lab

Energy Lab

LON Protocol Settings

Set the LN ID of the controller and select the TCP andfor R3232 ports.
Choose the protocal version and specify the data to be sent,
Attention: Protocal versions other than OTS3 limik the Function of the contraller.

LON ID 2 LON Protocol Yersion
[«]Use TCP [«]Use R5232
Port 5000 Baud:

Transmitted Data

=t JB Energy Lab-LOM:2 (OTS3) [TCP:5000] [R3232@: 19 200 Baud]
Matices

Alarms

Alarm locations

Zane minirun kemperature

Zane mean kemperature

OO00OREO

Zane maximum temperature

OT53 w
19 200 Baud w
[ Cancel ] [ oK

Figure 55: Communication settings: LON protocol

3 Charon_02 is a previous version of Charon3 that was shipped with controllers of the OTS-X series.
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LON Protocol - Energy Lab

All zones are deleted by changing the protocol version.
Are you sure to change the protocol version?

‘You are about to change the LOM protocol version. Activation of other protocol versions than
CTS3 restricts the function of the contraller,

[]

Protocol version 0Ts3 5505 2005 1056

(default)
Channels all options 1,2o0r4 1 1
Distance range all models 1, 2or4 km 1,20r4 km 1,2or4 km
Zones 1000 / channel 128 f channel 128 128
Pre-alarms yes no no no
Control outputs yes no no no
Fibre address 3100 / channel 256 / channel 256 fibre and 256 fibre and
points? system address system address
System address 256 256 points points
points!
Defaultsystem available not available not available not available
address points
CRC yes yes yes no
Compatible con- OT53/LHD3 OT5-% OT5-X (1 channel) OTS-100
troller models 0OT5-100
Compatible firm- 55xx% 1065, 2005, 1056
ware versions 4000 (PC2005)

Mo l ’ Yes ]

Figure 56: LON protocol change warning

4.3.4 Other Protocols Settings

The XML protocol is available on any controller. Further protocols can be available in dependence on
installed licenses. The activation and settings of XML and the further protocols can be changed using
the OTHER PROTOCOLS window (Figure 57) available via the COMMUNICATION menu in the DEVICE
tab (Figure 49).

For instance, the configuration of the XML protocol (Figure 58) allows choosing:

- the TCP port to be used,

- the use of the TLS encryption

- the use and mode of data buffering by the CF memory card,

- the selection of data to be transmitted (depending on licenses), and
- the firewall settings.

Details on the individual protocols are given in the respective parts of the Communication Manual. In
the configuration menu of the dedicated protocol a filter mask can be chosen to select the data to be
transmitted. Selected data is transmitted as soon the data is available. This may require additional
configuration steps. For example, zone average values are available only, if a zone configuration has
been programmed.

LHD3OM En1.11
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Other Protocols - 3331 x

Configure
Configure
Configure
Configure

Configure

Configure

o

Figure 57: Activation of other protocols than LON using the OTHER PROTOCOLS window
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XML Data Transfer - 3136 x

Address paoinks
Fibre break
[] Temperature data
Zone maxirmurn values
Zone avarage walues
Zane minimum values
Alarm triggering locations
Events
[7] Sensor values
[ External sensor values
[] Backscattering data
[] Device inputs and oukputs
[] Measurement state

| Mebwaork rmask

Edit Remove Clear
e
Cancel
B —

Figure 58: Configuration of the data transmission over the XML protocol
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4.3.5 Locking the Controller
The controller can be locked using the LOCK CONTROLLER button of the COMMUNICATION menu of

the DEVICE tab (Figure 59).

o ) m 0= LIOS Technology - Charon3 - [3.0.67.0] = = |
"—) Device Service Edit View Windows {
— —
s i 2 (T [ ] 0 Acknowledgement 3
2 ﬂ* L . .. - = ' o
Cuick. Alarm Communication | Measurement Loop Start Stop {9 Resst IMeasurement  Calibration Zone Fibre  Length Single Channel
Start  Parameter = Sequence  Configuration | Measurement  Measurement Parameters Configuration  Events  Sealing | Measurement
General % Event Configuration Controller Fibre
55 Mebwork Settings
= LOMProtocol
&g Other Protocols
8 Locked mode
Ignore incoming comunication, A hardware acknowledgement is required to unlock the system, i
=] Tree View - 2 Xx

Device Status Messages Description

& || LIOSProject

Starting.
Ch01: Fibre 01

Figure 59: Locking the controller

A warning (Figure 60) must be confirmed to lock the controller. The locked state of the controller is
indicated in the TREE VIEW by a locker icon in front of the controller name (Figure 61). The locked
controller does not react to any software command send via communication interfaces. Thus, any
unwanted unnoticed manipulation of the controller via the communication interfaces is avoided. The
locked controller must be unlocked to again allow the access onto the controller. A hardware ac-
knowledgement using the key switch or a correspondingly configured input is required to unlock the
controller.

According to the VdS approval, the controller must be locked to be compliant to EN 54-22. A
locked controller cannot be unlocked by any software command.

Warning §|

& hardware acknowledgement by kew switch or by input is reguired to unlock the system.

"-, & locked controller ignares all incoming communicakion,
Do o really wank to lock the controller?

il

Figure 60: Warning before locking the controller

a Tree View - B X
Skatus Messages Descripkion
= KDH-EI
= [2% Energy Lab-UsE x
3 h.01: Faser 01 = Zs left

Figure 61: Display of a locked controller in the TREE VIEW (locker icon)
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4.4 Measurement Sequence
The measurement sequence settings allow monitoring fibres in a user-defined sequence. Tempera-
ture profiles of each fibre are consecutively measured in the order as listed in the MEASUREMENT

SEQUENCE field. The MEASUREMENT SEQUENCE window (Figure 62) can be accessed by pressing the
MEASUREMENT SEQUENCE button in the DEVICE tab.

The measuring time of each fibre is given behind the names of the available fibres. In the column
MEASUREMENT SEQUENCE, the measurement times are added up in the measurement sequence,
and the cycle time is given behind the last fibre of the measurement sequence (Figure 62).

s \

=] Measurement Sequence - 3136 - B X
ll-l'. .'.‘
‘f 3136
Available Fibres Measurement Sequence
Ch.01: Tunnel 1 [3.0 5] Ch.01: Tunnel 1 [3.05]
Ch.0z: Tunnel 2 [4.0 5] Ch.02; Tunnel 2 [12.00 5]

| addal |

’ Remove All ]

Cancel l ’ (o] 4

e o

Figure 62: Measurement sequence window

In order to create a MEASUREMENT SEQUENCE, choose the fibre to be added and press the ADD
button. Fibres selected in the MEASUREMENT SEQUENCE field can be removed by pressing the RE-
MOVE button. In order to remove or add all available fibres the ADD ALL or REMOVE ALL buttons,
respectively, can be used.

If more than one fibre is included in the measurement sequence, the sequence can be altered by
selecting a fibre and pressing the MOVE UP / MOVE DOWN button. In order to establish frequent
measurements on certain fibres, a fibre can be added multiple times.

& Warning!

For fire detection, the measurement sequence can only include one entry for each fibre. If
there are multiple entries of the same fibre, the cycle time can be too long for compliance to
the European, North American and national fire detection standards such as EN 54-22 and
UL521 / ULC S530.
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4.5 Fibre Settings

4.5.1 Measurement Parameters

The MEASUREMENT PARAMETER window (Figure 63) is available by selecting a fibre and clicking the
MEASUREMENT PARAMETERS button in the DEVICE tab. It is also accessible by right clicking on the
fibre and by choosing MEASUREMENT PARAMETER in the pull down menu.

Measurement Parameter Sets - Ch.01: Fibre 01 X

(L) 3250 - ch.01: Fibre 01

Set sampling interval and measurement time of the selected fibre.

MNarmne Sampling Interval [ m Measurement Time | s Maxirurn Fibre Length | m
EM 54-22 2CH 3m 3,00 8,00 10000, 00
Fast 2CH 3m 3,00 4,00 £500,00
Fast 2CH Sm 5,00 4,00 10000, 00
ULS21 2CH 3m 3,00 8,00 10000, 00
< »
Reference Point 0,00 (4] m Q f
' =) Transmit Backscattering Profile

Cancel

Figure 63: Measurement parameter window with pre-defined measurement parameter sets

The MEASUREMENT PARAMETER window shows the list of pre-defined measurement parameter sets
available under consideration of the type of the controller, the number of channels and the length of
the connected fibre. They are specified by their name, the sampling interval, the measuring time and
the maximum fibre length.

The figure above shows an example of two approved measurement parameter sets “EN54-22 ...” and
“UL521..."”, and two non-approved measurement parameter sets “Fast ...” Further or other parameter
sets are available for controllers with different numbers of channels and/or different lengths of fibre.

[\ (g

Since measurement parameters are crucial for fire detection response of the controller, only
the approved parameter sets must be used to ensure operation compliant to European,
North American and national standards such as EN 54-22 and UL521 / ULC S530. The use of
any other measurement parameter sets is not compliant to the VdS and UL approval!

The measurement parameter sets are write-protected in order to ensure safe operation.
Select the proper measuring parameter set by a mouse click.

You can also enter the position of the reference point. The reference point is the distance from the
controller connector to the zero position at the fibre optic cable. All zone definitions, alarm process-
ing and other data outputs refer to the thus defined zero position. By default, the reference point is
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set to 0 m meaning that the zero position is at the optical port of the controller. Confirm the selected
parameters by pressing OK.

You can choose to transmit backscattering profiles by checking the right box. Backscattering profiles
are useful for analysing the fibre quality in the sensor cable installation. They are not needed during
permanent heat detection. Deactivate the transmission of backscattering profiles after commission-
ing in order to prevent unnecessary data transfer and loading of the database.

4.5.2 Temperature Calibration

The controllers are temperature-calibrated at the factory. Nevertheless, a re-calibration can be re-
quired during commissioning depending on the sensor cable installation. No re-calibration is required
if the average temperature reading of the controller at a sensor cable position close to the end of
fibre is within +/-3°C of the reading of a point temperature reference at the same location.

The temperature calibration is available by selecting a fibre and by pressing the CALIBRATION button
in the DEVICE tab, available when the controller is not measuring. It is also accessible by a right click
on a fibre and by selecting CALIBRATION in the popup menu.

The temperature calibration automatically starts a warm-up and a calibration measurement. After
finishing the calibration measurement, the TEMPERATURE CALIBRATION window opens (Figure 64).

Temperature Calibration

L 3250 - ch.01: Fibre 01

Temperature calibration of the selected fibre.

Section | Position J m Connector Shift /= C | Reference Type Reference Temperature [ < C
1 0,00 0,00 Mone -
Mew Section
Cancel ] [ Ok

Figure 64: Temperature Calibration window

By default, only the single section 1 covering the whole fibre length is defined. Additional sections
are only required if there are temperature shifts at connector or splice positions or if there is an un-
even differential attenuation along the fibre. The latter situation is indicated by different unrealistic
temperature slopes in different sections of the fibre. The fibre length can be split into multiple sec-
tions using the NEW button in the TEMPERATURE CALIBRATION window. After defining all sections,
each section needs to be calibrated individually.

Section 1 starts at connector position 0 m (connector of controller, not the reference point!). If you
see an unrealistic shift of the temperature reading at the connector position, it can be corrected by
entering the value in the CONNECTOR SHIFT / °C column. Please check the correct reading of the
temperature behind the connector position using a calibrated reference temperature sensor. Adjust
the value of the CONNECTOR SHIFT until readings of controller and reference agree within +/- 1°C.
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The reference temperature is the temperature value at the end of the corresponding fibre section. If
the average temperature reading of the controller at this position deviates by more than +/-3°C from
that of a calibrated reference sensor at the same position, enter the reading of the reference sensor
in the REFERENCE SENSOR/ °C column. Adjust the value of the REFERENCE SENSOR until readings of
controller and reference agree within +/- 2°C.

The fibre length can be split into multiple sections using the NEW button in the TEMPERATURE CALI-
BRATION window. After defining all sections, each section needs to be individually calibrated in the
TEMPERATURE CALIBRATION window. Reference temperature values must be determined before
and after each connector position. Data needs to be entered in the sequence from the lowest to the
highest section number following the same procedure as given above for section 1. Nevertheless, we
strongly recommend improving the quality of the fibre installation by using proper splices and fibres
instead of section-wise calibration.

4.5.3 Zone Configuration
In order to define or modify zones, select the fibre of interest and press the ZONE CONFIGURATION
button in the DEVICE TAB or right click on the fibre and press ZONE CONFIGURATION. The ALARM

ZONES window opens (Figure 65).

=] Zone Configuration - Ch.01: Faser 01 -

3 Pre-alarm output mode:self-resst
Energy Lab - Ch.D1: Faser 01
Reference Point: 0.0 /m

Effective fiber length: 994.0 fm

Alarm Pre-flarm | Control
Parameter  Parameter  Parameter  Alarm Output Pre-alarm [ Control Output Fibre Fault Qukput
Set Set Set

Start End
Mo, Active  MName Position  position
Im m

Master
Zone

1 3 5 7 9
s OO0

1 FeedZone 00 100 M
2 Zone 1 1000 2000 M EN54-22 AN Pre-Alarm - 5 :EIEDEDITIIDISIID 5 imslIISZIDI?:IDIa:ID 5 hl?EDISIIDIFIIDIB:!D
3 Zone 2 2000 3000 M EN 54-22 ALN - - 5 :EIISHDFHDIT:IDISIID 5 hleDISIIDIF:IDIED
4 Zone 3 3000 4000 M EN 5422 ALN - - 5 :EIEDEDIT:IDIQIID 5 hleDISZIDIEIDIB]D
5 Zone 4 4000 5000 M EN S54-22 ALN - - 5 EIEEEDIT:IDISIID 5 hleDISZIDI?IIDIS]D
3 Zone 5 5000 6000 M EN 54-22 ALN - - 5 EIEEEDITIIDISIID 5 hlﬁDhDhDhD
7 Zone & 000 7000 M EN 54-22 AL - - 5 I1:|ll3:|@I5:|DI7:|DI9:|D 5 hlimDISHDI?]DIg:!D 2
Load Default Zanes ] [ Append Zone Generate Zanes [ Wirror Zones ]
[] Adjacent Zanes

Figure 65: Zone configuration window

The button LOAD DEFAULT ZONES allows the user to load a set of pre-defined zone definitions from
an application setting (see section 7.3.2.1). The zone positions, trigger parameter sets and outputs
are automatically set for the whole fibre.

You can edit all zone settings except the number shown in the left column by double clicking the
respective fields or using the F2 function key. You can select single or multiple zones for modification
using the left mouse, SHIFT and CTRL keys.

If the ADJECENT ZONES box is activated, any end position of a zone that is edited will be automati-
cally used as start position of the following zone and vice versa.

You can append a new zone after the last zone by pressing the APPEND ZONE button. A warning is
show if the last zone has already reached the end of fibre, and no new zone is generated in this case.

You can split a zone into two zones with half the length by selecting a zone and pressing the SPLIT
ZONE button.
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You can delete the selected or all zones by pressing the buttons DELETE SELECTED ZONES or DELETE
ALL ZONES.

You can shift selected zones by pressing the button SHIFT SELECTED ZONES. The SHIFT SELECTED
ZONES window opens (Figure 66). Enter the desired shift distance in meters and confirm the shift by

Shift Selected Zones @

Please enter a shift affset [m]:

10|

pressing OK.

[ O, H Cancel ]

Figure 66: Shift selected zones window

You can generate single or multiple zones by pressing the GENERATE ZONES button. The GENERATE
ZONES window opens (Figure 67). You can edit the start and end positions, the length of zones or the
number of zones, and you can select alarm and pre-alarm parameter sets for the zones. You can also
generate a master zone with slave zones by activating the FIRST ZONE HAS SLAVE ZONES checkbox.

- b

Generate Zones - Ch.01: Faser 01 x
bl
[_|First zone has slave zones {+) Length of zones
Start Position 0 m 120.0 ]
") Number of zones
End position 94,0 m

Alarm parameter zet
EM 594-22 A1M w
Pre-Alarm Parameter Set

Pre-alarm w

Figure 67: Generate zones window

The order of zones along a sensor cable is reversed by using the button MIRROR ZONES. This function
is useful when you measure two fibres of a sensor cable with two controllers from opposite ends
(redundant operation).

Zones are (de)activated by (un)checking the check box in the ACTIVE column. Deactivated zones do
not trigger alarms or other events.

The name of a zone is edited by double clicking on the respective cell in the NAME column or by
pressing F2 after selecting the entry. Start and end positions of a zone are edited in the same way
using the START and END columns.
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By default, zones are defined as master zones indicated by an M in the column MASTER ZONE. Trig-
ger parameter sets and outputs can be assigned individually for each master zone.

Zones can be changed to child zones by entering the number of a master zone into the column MAS-
TER ZONE. Then, trigger parameters and outputs are identical to that of the master zone. Only the
start and end position as well as the number of the master zone need to be entered to define a child
zone completely. This concept enables an efficient configuration of large numbers of zones using
identical triggering parameters.

Choose the alarm parameter set for each alarm zone using the ALARM PARAMETER SET column.
Alarm parameter sets approved for different response classes according to EN 54-22 are supplied
with the controller. The use of other alarm parameter sets is not compliant to the approval.

You can choose a pre-alarm parameter set for each zone using the PRE-ALARM PARAMETER SET col-
umn. Pre-alarm parameter sets include the same types of parameters as alarm parameter sets. Usu-
ally, pre-alarm parameter sets are set to a higher sensitivity to heating or fires. Compliance to stan-
dards is not required for pre-alarm parameter sets.

Alternatively, you can choose a control parameter set for each zone using the CONTROL PARAMETER
SET column. It is not possible to assign both, a pre-alarm and a control function to a zone.

If the activation temperature of the control parameter set is higher than the deactivation tempera-
ture, the assigned output is activated if one location within the zone has a temperature above the
activation temperature. The output is deactivated if all locations within the zone have temperatures
below the deactivation temperature. If the activation temperature of the control parameter set is
lower than the deactivation temperature, activation and deactivation of the output is triggered by
temperatures below the activation and deactivation temperatures.

Programmable output(s) can be assigned to a zone by left-clicking on the respective check box in the
ALARM OUTPUT, PRE-ALARM OUTPUT and FIBRE FAULT OUTPUT columns. The output COLLECTIVE
ALARM is set independently from the choice of programmable outputs as alarm outputs, when an
alarm criterion is met. Since alarm and fibre break outputs are manual reset, an output assigned to
an alarm or fibre break is no longer available for a pre-alarm if pre-alarms are self-reset. If the control
function is selected, the pre-alarm / control outputs are assigned to the control function. Control
outputs are always self-reset.

4.5.4 Fibre Events

In order to define or modify fibre events (fire magnitude and direction), select the fibre of interest
and press the FIBRE EVENTS button in the DEVICE TAB or right click on the fibre and press FIBRE
EVENTS. The FIBRE EVENTS window opens (Figure 68).
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=] Fibre Events - Ch.01: 1 - = X o Fibre Events - Ch.01: 1 - B X
"\,\ Energy Lab - Ch.01: 1 ':'1' ,\ Energy Lab - Ch.01: 1
Fire magnitude | Fire direction Fire magnitude | Fire direction
Size class | Size [ m Address Poi... | Outputs Fire Propagandation Direc... | Address Points Outputs
1 3 5§ 7 3 13 5 7 3
1 3,0 3001 sEEOEEOOCOm Static 0D sEEOROOO0OCs
1 3 5§ 7 3 I i1 3 5 73
2 10,0 3002 sERORCOEOC- Mowve towards fibre end EEOEOOOOm

1 3 5 7 4 3 5 7 8
3 30,0 3003 sEEOROCECC- Mowve towards contraller EEOROOO0C™
1 3 5 7 4
4 100,0 3004 s ENORCOCORC- Inversion of direction at position 1000,00 m
1 3 5 7 4
5 300,0 3005 s HNOROOCOCOR e Fire Direction Sensitivity 5,00 m{ Cycle

Figure 68: Fibre events window

The FIRE MAGNITUDE tab (Figure 68, left) shows the five fire magnitude classes. The size is the total
distance range of adjacent alarm triggering locations. You can change the sizes by double clicking into
the field and entering a new number. You can assign self-reset outputs to fire magnitude classes by
checking boxes in the OUTPUTS column.

The FIRE DIRECTION tab (Figure 68, right) shows the three fire directions static, moving towards fibre
end and moving towards controller. You can assign self-reset outputs to fire directions by checking
boxes in the OUTPUTS column. If activated by checking the respective box, the INVERSION OF DIREC-
TION AT POSITION entry determines a distance point where the directions are reversed. This feature
allows changing the assignment of fire directions for installations with a loop-like sensor cable laying.
The FIRE DIRECTION SENSITIVITY entry determines the speed limit for considering a fire as moving.

4.5.5 Length Scaling

For special sensor cable layouts the length scaling feature allows the adjustment of the visualized
length of the temperature profile to the object to be monitored. For example, if the sensor cable is
wound around an object (e.g. a pipe) the sensor cable is longer than the length of the monitored
object.

In order to adjust the length of visualized temperature profile to the length of the object, select the
fibre in the tree view and press the LENGTH SCALING button in the DEVICE TAB or right click on the
fibre and press LENGTH SCALING. The LENGTH SCALING window opens (Figure 69) for the configura-
tion which part of the sensor cable shall be scaled.
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a Length Scaling - 3359 - Ch.03: Faser 03 - B X

Fra
'\E_B 3359 - Ch.03: Faser 03

Length scaling allows the visualization of temperature over a different length scale than the fibre length.

Section Mame Start f m End [ m ?Ic-:Ied St Fasim ?T_:Ie'j End Fosition Scaling Factor
Feeding 0,00 500,00 1,000000
2 Chbject 500,00 530,00 0,100000
3 Crverlength 00,00 793,50 1,000000

Mews Seckion ] [ Delete Section

[ [ ox

Figure 69: Length scaling window

In Figure 69there are three sections specified. The 1* section has a neutral scaling factor of 1 and is
500m long. This section may be a feeding line. The 2" section of the sensor cable has a length of
300m. The scaling factor of this section is set to 0.1 considering e.g. a meander shaped layout of the
sensor cable on the object, which is 10 times smaller. The 3™ section has a neutral scaling factor
again.

The definition of this three sections results in a temperature profile as shown in Figure 70.
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Figure 70: Temperature profile with the scaled section 2

The 300m long sensor cable section beginning at position 500m has a scaling factor of 0.1, which
results in a 30m long section in the temperature profile.

4.6 Commissioning Using Different Charon3 Instances

During commissioning, the controller configuration is stored in the controller memory and in the
Charon3 database. If you use different computers for commissioning a controller or if you commis-
sion a controller offline, the configuration in a Charon3 database can differ from the one on the con-
troller if the controller was last commissioned using another Charon3 instance. In this case, the CON-
FIGURATION ON CONTROLLER AND PC ARE DIFFERENT window (Figure 71) opens after connecting
Charon3 to the controller.
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You can download the configuration from the controller to the Charon3 database be pressing the
CONTROLLER CONFIGURATION button. The configuration is downloaded automatically after 30 s if
you do not press any button. The configuration on the PC is replaced by downloading the configura-
tion from the controller.

You can upload the configuration from the Charon3 database to the controller by pressing the PC
CONFIGURATION button, or you can disconnect from the controller by pressing DISCONNECT.

We recommend downloading configurations from the controller if there is no specific reason for an
upload since the configuration on the controller is the latest one.

Different Configurations on Controller and PC - 3041

Figure 71: Different configurations on controller and PC window
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5 Operating the Controller

Temperature data can be taken for all channels included in the measurement sequence or for a sin-
gle channel using buttons on the DEVICE tab (Figure 72).

Device Service Edit i Wi dlovies

E ﬁi ,ﬂ] I,(:.'.\ @ B Stop Measurement £ Measuremnent Parameters P il B
t  d 0 Acknowledgernert | U Calibration
Quick Alarm Communication  Measurement Loap Start . . _Length Scaling | =ingle Channel
Start  Parameter ¥ Sequence Configuration Measurement 8 Reset I Zane Configuration Measurement
General Controller Fibre

Figure 72: Task bar of the DEVICE tab

5.1 Measurement

In order to start a continuous acquisition of temperature profiles in a measuring sequence of a spe-
cific controller, mark the respective controller in the tree view and press the START MEASUREMENT
button (Figure 72). Alternatively, a measurement is started by right clicking on the controller and by
selecting START MEASUREMENT in the pull down menu (Figure 26).

After starting a measurement, the controller is warmed-up for about one measurement cycle time. The warm-up pro-
gress is indicated in the tree view (

s

m | Tree Wiew a
Device Skatus Dervice Skakus
= o [] B 4 [
; = 28 3032-10.16.13.45]
e e 3 ch.01: Fibre A > 25 left
3 Ch.02: Fibre B 3 <h.02: Fibre B

Figure 73: Tree view during warm-up (left) and running measurement (right)

After finishing the first measurement cycle, a temperature profile window (7.4.1)opens showing the
measurement result. Backscattering profile (7.4.2) and zone view (7.4.1) windows also open if the
transmission of backscattering profiles is activated (4.5.1) and if zones are defined and active (4.5.3),
respectively.

The measurement sequence is continuously repeated until the STOP MEASUREMENT button is
pressed. Alternatively, a measurement can be stopped by right clicking on the controller and by se-
lecting STOP MEASUREMENT in the pull down menu (Figure 26).

5.2 Single Channel Measurement

In order to start a continuous temperature measurement of a specific channel, either right click on
the respective fibre within the tree view and select SINGLE CHANNEL MEASUREMENT in the pull
down menu or mark the fibre of interest and press the SINGLE CHANNEL MEASUREMENT button in
the FIBRE section of the DEVICE tab. Press the STOP MEASUREMENT button to stop the data acquisi-
tion.

5.3 Acknowledgement and Reset
Acknowledgement and reset are triggered using the corresponding buttons in the DEVICE tab or us-
ing correspondingly configured inputs (section 4.3.1).
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5.4 Evaluation of Sensor Fibres Using Backscattering Profiles
You can evaluate the quality of a sensor fibre using its attenuation coefficient, the magnitude of
point losses and the reflection from the optical termination of the fibre end. The transmitting of

backscattering profiles is activated as described in section 4.5.1. The evaluation of these parameters
is discussed within this section.

All mentioned parameters are derived from backscattering profile (7.4.2). Select the STOKES channel
as well as the LOGARITHMIC view in the right upper corner of the BACKSCATTERING window.

dB Backscatter - 0T$3-400-09-2CH S/M:3036 [27.01.2011 12:29:19 - 27.01.2011 12:36:06] Fibre:1 - 3 X
Channel
> (=) stokes
OTS3-400-09-2CH S 3036 [Fibre 1] () Anti-Stokes
() Bath
Wiewy
O linear
(%) lngatithmic
Reference paoint
2
z
e}
0 + + & 7 + + + + + u + + + + +
a 2000 4000 6000 000 10000 12000 14000 16000 15000 20000 22000 24000 26.000 26.000 30000 32000
Fibre location fm
Trace 1/7 27.01.2011 12:29:19.093 Data-Point: 6580 Position: 32904,97 m Level: 0,00 dB
< M Ep

Figure 74: BACKSCATTERING window

5.4.1 Attenuation

The attenuation coefficient represents the attenuation of the optical power along the fibre. Its unit is
dB/km. Excessive attenuation can result in poor measurement quality. It can be caused by mechani-
cal stress such as crushing, bending or tension forces.

In order to determine the attenuation coefficient, double click on the backscattering profile right
after the reference (zero) position (see the bold cross at the left side of Figure 75) and move the
mouse cursor close to the end of the fibre. The attenuation coefficient is then displayed as AT-
TENUATION at the bottom right corner of the BACKSCATTERING window. An attenuation below 0.4
dB/km is recommended for proper measurement performance for LHD3 controller types. For LHD3S
controller types an appropriate attenuation verified in the Stokes channel is below 1.2 dB/km.

The false alarm safety for linear heat detection primarily depends on the noise level of the tempera-
ture measurement and the alarm parameterisation. The noise level of the temperature measure-
ment primarily depends on the optical fibre properties (fibre attenuation and point losses, s.a. chap-
ter 5.4.2) and the measurement parameters. The approved combinations of measuring parameters
and alarm parameters for a dedicated maximum fibre length shown in chapter 9 base on a the above
specified maximum levels of the attenuation.
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Higher attenuation coefficients can be acceptable for short fibre lengths.

Please contact the LIOS support in case of higher attenuations.

dB Backscatter - OTS3-400-09-2CH S/N:3036 [27.01.2011 11:25:07 - 27.01.2011 11:34:18] Fibre:1 - B X
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Trace 1/14 27.01.2011 11:25:07.921 Data-Point: 6266 Position: 31330,69 m Level: 19,33 dB Attenuation / pos: 5,83 dB Attenuation: 0,18830 dB/km
< P4 mPp

Figure 75: BACKSCATTERING window: Determination of the attenuation coefficient

5.4.2 Pointlosses

Splices and connectors introduce point losses (localised attenuations). Excessive point losses may
affect the measuring performance. The point loss is determined by double clicking on the backscat-
tering profile directly before the splice or connector and by moving the mouse cursor to a position
right after the splice. The attenuation is then shown below the BACKSCATTERING as ATTENUATION /
POS. Splices with an attenuation exceeding 0.1 dB need to be reworked in order to ensure proper
measuring performance. Connectors other than the one at the controller should be avoided com-
pletely.

5.4.3 Termination

The end of the fibre must be optically terminated in order to ensure proper measuring performance.
Strong reflections from a non-terminated end of fibre would affect temperature readings close to the
end of fibre.

The backscatter curve of a proper (left) and an improper (right) optical termination is shown in Figure
76. In order to evaluate the reflection, double click on the backscatter trace right before the reflec-
tion and move the mouse cursor to its peak position. The reflection factor is then shown below the
BACKSCATTERING as ATTENUATION / POS. (Disregard the minus sign.) The magnitude of an optical
reflection depends on the setting of the sampling interval. The optical reflection is resolved more
clearly and its magnitude becomes greater, if a smaller sampling interval is used. Optical terminations
with reflections larger than 0.5 dB need to be reworked in order to ensure proper measuring per-
formance.
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Figure 76: BACKSCATTERING windows showing curves indicating proper (left) and improper (right) optical termination of
the fibre.
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6 Servicing the Controller
The controller can be serviced using the commands shown in the SERVICE tab (Figure 77).

Device Serdice Edit Wi Weind o
= = = i ! if i i
L L ) = L 1o L 1] L
e o & = : = = JE -
Recaording Data Cancel Test Activate Perform Event Configuration  Status Project Support Firrvavare
Settings Dowenload  Download Configuration  Test Mode Test Mernory Report Report  Information Information  Update
Data Recarding Test Maode Support

Figure 77: Service tab of Charon3

6.1 Data Recording
Data recording on the controller and download of recorded data can be controlled using the DATA
RECORDING section of the SERVICE tab (Figure 77).

6.1.1 Recording Settings

The RECORDING SETTINGS window (Figure 78) opens after pressing the RECORDING SETTINGS but-
ton. You can select one of the two recording modes: DISABLED and TRIGGERED BY ALARMS. The
setting CONTINOUSLY is not available for LHD3-series controllers.

No data is recorded in the DISABLED mode. If the TRIGGERED BY ALARMS mode is selected, meas-
urement data is recorded for one hour before and one hour after an alarm.

About 4 bytes of memory are required to record a data point. A single temperature

profile may consist of thousands of data points, thus requiring several kilobytes of
memory. Download recorded data regularly and delete downloaded data recordings
on the controller. Otherwise data may be lost.

You can select two different storage modes: RING BUFFER and LINEAR BUFFER (Figure 78). In the
RING BUFFER mode, older data is overwritten with new ones when the memory card is filled by 80%
with measurement data®. In the LINEAR BUFFER mode, the data recording stops when the memory
card is filled by 80% with measurement data.

Press OK to confirm the RECORDING SETTINGS.

*The remaining 20% are reserved for the event memory of the controller.
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Recording Settings - 3032 x

Bﬂ 3032

Recording Mode
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Storage Mode

Ring buffer

@ Linear buffer

Cancel l | Qi

Figure 78: Recording settings window

6.1.2 Data Download

Press the DATA DOWNLOAD button of the SERVICE tab (Figure 77) to download data recordings from
the controller. The DOWNLOAD DATA window (Figure 79) opens and shows the number of data re-
cordings of the controller. By checking the box, you can select to automatically delete data re-
cordings stored on the controller after downloading. We recommend choosing this option to release
storage capacity for future data recordings. Choose DATA DOWNLOAD for downloading all data re-
cordings, DELETE ALL for deleting all data recordings without downloading or just CLOSE to close the
window without further action.

Downloaded data are automatically saved as new Measurement Session in the Measurement Ex-
plorer. Depending on the number of data recordings and transmission speed, downloading the data
recordings may take several minutes or even an hour. The status bar of the controller (Figure 80) in
the TREE VIEW indicates the progress of the download. You may cancel the download by pressing the
CANCEL button of the SERVICE tab (Figure 80).

Data Download - Energy Lab

o Energy Lab

Status: 4902 File(s) stored in the controller

[] Automatically delete data recordings stored on the controller after downloading.

Data Download l ’ Close l [ Delete all

Figure 79: Data download window
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Figure 80: CANCEL DOWNLOAD button and TREE VIEW window during download of data

6.2 Test Mode

6.2.1 Test Mode Settings

Press the TEST CONFIGURATION button in the SERVICE tab in order to modify the test mode settings
of the controller. The TEST MODE SETTINGS window opens (Figure 81).

You can enable and select a test mode alarm parameter set. As a result, the selected parameter set is

used as unitary alarm parameter set for all zones defined for the controller. This allows you to adapt

the alarm triggering parameters to fit to the equipment used for generating test heat events at the

sensor cable. If the test mode alarm parameter set is not enabled, the individual alarm parameter

sets configured for each of the zones are used in the test mode as well.

Alarm outputs, buzzer operation, alarm transmission via interfaces, transmission of temperature data

as well as acknowledgement and reset notification can be disabled in the test mode by checking the
respective boxes in the TEST MODE SETTINGS window.

Close the window by pressing OK if the selected settings shall be saved. Otherwise, press CANCEL.
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Test Mode Settings - 3032 X

f 3032

Test mode settings of the selected controller.

/| Enable test mode alarm parameter set
Tezt mode alarm parameter set

TestALP10 -

Dizable programmable outputs
/| Disable buzzer
/| Dizable alarm transmission via interfaces
/| Dizable temperature data transmigzion

/| zable acknowledgement and rezet notification

Cancel ] | a4

Figure 81: Service: Test mode settings

6.2.2 Activation and Deactivation of the Test Mode
The test mode is activated by pressing the ACTIVATE TEST MODE button in the SERVICE tab (Figure

77). You have to confirm the activation of the test mode by pressing YES in the confirmation window.
Then, the controller is operated in the test mode. The controller status displayed in the TREE VIEW

changes to TEST MODE (Figure 82).

The collective fault output of the controller is activated, and respective address points are

sent. Test mode settings are used.

[m] Tree Wiew -

Device Status

S O 3032-(10.16.13.45] %] Test Mode
) Ch.01: Fibre &
3 Ch.02: Fibre B

Figure 82: Tree view of a controller in the test mode

The middle button in the TEST MODE section of the SERVICE tab is then renamed to DEACTIVATE
TEST MODE (Figure 83). Press this button to return the controller to the normal operation mode.
You have to confirm the deactivation of the test mode by pressing YES in the confirmation window.
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Figure 83: Test mode section of the service tab after activation of the test mode.

6.2.3 Performing Controller Tests
In the test mode, the controller is fully operational, but with the modifications mentioned above. The
test mode can be used to trigger test alarms using heating equipment for the sensor cable.

Certain events can be simulated in the test mode after pressing the PERFORM TEST button of the
SERVICE tab. Then, the PERFORM TEST window (Figure 84) shows the outputs, inputs and fibres of
the controller. Events on individual or all outputs, inputs or fibres are simulated after selecting the
respective hardware entry by double clicking the entry or by pressing the ACTIVATE / DEACTIVATE
buttons.

Simulation of an active output means that the output is activated.

Simulation of an active input means that all actions (alarm, output, address point) configured for
activation of the input are executed.

Simulation of an active fibre means that all alarms and fibre breaks configured for any of the zones
are triggered.

Simulation of an active zone means that the alarm and fibre break configured for the zone are trig-
gered.

Perform Test - 3041 x
3041
Perform Test
Doule Click Item to trigger test
= O 3041
= Cukputs
Cut #2
Cut #3
Qut #4
ok #5
ok #6
ok #7
Ok #5
ok #9
Cuk #10
+- Inputs
+- () 3041 - Fibre 1
Activate ] [ Deactivate Full Reset

Figure 84: Perform test window

The controller can be returned to a non-activated test state by pressing the FULL RESET button. A
FULL RESET is a RESET plus deactivation of all inputs and self-reset outputs. Finish the tests by press-
ing the CLOSE button.
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6.3 Support

6.3.1 Event Memory

The controller has a permanent event memory. Any events of the controller such as alarms, faults,
warnings and further messages are saved until the capacity limit of the memory is reached. After-
wards, the older entries are overwritten.

The content of the event memory of the controller is downloaded, saved in the Charon3 database
and displayed after pressing the EVENT MEMORY button in the SERVICE tab (Figure 85). The list of
events consists of several pages if the buttons NEXT and BACK can be selected. The period of time of
each page of the event entries is shown on the top left of the window EVENT MEMORY. The list of
events can be filtered by type of event, source and/or time by checking the boxes in the FILTER col-
umn. The numbers in brackets behind the words FILTER OPTIONS indicate the number of filtered
events and the total number of events. The list can be also arranged by time, type, source or descrip-
tion in ascending or descending order by clicking the headlines of the respective columns.

You can save the event memory to a rtf file or print it using the SAVE and PRINT buttons on the lower
right corner of the window.

The content of the event memory can be deleted from the Charon3 database or from the controller
by pressing the respective buttons in the upper right corner of the EVENT MEMORY window. If you
delete the events from the database only, the events remain in the controller memory and are
downloaded again after the next opening of the EVENT MEMORY window. If you delete the events
from the controller memory only, the events remain in the Charon3 database and are further visible
in the EVENT MEMORY window, but they are no more saved on the controller. These events are then
not available for another PC connected to the controller.

We recommend downloading the event memory during any service and deleting the event memory
of the controller afterwards.

68(120) © LIOS Technology GmbH 2014 LHD3OM En1.11
FOLHD - 143



Operation Manual

™
=l

i

Last Update

Filker Options [2002/2002]
= Groups
V| =) Address paint
V| 3 Errors
7| O warring
Y| i Information
= Types
V| 3 Fibre break

V| 3 Address point

= Sources
V| 2B Controller

v E Measurement war. ..

] ﬁ Alarm triggering lo...

£

30.10.2012 095812

Time

30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16
30.10.2012 09:58:16

Event Mernory - 3032

3032 [30.10.2012 09:58:16 - 30.10.2012 09:35:20]

Type

3 Address p...
3 Address p...
=} Address p...
=} Address p...
=} Address p...
=} Address p...
=} Address p...
=} Address p...

ﬁ Alarm trigge...

3 Fibre break
0 address point
E Measureme. ..

Delete All from Database | |

Delete Event Memory of the Controller

Source

O Controller
O Controller

Fibre 1
Fibre 1
Fibre 1
Fibre 1
Fibre 1
Fibre 1
Fibre 1
Fibre 1

B Controller

Fibre 1

Description

MNo.:[101] Error -
No.:[103] Error

No.:[2] Alarm [Maximum]

No.:[ 1003] Pre-alarm [Maximum]

No.:[4] Alarm [Maximum]

No.:[ 1004] Pre-alarm [Maximum]

No.:[3003] Fire magnitude

No.:[3010] Fire direction

"25,00 m-50,00 m","75, 00 m-100,00 m"

@[2523,00 m]

Mo, :[202] Warning

Temperature data not valid - The calculated temperature data contains n...

Shiow all Shiow only

Back

30.10.2012 09:55:08
30.10.2012 09:58:08
30.10.2012 09:55:08
SNAN.2012 N9:58:07

Shiow

Hide

ﬁ Alarm trigge... ) Fibre 1
¥ Fibre break ) Fibre 1
0 address point 2 Controller
3 Fihre 1

@[2523,00 m]
Mo, :[202] Warning

0 Measireme. ..

V| © Fibre 1 30.10.2012 09:58:08 3 Addressp... JF Controller No.:[101] Error
= Time 30.10.2012 09:58:08 3 Addressp.. JE Controller No.:[103] Error

Today 30.10.2012 09:58:08 (=} Addressp.. ) Fibrel No..[2] Alarm [Maximum]
Last 48 Hours 30.10.201Z 09:58:08 (=} Addressp.. () Fibre1l No.:[ 1003] Pre-alarm [Maximum]
This Week 30.10.2012 09:58:08 (=} Addressp.. ) Fibrel No.:[4] Alarm [Maximum]
This Month 30.10.201Z 09:58:08 (=} Addressp.. () Fibre1l No.:[ 1004] Pre-alarm [Maximum]
This Year 30.10.2012 09:58:08 (=} Addressp.. ) Fibrel No.:[3003] Fire magnitude

@ Show all 30.10.201Z 09:58:08 (=} Addressp.. () Fibre1l No.:[3010] Fire direction

25,00 m-50,00 m","75, 00 m-100, 00 m"

Temnerature data nob wvalid - The calrolated Femnerabore daka conkains ...

Save |

| Prink |

Close

Figure 85: Event memory window

6.3.2 Configuration Report
A controller configuration report is generated automatically by pressing the CONFIGURATION RE-

PORT button of the SERVICE tab. The report includes controller and fibre settings. A preview is shown

in the PREVIEW window (Figure 86). The report can be saved or printed using the respective buttons

in the upper left corner of the PREVIEW window.
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Figure 86: Configuration report
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6.3.3 Status Report

|
(S

A controller status report is generated automatically by pressing the STATUS REPORT button of the

SERVICE tab (Figure 87). The report includes controller and fibre status information.

The controller status information comprises

- project information,

- the software and firmware revisions,
- the current internal temperatures,
- the current level of supply voltage,

- the total operating time,

- and the maximum and minimum levels of the internal temperatures and the supply voltage.

The fibre status information comprises

- the length of fibre, and

- the values of relevant optical attenuation parameters

for each measurement channel.
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Figure 87: Status report
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The report can be saved or printed using the respective buttons in the upper left corner of the CON-
TROLLER STATUS window.

6.3.4 Project Information

The controller may be assigned to a project, and the project information is saved in the controller
memory. The project information is displayed in the PROJECT INFORMATION window (Figure 88)
after pressing the PROJECT INFORMATION button of the SERVICE tab. You can edit project name,
description and contact in the PROJECT INFORMATION window. Close the window by pressing OK to
confirm the changes. Otherwise, press CANCEL.

Project Information - 0TS3-MWI X

i H

= 0OTS3-MWI

Project Information
Project Name

Test Turinel

Project Description
Diescription of Test Tunnel
Project Contact

Mr, Service

Fire Detection Inc.
Street

Town

Country

Cancel ] I OF.

Figure 88: Project information window

6.3.5 Support Information

Perform at least one full measurement cycle on all fibres after the last change of configura-
tion or power off and on the controller before generating the support information. Charon3
requests the support information from the controller. This requires that the controller is
powered on and the Charon3 tree view indicates an active communication. Otherwise, the
support information may be incomplete.

Support information of the controller is prepared after pressing the SUPPORT INFORMATION button
of the SERVICE tab. First, the SUPPORT INFORMATION window opens (Figure 89). Then, diagnosis
data is downloaded from the controller. Wait till the red message DOWNLOADING DIAGNOSIS DATA.
PLEASE WAIT. (Figure 89) is replaced by the black message DIAGNOSIS DATA DOWNLOADED (Figure
90).

Enter the requested information into the respective fields of the GENERAL tab. Mandatory fields
have a red headline that changes to black after entering the information (Figure 90).
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Diagnosis Data - Energy Lab X

[ Gonerol | staus | esipion|

Project Name

‘Ka\lua Kona

Customer

Project Contact

Mrs, Erika Mustermann

Shipping Address

Phone Number

Save Diagnosis Data

Figure 89: Support information window

Diagnosis Data - Energy Lab

Gerert st | oesrooon|

Project Name

‘Ka\lua Kona

Customer

‘XVZ Technologies

Project Contact

Mrs, Erika Mustermann

E-Mail

erika. mustermann@:zyz-tech.com

Shipping Address

%47 Technologies
Department abc
123 Main Street
12345 ity
Country

Phone Number

‘4—99-1 23-12345678

Save Diagnosis Data
L

Figure 90: Diagnosis Data - General tab after entering the information

At the STATUS tab (Figure 91), check the applicable buttons and boxes for type of intervention, type
of issue, temperature reading issues and environmental conditions.

In case of an emergency or fault, enter a short description of the issue, the countermeasures taken
so far and their result at the DESCRIPTION tab (Figure 92). Describe faults as precisely as possible.
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All support information is saved as a support file (*.spp) by pressing the SAVE DIAGNOSIS DATA but-
ton. We recommend saving of support information at least once a year.

In case of an emergency of fault, send the support information to the LIOS Support by e mail

(Charon3@support.lios-tech.com).

Close the window by pressing OK.

Diagnosis Data - Energy Lab

Type of Intervention

(%) Commissioning (C)Maintenance

Type of Issue

[IFalse alarm [IData transfer issue

[Ipc software ; database issue [ | System fault

Temperature Reading Issues

[ Too high COToo low
[Jundefined

Environmental Conditions

[Jclean [ Dusty
Clowy [JHumid / foggy

Save Diagnosis Data
- - - -

Figure 91: Diagnosis Data - Status tab

() Emergency // fault

D Wrong temperature data
[Jother

[Junstable

[ Corrosive

COwet
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[Magnosis Data - Energy Lab x

I. Description |

Short description of the issue

Countermeasures taken zo far

Result of countermeasures

Save Diagnosis Data
- —

Figure 92: Diagnosis Data - Description tab

6.3.6 Firmware Update
The firmware of the controller can be updated by pressing the FIRMWARE UPDATE button of the

SERVICE tab. Then, the SELECT FIRMWARE window (Figure 93) opens. Please choose the proper loca-
tion and filename of the firmware to be used and press OPEN.

Select Firmware

Suchen in: |@ “htsclientt an EntireMetwork L§| Q @ E? &
[Chsupport
Ehtesting

Zuletzt [l Firmware_t.0.0.0.073

vermendete D

&

Desktop

®

Eigene Dateien

®

Lrbeitsplatz
% [Drateiname: Firrm-*.lare 1.000.0 L§| I Offnen I
Netzwerkumgeb  Dateityp [ &3 Firmuare fie .0T3) w|  [etbrechen |
Figure 93: Select firmware window
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Then, the FIRMWARE UPLOAD window (Figure 94) opens. You need to agree to the firmware license
to start the upload. Then, the FIRMWARE UPLOAD CONFIRMATION window (Figure 95) opens. Press
OK to start the upload.

The upload takes about 2 minutes. The progress of firmware upload and erase is shown in the status
section of the TRE VIEW (Figure 96). The controller re-starts automatically after successful upload.

Never switch off the controller or disconnect power during the upload or during erasing of
old firmware! Wait until the re-start has taken place! Power loss during firmware upload may
make a factory repair at LIOS Technology necessary.

Firmware Upload - Energy Lab x

TERMS AND CONDITIONS OF LICENSE FOR LIOS TECHHWOLOGY GMBH SOFTWARE PRODUCTS

1. Subject of the Contract

1.1 L105 Technology GmbH (hereinafter referred to as "LIOS"), grants its customer (hereinafter referred to as the "User") a
non-exclusive and non-transferable right to use any software

delivered to the User by LIOS (hereinafter referred to as the "Software") under the Following contractual terms and conditions
ihereinafter referred to as the "License™), Unless otherwise

Aggree ta licence and start upload
= ——J

Figure 94: Firmware license agreement

Firmware Upload - 3029 x

—

Figure 95: Firmware upload confirmation window

Tree Wiew

Device Status
- 82 G3-Performance Tests

Figure 96: Tree view during firmware upload
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6.4 Optional Licenses
Software functions of the controller and Charon3 can be extended using optional licenses. Table 9

shows an overview of the available licenses. You may purchase the licenses from LIOS Technology
and load the license file using the import function of Charon3 (see section 8.1).

Table 9: Optional licenses

Name of License Description

Sampling interval 0.25 m® Minimum sampling interval of 0.25 m

Temperature data over LON Output of temperature and backscattering profiles over the LON
protocol

Controller fieldbus data server Output of controller data over the MODBUS TCP, DNP3 and IEC
60870 protocols

BACNET® Output of controller data over the BACNET protocol
Charon3 Visualization Connection of the controller to Charon3 for unlimited time
Charon3 Enhanced View Enhanced visualization features of Charon3

7 Data Visualization

7.1 Quick Access Toolbar

The QUICK ACCESS TOOLBAR is shown in the upper left corner of the Charon3 window (Figure 97). It
offers buttons for printing, opening the measurement explorer, importing data and customizing the
toolbars.

WV T i) fg

o)

Customize Quick Access Toolbar

Cievice Service Edit
e ] T Prink
3) = 2 [2°
— i v | Measurement Explorer
Measurement  Message  Enhanced v || Import [
Excplorer Wiridon Wigt 1
Toals v || Start Measurement
o v | Stop Measurement r
v | Acknowledgernent
Device A resct
E5E
sia [-]
= %5 Eona More Cormrmands. ..
(= I8 Energy Lab-US... Shiw Quick dccess Toolbar Below the Ribbon

& Ch.O1:F o1
hd asEr Minimize the Ribbon

Figure 97: Quick access toolbar

The CUSTOMIZE window (Figure 98) opens after clicking to MORE COMMANDS. It offers options for a
display of the different toolbars by checking or unchecking the respective boxes.

> Distance range limited to 1 km.
6 .
Available on request.
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E Customize

| Toohars ;| Commands | oOptians |

X]

Toolbars:

Mew, ..
Iv Contraller

Iv Fibre

I# Test Mode
v Support:
v Edit

v Clipboard
¥ Search

¥ Tools

¥ Cptions
¥ selection
¥ status

W tvrange
™ Guickéccess

Rename. ..

Delete

Close

Figure 98: Toolbar tab of the customize window

[]

The OPTIONS tab (Figure 99) of the CUSTOMIZE window offers further options for the appearance of

the Charon3 window.

E Customize

| Toolbars | Commands | ptians

3

Personalized Menus and Toolbars

Menus show recently used commands First
Show Full menus after a short delay

Reset my usage data

Okher
|:| Large icons
Show ToolTips on toolbars
[ 5how shortcut keys in ToolTips

[Meny animations: (Mone) w

Close

Figure 99: Options tab of the customize window
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7.2 Edit
The name of a controller or fibre activated in the TREE VIEW can be edited using the RENAME button

of the EDIT tab. Activated controllers can be deleted from the tree view using the DELETE button of
the same tab.

— Dewvice SEPICE Edit g Wil d oes
=% I ST = L £ e

Few  Bename... Delete  Select Copy Cut  Paste Find
all

Edit Cliphoard Search

Figure 100: Edit tab

7.3 View

The displayed data and program options are handled using the commands shown in the VIEW tab
(Figure 101). The buttons of this tab are grouped into TOOLS and OPTIONS.

Device Zepvice Edit Wieny Wind ouys

B B E2 DI

Measurerment  Message  Enhanced  History  Refresh Options  Language
Explarer Wik coe Wiey

Tools Options

Figure 101: View tab

7.3.1 Tools
The group TOOLS of the VIEW tab comprises the buttons MEASUREMENT EXPLORER, MESSAGE
WINDOW, HISTORY and REFRESH.

7.3.1.1 Measurement Explorer

The measurement explorer is a powerful tool for managing the Charon3 database and for selecting
data for visualization and export. The MEASUREMENT EXPLORER window (Figure 102) opens after
pressing the MEASUREMENT EXPLORER button in the TOOLS section of the VIEW tab (Figure 101).

[=7)

A Measurement Explorer - = X

[ Clear ] Mame Start End Traces | Alarms | FB[Errors | Ewents | Description

“C Temperature profile 30.06,2011 15:42:02 30.06,2011 15:56:03 53 1] [1} 1]
= O Database * .
= dB Backscattering profile 30.06.2011 15:42:02 30.06.2011 15:56:03 53 a [1} a
=) i 30.06.2011 15:41:57-[P...

E‘ E 3041
wmw
i 30.06,2011 13:02:29-[%P. .
4 30.06,2011 10:58:30 HEP.
i\ 30.06,2011 10:43:09%P.
T 30.06,2011 09:34:09-[=p,,, ¥
2 object(s) 30.06,2011 15:42:02 - 30,06.2011 15:56:03 Fibre 1

Figure 102: Measurement explorer window
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The left part of the MEASUREMENT EXPLORER window shows the content of the database. The data-
base content is organised by measurement sessions labelled with date, time and user name. Each
session can contain temperature and backscattering profiles from a number of controllers and fibres
as well as zone data. The active measurement session is marked by using a bold font. Single control-
lers or fibres can be selected in the left part of the window.

Single or multiple TEMPERATURE PROFILE (Figure 120) and BACKSCATTERING PROFILE (Figure 122)
windows can be opened by double clicking controller, fibre, temperature profile or backscattering
profile entries in the right part of the MEASUREMENT EXPLORER window.

Double clicking on a measurement session entry opens the zone view (Figure 123), temperature pro-
file and backscattering profile windows for all data sets in the session.

Measurement sessions can be completely or partially deleted using the pull down menu appearing at
a right mouse click on the measurement session entry (Figure 127). The PROPERTIES entry of that
pull down menu can be used to add a description to the measurement session.

7.3.1.2 Message Window

The MESSAGE WINDOW opens after pressing the MESSAGE WINDOW button in the VIEW tab. It
shows the detailed communication between the controllers and Charon3. The MESSAGE WINDOW is
not needed for normal operation. It can provide additional information in case of communication

issues.

© <7 Time Source Message

19042011 15:59:14 B 3041-/F:[10.16.13.50] DSP: Fiber 1 - OFDR data acquisition progress 35%
19.04.2011 15:59:09 B 3041-/F:[10.16.13.50] [SP: Fiber 1 - OFDR data acquisition progress 10%

19.04.2011 15:53:09 B 3032/F:10.16.13.51] cloge connection 1 to po-mwi3.lios-koeln de

19.04.2011 15:59:.09 0 3032-F:[10.16.13.51] read fram peer 1 failed (0] (rull]

19.04.2011 15:59:04 TSubDataZonetdin Zone Minimum" [19,21 deg Ci2E.00 m]"," [20,07 deq C201.00 m]"," [19,93 deg Cr2228,00 m]"," [20,02 deg CiE&312,00 m]"," [19,97 deg CE
19.04.2011 15:59:04 TSubDataZonetax Zone Maximum' [20,56 deg CE39,00 m]"." [20.52 deg CE168,00 m]"," [20.44 deg CE240.00 m]"," [20.39 deg C333,00 m]"," [20.52 deg C
19.04.2011 15:59:04 T5ubD ataZonetdean Zone Average:” 20,25 deg C"," 20,30 deg C"." 20,22 deg C"." 20,19 deg C"." 20,19 deg C"." 20,11 deg C"." 20,11 deg C"." 20,08 deg C"."

19.04.2011 15:59:04 T5ubD ataProfileRefTemp Temperature data received.

Figure 103: Message window

7.3.1.3 Temperature History

The TEMPERATURE HISTORY window visualizes the temporal development of the temperature at
certain locations. Just double click onto a data point in a TEMPERATURE window. Then, the TEM-
PERATURE HISTORY window (Figure 104) opens below the TEMPERATURE window and shows tempo-
ral development of the temperature at the selected location. The temporal development of the tem-
perature at other locations can be added to the TEMPERATURE HISTORY window be double clicking
the respective data points. In addition, the temporal development of the temperature at the mouse
cursor position is shown in red. The legend in the lower part of the windows shows which locations
correspond to the displayed temperature history curves.

Double clicking on a certain point in the temperature history curve automatically moves the scroll bar
of the related temperature and backscattering profile windows to the temperature trace taken at
that time.

The TEMPERATURE HISTORY window can also be opened by pressing the HISTORY button of the
VIEW tab (Figure 101) while a TEMPERATURE window is activated.
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Figure 104: Temperature profile and temperature history windows

7.3.1.4 Refresh

Pressing the REFRESH button of the VIEW tab or the REFRESH entry of the pull down menu shown in
Figure 127 updates the measurement session list of the activated measurement explorer window.

The REFRESH may be used to get access to a recently taken measurement session.

7.3.2 Options

7.3.2.1 Options

The OPTIONS window (Figure 105) opens after pressing the OPTIONS button in the VIEW tab. It com-
prises the tabs GENERAL, DEFAULT CONFIGURATION, CLEANUP, MEASUREMENT SESSIONS and EX-

PORT.
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Options - LIOS Technology - Charond - [3.0,55.0]

II
=
o]

| Measurement Sessions I Expart I RTTR
General | Default Configuration | Cleanup =
Report Options
Print LIOS-Logo

Display Units:
Show Contraller Time Stamps
@ - O °F
@ m It
@ hPa ) psi

Measurement Window Properties:

Animation Speed: 7 ]

] Temperature Reference Profile
Offset in hours 1

l Restore Database

Figure 105: General tab of the options window

In the GENERAL tab (Figure 105) you can choose the following options:

- The LIOS logo is printed in the reports if the corresponding checkbox is activated.

- You can select CONTROLLER TIME STAMPS as well as international (SI) or US units for the
display of data. Controller time stamps correspond to Universal Time (UT), whereas PC time
stamps usually correspond to the local time. Charon3 needs to be restarted after changing
the units. Data in the database are always saved in Sl units. US units can only be used for the
display and for the ASCII export of data.

- You can adjust the ANIMATION SPEED of the measurement window according to the capabil-
ity of your PC and your personal requirements.

- You can choose to display a REFERENCE TEMPERATURE PROFILE with a selectable time offset
to the current temperature profile. You can specify the time difference between the current
and the reference temperature profiles by setting the OFFSET IN HOURS.

- In case of a fault in the Charon3 database, you can restore the configuration data of the con-
trollers in the tree view by pressing the button RESTORE DATABASE.

All measurement data in the database are deleted by restoring the database.
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General | Default Configuration |Cleanup I Measurement Sessions I Export | RTTR |

Enhanced View

Shaw enhanced view in a separate window.

Import of MEX Files

| Show data after import of MEX files

Startup Mode

| Customer Mode hd

| User management |

Select Application Settings

| Select. .. |

Figure 106: Default configuration tab of the options window

In the DEFAULT CONFIGURATION tab (Figure 106) you can choose the following options:

- You can choose to display an ENHANCED VIEW in a separate window by checking the corre-
sponding box. (ENHANCED VIEW is an optional feature of Charon3 requiring a special li-
cense.)

- You can choose to open the measurement data windows automatically after a *.mex file im-
port.

- You can select two different modes for starting Charon3:

o Customer mode (default) — Charon3 starts in user level 1
o Service Mode — Charon3 starts in user level 3. This mode can only be activated in
user level 3 (see section 3.3).
- You can select different application settings.

The APPLIACTION SETTINGS cover the following:

- Authorisation for changing or selecting of controller settings (general settings, standard
zones, measuring and alarm parameter sets)
- Default settings for the initial commissioning.

The APPLICATION SETTINGS were assigned to a controller during the initial commissioning within the
QUICKSTART. In case of an already commissioned controller, it has to be reset to factory defaults,
before APPLICATION SETTINGS can bereassigned. This procedure avoids the unwanted change of
controller settings in case of subsequent modifications of the APPLICATION SETTINGS.

Press the select button to select application settings. The APPLICATION SETTINGS window opens
(Figure 107). It shows a list of pre-defined application settings. You can activate an application setting
by clicking the respective ACTIVE button. You can also open new application settings or show and
delete existing ones.
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In user level 4 (see section 3.3), you also can copy, edit or save application settings (Figure 108). Use

the combination of copy and edit to generate a new application setting. Name, description and au-

thor of an application setting can be edited in the list by clicking the respective field and pressing the

F2 function key.

Marme

Building

General Industry
General en.sure
General well.done
Parking Deck.
Siemens Basic
Tuninel

Drescription
Building

Mo zones

o zanes

Mo zones

Parking Deck.
EBasic applications
Tuninel

Cpen

] [ Shiow

Figure 107: Application settings window

A

O0000®OO0

ctive

Mame
EBuilding
General Industry

General en.sure
General well,.done
Parking Deck.
Siemens Basic
Tunnel

Description
EBuilding
Mo zones

Copy of Mo zones

Mo zones

Mo zones

Parking Deck.
EBasic applications
Tunnel

Browse Application Settings

Authar

LIOS Technolagy GrbH
LIOS Technology GmbH
LIOS Technology GmbH
LIOS Technology GmbH
LIOS Technology GmbH
Siemens Switzerland
LI23S Technology GmbH

Date

09.01.2012 14:22:20
07.10,2011 15:41:49
12.10.2011 15:44:15
07.10,2011 158:42:13
22.11.2011 153:54:11
09.01.2012 16:11:31
09.01,2012 153:142:03

Browse Application Settings

Author

LI0S Technology GmbH
LIOS Technology GmbH
LI0S Technology GmbH
LIOS Technology GmbH
LI0S Technology GmbH
LIOS Technology GmbH
Siemens Switzerland
LIOS Technology GmbH

Date

058.11.2012 11:21:34
05.11.2012 11:21:34
058.11.2012 11:22:37
05.11.2012 11:21:35
058.11.2012 11:21:37
05.11.2012 11:21:37
058.11.2012 11:21:35
05.11.2012 11:21:39

Open

[ show

| [ odes |

Copy

J[ e |

Save

Figure 108: Applications settings window in user level 4

Cancel ] [ O

Cancel ] [ Ok

Select an application setting by clicking its name and using the SHOW or EDIT buttons to open it.
Then, the APPLICATION SETTING window (Figure 109) opens. It shows a list of Charon3, controller,
test mode and parameter set settings.

In the edit mode of user level 4, you can choose the default settings by selecting options or by editing

the entries in the DEFAULT SETTINGS column. You can also set permissions, meaning that a user can-

not change the respective setting when the application setting is active.
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=] Application Settings--Read only - =2 X
% Tunnel -- Tunnel
General Settings | Default Zones | Alarm Parameter Sets
Mame Defaulk settings Permissions
= LIOS Technology - Charon3
Lag Path c\OTSDatalReparts
Report Language WISUALIZATION LAMGUAGE
= Controller
Buzzer Alarm and Fault
Pre-Alarm Output Mode Self-reset
Deactivate self-reset outputs on reset Mo
Default system address points Yes
Lacked made ™
= TestMaode
Test mode alarm parameter set Test Mode
Disable programmable alarm outputs Yes
Disable buzzer es
Disable alarm transmission via interfaces es
Disable temperature data transmission Yes
Disable acknowledgement and reset notification Yas
= Parameter Sets
Enable all measurement parameter sets Yas
Enable all alarm parameter sets Yes
Cancel l ’ o]

Figure 109: Application settings window - general tab

The DEFAULT ZONES tab shows a table of feed, alarm and runout zone settings. Those zones are
automatically defined, when the application setting is selected during the QUICK START (section 4.1).
The software defines one feed zone, one runout zone and a number of alarm zones with the pre-
defined zone lengths and alarm parameter sets together covering the whole length of the sensor
cables. The names of the alarm zones are generated from the name in the table and a serial number.

In the edit mode of user level 4, you can change the default zone settings in the table using the dou-
ble click or the function key F2.

i 5

a Application File--Read only -

% General —- Test application

General settings | Default Zones | Measuring Parameter Sets | alarmParameter Set

Zone Type Mame Length fm AlarmParameterSet | Pre-alarm Parameter Set
Feed zone FeedZone 0,0 - -

Alarm zones Fone 0,0 - -

Funout zone LastZone 0,0 - -

Figure 110: Application settings window - default zones tab

If the ENABLE ALL MEASURING PARAMETER SETS option at the general tab is set to NO, the activa-
tion of measuring parameter sets is shown at the MEASURING PARAMETER SETS tab (Figure 111).
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Only measuring parameter sets with a checked PERMISSION box are available, when the application

setting is activated.

In the edit mode of user level 4, you can change the permission settings by checking or un-checking

the boxes.

s

LY

General setkings | Default Zones

Marme

EM 54-22 1CH 0.25m
EM 54-22 1CH 0.5m
EM54-22 1CH Im
EM 54-22 1CH 3m
EM 54-22 2CH 0.25m
EM 54-22 2CH 0.5m
EM54-22 2CH 1m
EM 54-22 2CH 3m
EM 54-22 4CH 0.5m
EM54-22 4CH 1m
EM 54-22 4CH 3m
Fast 1CH 0.25m
Fast 1:CH 0.5m
Fast 1CH Im

Fast 1CH 3m

Fast 2CH 0.5m
Fast 2CH 1m

Fast 2CH 3m
ltrafast 1CH 0.5m
Ulkrafast 1CH 1m
Ulkrafast 1CH 3m

Measuring Parameter Sets

Application File

'@ General Test -- Copy of No zones

o
@
]
=3
un
M
o
3
un

HEHFHEEHEIEFREEEEREEEEEEEIE

Select all l [

Unselect All

AlarmParameterset

cancel | |

oK

Figure 111: Application settings window - measuring parameter sets tab

The activation of alarm parameter sets is shown at the ALARM PARAMETER SETS tab (Figure 112). If
the ENABLE ALL ALARM PARAMETER SETS option at the general tab is set to NO, the check boxes
represent permissions. Otherwise, they just indicate which alarm parameter sets are included in the

application setting when it is saved to a file. Only alarm parameter sets with a checked PERMISSION

box are available, when the application setting is activated.

In the edit mode of user level 4, you can change the permission settings by checking or un-checking

the boxes.

Press OK to close the application setting or to save the changes.
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a Application File--Read only - =

'& General -- Test application

eneral settings | Default Zones | Measuring Parameter Sets | AlarmParameterSet

Tunnel Portal
Tunnel Standard
Ik af ast

Mame Included
EM 54-22 AlN
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Mew
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Figure 112: Application settings window - alarm parameter sets tab

Dptions - LIDE Technology - Charond - [3.0,55.0] X
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General I Default Configuration | Cleanup =
Database:
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Delete data older than:

ry

Count: 8 Limit: ’Week(s) v” Cleanup Mow

Cleanup Schedule:

=

Run cleanup routing every day at: 3 Hl]

- -

=

[[] Save event data and keep surrounding data for:
1 [E Hauris)

Preview:

& Weekis)

Event 03:00
Bl Measurement cycles to deleted
I IMeasurement cycles nok to be delsted
I Protected measurement cycles
[ Space for measurement cycles

Figure 113: Cleanup tab of the options window

Charon3 saves all measurement and configuration data in a database. Considerable volumes of data
can be accumulated over time, although all data is stored in a compressed format. It is therefore
essential to choose proper settings for a database cleanup in the CLEANUP tab (Figure 113).

- You can select to keep imported data permanently. Then, this data is excluded from cleanup.
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- You can activate the automatic cleanup and select a suitable age of data to be deleted. You
can also start an immediate cleanup be pressing CLEANUP NOW.

Older data cannot be restored after cleanup. Export any permanently re-
quired measurement data to a *.mex or ASCIl data file before starting a
cleanup.

Please estimate the volume of data to be accumulated over time, compare it
to the available capacity of your hard disk, and choose the cleanup settings
accordingly. Otherwise, the database can get faulty, and all data can be lost.
You should also keep the volume of the database as low as possible in order
to achieve optimum performance of the Charon3 visualization.

- The automatic cleanup is executed during each shutdown of Charon3. You can also schedule
a daily cleanup for a time where optimum performance of the visualization is not required.

- You can choose to keep older event data and measurement data surrounding events in the
database after cleanup. This prevents the loss of important data by the cleanup.

The preview in the bottom of the cleanup tab gives you an estimate on the portion of data to be de-
leted in the next cleanup. The cleanup does not immediately reduce the size of the database. Every
30 days and in case of low free disk space, Charon3 automatically initialises a compression of the
database that releases the disk space of the deleted entries. Depending on the volume of the data-
base, the compression can take several minutes.

Options - LIOS Technaology - Charon3 - [3.0.55.0] X

| General | Default Canfiguration I Cleanup
Measurement Sessions | Expart | RTTR =

Session Divide Mode

| Activate cutting of sessions

@ Cut measurement session after 2000 = Traces

Cut measurement session after 7

00:00:00

Figure 114: Measurement sessions tab of the options window

Charon3 organises the measurement data in the database in a number of sessions in order to en-
hance the performance of the data visualization. You can change the measurement session settings
in the MEASUREMENT SESSIONS tab (Figure 114) of the options window.

87(120) © LIOS Technology GmbH 2014 LHD3OM En1.11
FOLHD - 162



Operation Manual =l
We strongly recommend activating the cutting of sessions. You can choose to cut sessions after a
number of temperature profiles (traces) or after a number of days. In the latter case, you can also set

a time for cutting the sessions. The optimum number of traces in a session depends on the capability
of your PC. We recommend using a maximum of 2000 traces in the beginning.

You can activate the automatic export of temperature profiles by checking the box on the EXPORT
tab of the OPTIONS window (Figure 115). You can also choose the path for saving the exported data.
If the export is activated, Charon3 automatically saves new data received from connected controllers
with a ONLINE DATA EXPORT to the chosen folder.

Options - LIOS Technology - Charond - [3.0.55.0] x

General | Default Configuration I Cleanup
Measurement Sessions | Export | RTTR =

Automatic Temperature Profile Export

Export

CA0TSDatalc3h, Browse. .,

Figure 115: Export tab of the options window
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7.3.2.2 Language

Language X

i3
@ Select the display language

EMGLISH b

’ Cancel ] I Ok ]

Figure 116: Language window

Charon3 supports a number of different languages. The LANGUAGE window (Figure 116) opens after
pressing the LANGUAGE button in the OPTION tab. Select your language in the pull down menu and
press OK.

7.3.2.3 Licence
(Not yet implemented. The LICENCE button will enable the installation of additional software licences

in future versions of Charon3.)

7.3.2.4 Plug-In

The PLUG-IN button enables the activation and configuration of additional software features. In Fig-
ure 117 one plug-in is shown. Additional plug-ins are available for the implementation of communi-
cation protocols, data export function and continuative data processing.

a Plug-Ins - B X
LICS Technalagy - Charond supparks the Plugln Interface Wersion:[1.1.0.1],

& Active Marne Description Lice... Versian

a% Mo CYMCAP RTTR Real Time Thermal Rating of Power Cables using CYMCAP Mo 1.6.0.2

Close

Figure 117: Plug-In Window

7.4 Windows

The displayed windows are handled using the commands shown in the WINDOWS tab (Figure 118).
You can select the active window using one of the buttons of the left section SELECTION. For in-
stance, if you press the SHOW TEMPERATURE DATA button, a list of open temperature data windows
is displayed, and you can activate one of them by clicking its entry (Figure 119). Further types of data
windows can be activated using the buttons SHOW BACKSCATTER DATA, SHOW ZONE DATA or WIN-
DOWS BY NAME.

— Device Service Edit Wieun Wfindoes
a= e 4L — r = = oo = Wertical
(‘.—: '\;IB E Q » ’Z E: (| - Tile
Showe Temperature  Show Backscattering  Show Zone  Windows Close  Close  Minirmze  Minimize  Arrange all Standard  Tile Temperature ;_. B
Data = Data = Data ~ by Mame ~ Al Al wiindows Profile Windows 0 Caseade
Selection Status Arrange
Figure 118: Windows tab
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Dewvice Service Edit: Wiewny Wind oes
ac= <% oo = Wertical
C dB O | & G 3 =] I 2 RN
o Tile
Showe Temperature | Show Backscattering  Show Zone  Windows Close  Close  Minimze  Minimize  Arrange all Standard  Tile Ternperature
Data = Data = Data ~ by Mame ~ Al Al wiindows Profile Windows = Cascade
| 1 Ternperature - 3032 Ch.0L: Fibre & [30,10,2012 10:44:52 - 30,10,2012 10:56:51] L Status Lrange

Figure 119: Activation of a temperature data window

All or individual windows can be closed or minimized using the buttons in the middle section STATE.

The arrangement of windows on the screen can be changed using the buttons in the right section
ARRANGE.

7.4.1 Temperature Profile

The TEMPERATURE PROFILE window (Figure 120) shows temperature profiles taken in a measuring
sequence. You can move through the measurement sequence using the scroll bar at the bottom of
the window. You can start and stop an automatic scrolling using the buttons at the lower right corner
of the TEMPERATURE PROFILE window.

Number of data point, location and temperature reading at the cursor position are displayed in the
lower right corner of the window.

If you click to a position in the temperature profile and move the mouse cursor to another position, a

bold cross is displayed at the click position and a thin cross is displayed at the current mouse cursor
position.

°C Temperature - 3041 [03.05.2011 15:50:12 - 03.05.2011 15:53:57] Fibre:1 =X

3041 [Fibre 1]

=

=@

Temperaturs [° C

124-

104-

af--

6.

at--

21

ot

@ibes :

1] S0 10N 1500 2000 2500 3000 3S00 4000 4500 SO0 S5O0 EOOD SO0 7000 7500 BOD0  BS0 S000 8500 40000 10500
Filare Location im

Trace 16/16 03.05.2011 15:53:57 Data Point: 2409 Position: 7227,57 m Temperature: 24,79 ° C
< S\ B

Figure 120: Temperature profile window
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You can zoom into the temperature profile by pressing the left mouse button on the upper left cor-
ner of the desired section and by dragging the mouse pointer down to the lower right corner while

the mouse button is permanently pressed. Then, release the mouse button. You can zoom out by
pressing the mouse button at any position, drawing to the upper left and releasing the button.

You can scroll through the temperature traces using the button or the arrow keys of the scroll bar.
Temperature traces of all channels are shown in the order of recording. If you click to the left or right
side of the scroll bar, the next temperature trace of the same channel is shown. You can start and
stop automatic scrolling of traces using the double arrow and square buttons at the lower right cor-
ner of the window.

You can choose any temperature trace to become permanently visible in the window by using a right
mouse click and selecting SAVE CURVE TO REPOSITORY in the pull down menu (Figure 121). The
traces in the repository and the trace selected by the scroll bar are then simultaneously visible in the
window.

The scrolling and curve repository functions are also available for the backscattering profile windows
(see section 7.4.2).

°C Temperature - 3041 [14.04.2011 16:27:51 - 14.04.2011 16:35:07] Fibre:1 - 8 X

3041 [Fibre 1]

o -
22
204-

u Save curve bo repository
Curve repasitory

(5 Open data from text file

Temperature reference profile
Pre Alarm group
Alarm group
E Curve style
g s e e SRR e oo

T T
a 500 1.000 1500 2000 2500 3000 3500 4000 4500 5000 5500
Fibre location /n

—— — T
G000 6500 7000 7500 8000 8500 9000 9500 10.000 10.500

— *14.04 2011 16:35.07 — 14.04 2011 16:27:51 I

Trace 28/28 14.04.2011 16:35:07 Data-Point: 63 Position: 190,97 m Temperature: 21,74 ° C
< P44 H B

Figure 121: Curve repository in the temperature profile window
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7.4.2 Backscattering Profile
The BACKSCATTERING PROFILE window (Figure 122) shows the Stokes, anti-Stokes or both backscat-
tering profiles in linear or logarithmic presentation according to the selections made in the right part
of the window. You can scroll as well as zoom in and out in the same way as described for the TEM-
PERATURE PROFILE window (section 7.4.1The backscattering profiles are useful to evaluate the qual-
ity of the sensor cable installation (see section 5.4). For the description of scrolling and curve reposi-
tory functions see section 7.4.1.

dB Backscatter - OTS3-14-62 S/N:3029 [31.03.2011 11:40:12 - 31.03.2011 11:40:44] Fibre:1 - =5 X

B Channel
(=) 5tokes
O inti-stokes
() Both
View

) linear
(%) lngarithmic

OTS3-14-62 S/M 3029 [Fibre 1]

Reference paint

Level idB
0

7000 &.000 9.000 10.000

Fibare lacation im

a 1.000 2.000 3.000 4.000 5000 6.000

12.000

13.000 14.000

Trace 2/3 31.03.2011 11:40:28.576 Data-Point: 3058 Position: 9174,13 m Level: 21,19 dB Attenuation / pos: 0,93 dB Attenuation: 0,28020 dB/km
< P44 E P

Figure 122: Backscattering profile window

7.4.3 Zone Data

The ZONE DATA window (Figure 123) opens after taking the first measurement in a measurement
sequence or after double clicking on a measurement session entry in the MEASUREMENT EXPLORER
window (Figure 102), if active zones are defined on the respective controller.

= Zone Data - Energy Lab [11.10.2011 17:47:58 - 11.10.2011 17:50:24] - = X
Filter Options Status | Tmax [ *C | Tawg) °C | Tminf ©C | Index Fibre Mame Stark End = Alarm | Pre-alarm Fault
= Fibre B :ic0 20,95 20,63 1 Fibre1 Zone 1 0,00 100,00 a Mo A
® B allfibres E =07 20,61 20,41 2 Fibre1 Zone 2 100,00 200,00 Mo Mo
O © Fibre 1 BEl o050 20,34 20,14 3 Fibre1 Zone 3 200,00 300,00 Mo Mo
= Events B 0 20,12 19,97 4 Fibre1 Zone 4 300,00 400,00 Mo Mo
[7] 3 Alarm E o 20,07 19,95 5 Fibre 1 Zone § 400,00 500,00 Mo Mo Mo
fi Pre-alarm e :0.1z 19,88 19,68 & Fibre1 Zone & 500,00 600,00 - Mo
0 Fault B i 19,69 19,51 7 Fibre 1 Zone 7 600,00 700,00 Mo
[#] £ ro event BE 100 19,45 19,29 & Fibre1 Zone & 700,00 500,00 Mo
a0 19,19 19,00 9 Fibre 1 Zone @ 500,00 900,00 Mo
[ EE 19,11 18,94 10 Fibre 1 Zone 10 900,00 1000,00 Mo
B ico: 18,78 18,67 11 Fibre 1 Zone 11 1000,00  1100,00 Mo
E s 18,65 18,43 12 Fibre 1 Zone 12 1100,00  1200,00 Mo
B ics 18,42 18,29 13 Fibre 1 Zore 13 1200,00  1300,00 Mo
B s 18,18 17,99 14 Fibre 1 Zone 14 1300,00  1400,00 Mo
S 1527 18,11 17,97 15 Fibre 1 Zone 15 1400,00  1500,00 Mo
e 500 17,57 17,67 16 Fibre 1 Zone 16 1500,00  1600,00 Mo
Trace 10/10 11.10.2011 17:50:24
< P4 E M

Figure 123: Zone view window

The ZONE DATA window shows the state, index, fibre, name, starting and end position, presence of
alarms, pre-alarms and faults as well as maximum, average and minimum temperatures for all zones.
Green indicates the normal state, yellow a fibre fault, orange a pre-alarm and red an alarm state of
the zone. You can filter the zone entries using the fibre and events filters in the left part of the win-
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dow. Zone entries are sorted according to the content of any of the columns in the right part of the
window by clicking on the header of the respective column.

The content of the ZONE DATA window corresponds to the state of the controller after the last
measurement respectively the measurement activated in the temperature profile window. So far, a
reset does not update the zone view.
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8 Data Handling
All controller and measuring data is saved in the Charon3 database on your computer. You can im-

port and export data using the entries in the START menu (Figure 125) or in the MEASUREMENT EX-
PLORER menu (Figure 127).

8.1 Import

Measurement data and controller configurations previously exported from databases of any other
Charon3 software installation with the same or lower software version can be imported to the data-
base of the current installation using the IMPORT button of the START menu (Figure 124). Additional
controller licenses can also be loaded using the IMPORT button. The OPEN A MEASUREMENT DATA
FILE window (Figure 125) opens after pressing the IMPORT button. File names of measurement data
files have the extension .mex, controller configuration files have the extension *.cg3 and controller
licenses have the extension *.1i3. All data formats are intended for sole use by Charon3, and not for
use by other software. Select the folder and file name of the data to be imported and press OPEN to
start the import. The import of controller licenses is only possible if the controller is connected.

. m O 5 LIOS Technology - Char

[

s

| bw| @

Recent files
Irmport

Export 4

Print

I

&f Printer Setup

BT | | Exit
| & Options | | 2 Language
Figure 124: Start menu
Open a measurement data file E]
Suchenin: | £ 20101220 Test Rof+F ¥ o P E
y @ 1st day testing
23 2EI1EI-12-21 2nd Testing day 6km 1m3 8s A1
Zuletzt
wvemwendete D.
Desktop
Eigene D ateien
=X
9
Arbeitsplatz
“:‘] Dateinamne: A ‘ [ Offren I
»
Hetzwerkumget  Dateiyp Dats Files [*.mex, *.ctc Abbrechen

Figure 125: Open a measurement data file window

8.2 Export

Measurement data, zone temperature and controller configurations can be exported from the
Charon3 database to separate data files using the EXPORT button of the START menu (Figure 126) or
the MEASUREMENT EXPLORER menu (Figure 127). File names of measurement data files for use with
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other Charon3 instances have the extension *.mex, whereas controller configuration files have the
extension *.cg3.

Measurement data can also be exported to ASCII (*.txt) files in order to be used by other data analy-

sis software.

iy, m 0 )=

[

I t ]
A @: Measurement Data (*.mex)

Expork 3
[%I Measurement Data {*.txt)

Oy
—Hﬂ
- ﬂé_

- B Controller Configuration {*.cg3)
I.,__t Prinker Setup

[om | Exit

| & Options | | 44 Language

Figure 126: Export menu in the start menu

The export of a measuring session as a *.mex file is also available in the measurement explorer win-
dow. A right mouse click on the session opens a pull down menu with the EXPORT entry (Figure 127).

The EXPORT window (Figure 128) opens after selecting measurement data export as a *.mex file. You
can choose type and time range of data before starting the export.

0 Measurement Explorer - = X
[ Clear ] e Skark End Traces  Alarms | FE[Errors | Events | Description
0 3041 30,06.2011 15:42:02 30,06.2011 15:56:03 106 a a a

= [ Database ~ |

"% O} Refresh

- b
0 Fibre 1 O Open new measurement sessian

5, 30.06.2011 13:0 &1 open
30.06.2011 1035 [7] Clase
30.06.2011 1049 ] Miiize

30.06.2011 0a;q) I Delete .
29.06.2011 114 Il Delete time range...

20,06.2011 11:4

29.06.2011 09:2

28,06.2011 111

27.06,2011 17:[ Measurement daka export  Chrl+5

27.06,2011 134

Permanent measurement

Propetties. .. Alt+Enter
21.06,2011 18:1
| 21.06.2011 15:1 “4 Find ChrkF
B0 210ANN R ZADE.. Y]
1 ohiject(s) 30.06,2011 15:42:02 - 30,06.2011 15:56:03 30.06,2011 15:41:57-[XPMUser VIR TUALP-34829]

Figure 127: Measurement data export in the measurement explorer

Export x
Data to be exparted Tirie Range
Temperature data

From 1004455 = 30.10.2012 [+
Backscatkering data
ZDI‘lE Data ta 11:01:41 = 30.10.2012 [E-
Frequency data

[a]4 ] [ Cancel

Figure 128: Selection of measurement data to be exported as *.mex file
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The ASCII EXPORT window (Figure 129) opens after selecting a temperature window or a zone data
window and using the EXPORT button of the START menu. Select measurement data export as a *.txt
file (Figure 126).

For exporting temperature data you can choose various options on the data format, type of data and
header as shown in Figure 129. You can also select certain ranges of temperature profile (trace) and
data point numbers. Furthermore, time and/or distance intervals of the exported data can be in-
creased by selecting the export of each x" trace or data point only. This option is quite useful to con-
siderably reduce the amount of exported data.

ASCII Export x

Traces in Data range
(%) Columns Fram trace 1 < >
O Lines

ko trace 1194 < b
Options
Text ety Each x. krace 1 < >
Include locations From data point 1 < >
[l Include painks no.

ta data paink 4096 4 >
Include time stamps

Each x. data point 1 < >

Include cycles no.

Decimal separator
v

. AT [a]
[IFixed column width: =

Column separatar
Tab

The Fallowing daka will be expaorted:
1194 of 1194 traces with each 4096 of 4096 data points

Cancel l I Save

Figure 129: Settings for measured temperature data to be exported in ASCII format

For exporting zone data you can choose various options on the data format, type of data and header
as shown in Figure 130.

You can select

- certain ranges of zone temperature data (traces),
- the zone maximum, minimum and average temperature, and
- zones for which the data shall be exported.
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ASCH Export X

S EEE

(Fibre 1) FeedZone

(Fibre 1) Zone 1
{Fibre 13 Zone 10

(Fibre 1) Zone 11

{Fibre 1 Zone 12
(Fibre 1) Zone 13
@ (Fibre 1) Zone 14

Figure 130: Settings for zone temperature data to be exported in ASCII format
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9 Parameter Sets

9.1 EN 54-22 Approved Parameter Sets

The measurement parameter sets shown in Table 10 are approved according to EN 54-22. Parameter
sets matching the number of channels of the controller and the length of the connected fibres are
displayed in the measurement parameter window (Figure 63) and can be selected. The available dis-
tance range is further limited by the distance range of the used controller model (Table 11).

Table 10: EN54-22 measurement parameter sets

Name # of Channels Sampling Measuring Measuring

Intervall Time per Time

Channel

m s s
EN 54-22 1CH 3m 1 3 16 16
EN 54-22 1CH 2m 1 2 16 16
EN 54-22 1CH 1m 1 1 16 16
EN 54-22 1CH 0,5m 1 0,5 16 16
EN 54-22 1CH 0,25m 1 0,25 16 16
EN 54-22 2CH 3m 2 3 8 16
EN 54-22 2CH 2m 2 2 8 16
EN 54-22 2CH 1m 2 1 8 16
EN 54-22 2CH 0,5m 2 0,5 8 16
EN 54-22 2CH 0,25m 2 0,25 8 16
EN 54-22 4CH 3m 4 3 4 16
EN 54-22 4CH 2m 2 2 4 16
EN 54-22 4CH 1m 4 1 4 16
EN 54-22 4CH 0,5m 4 0,5 4 16

Table 11: Maximum sensor cable length of the LHD3 and LHD3S controller models

Name LHD3 LHD3- LHD3- LHD3S LHD3S- LHD3S-
EXT3 EXT4 EXT3 EXT4

km km km km km km

EN 54-22 1CH 3m 14 10 5 5

EN 54-22 1CH 2m <) 2 4 4

EN 54-22 1CH 1m 4,5 4 - 2 2 1

EN 54-22 1CH 0,5m 2 2 - 1 1 -

EN 54-22 1CH 0,25m 1 - - - - -

EN 54-22 2CH 3m 14 10 4 4 4 2

EN 54-22 2CH 2m 9 9 2 4 4 2

EN 54-22 2CH 1m 4,5 4 - 2 2 1

EN 54-22 2CH 0,5m 2 2 - 1 1 -

EN 54-22 2CH 0,25m 1 - - - - -

EN 54-22 4CH 3m 6 6 2 4 4 2

EN 54-22 4CH 2m 4 4 - B 3

EN 54-22 4CH 1m 2 2 - 2 2 -

EN 54-22 4CH 0,5m 1 1 - 1 1 -
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The alarm parameter sets shown in Table 12 are approved according to EN 54-22. In projects which
require the compliance with EN54-22 only these approved alarm parameter sets considering the
response class have to be used.

Table 12: EN 54-22 alarm parameter sets

Name Response Tmax Tmin AT1 Atl AT2 At2 AT3 At3  Hot Delay
Class Spot
AT
°C °C °C s °C s °C S °C Cycles
EN 54-22 AIN A1IN 60 - 20.8 96 24 160 24 320 - 1
EN 54-22 BN BN 77 - - - = = - - - 1
EN 54-22 CN CN 92 - - - - - - - - 1

Both, EN 54-22 measurement and EN 54-22 alarm parameter sets must be used to operate
the controller in compliance with EN 54-22.

9.2 UL521 /ULCS530 Approved Parameter Sets

The measurement parameter sets shown in Table 13 are approved according to UL521 / ULC S530 for
the LHD3 controller series, but not for the LHD3S controller series. Parameter sets matching the
number of channels of the controller and the length of the connected fibres are displayed in the
measurement parameter window (Figure 63) and can be selected. The available distance range is
further limited by the distance range of the used controller model.

Table 13: UL521 / ULC S530 measurement parameter sets

Name # of Channels = Maximum Distance Sampling Measuring Cycle Time
Range Interval Time

km m s s
UL521 1CH 3m 1 10 3 16 16
UL521 1CH 1m 1 4 1 16 16
UL521 1CH 0.5m 1 2 0,5 16 16
UL521 2CH 3m 2 10 3 8 16
UL521 2CH 1m 2 4 1 8 16
UL521 2CH 0.5m 2 2 0.5 8 16
UL521 4CH 3m 4 6 4 16
UL521 4CH 1m 4 2 1 4 16

The alarm parameter sets shown in Table 14 are approved according to UL521 / ULC S530.
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Table 14: UL521 / ULC S530 alarm parameter sets

Name Tmax AT1 Atl  AT2 At2 AT3 At3  Hot Delay
Spot
AT
°F (°C) °F (°C) s °F(°C) s °F(°C) s °F (°C) Cycles
UL521 Fixed 135F 135 (57.2) - - - - - - - 1
UL521 Fixed 160F 160 (71.1) - - - > = - - 0
UL521 Fixed 190F 190 (87.8) - - - - - - - 1
UL521 ROR 15F / 20F - 16.2 (9) 315 - - - = > 1

The ratings of the spacing and the maximum installation temperature according to UL / ULC are

shown in Table 15.

Table 15: Ratings of the spacing and the maximum installation temperature

Name Maximum Maximum distance Maximum installation tempera-
Spacing from the wall ture of the sensor cable
ft (m) ft (m) °F (°C)

UL521 Fixed 135F 50 (15.24) 25 (7.62) 100 (37.8)

UL521 Fixed 160F 30 (9.14) 15 (4.57) 100 (37.8)

UL521 Fixed 190F 50 (15.24) 25 (7.62) 150 (65.6)

UL521 ROR 15F / 20F 50 (15.24) 25 (7.62) 150 (65.6)

Compliance to UL / ULC is obtained only if parameter sets shown in Table 13 and Table 14 are

used in conjunction with the approved sensor cable types “Fast Response” and “Metal Free”.

9.3 Other Parameter Sets

The measurement parameter sets shown in Table 16 are not approved. They may be used in applica-

tions requiring very fast heat detection, but not requiring an approval. You may consider using an

extra fast responding sensor cable in applications requiring very fast detection. Please ask the LIOS

Sales for appropriate sensor cables for special applications.

A Warning!

Since measurement and alarm parameters are crucial for fire detection response of the con-

troller, only the approved parameter sets must be used to ensure operation compliant to
European, North American and national standards such as EN 54-22 and UL521 / ULC S530.
The use of any other measurement or alarm parameter sets is not compliant to the EN 54-22
and UL521 / ULC S530 approval!

Parameter sets matching the number of channels of the controller and the length of the connected

fibres are displayed in the measurement parameter window (Figure 63) and can be selected. The

available distance range is further limited by the distance range of the used controller model.
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Table 16: Other measurement parameter sets

Name # of Channels  Maximum Distance Sampling Measuring Cycle Time
Range Interval Time

km m s s
Fast 1CH 3m 1 14 3 8 8
Fast 1CH 1m 1 4.5 1 8 8
Fast 1CH 0.5m 1 2.2 0,5 8 8
Fast 2CH 5m 2 10 4 8
Fast 2CH 3m 2 6.5 4 8
Fast 2CH 1m 2 2.2 1 4 8
Fast 2CH 0.5m 2 1 0,5 4 8
Ultrafast 1CH 3m 1 6.5 3 4 4
Ultrafast 1CH 1m 1 2.2 1 4 4
Special 1CH 0.5m 1 1 0,5 4 4
Special 1CH 0.25m 1 1 0,25 8 8

The alarm parameter sets shown in Table 17 are intended for applications not requiring an approval
according to EN 54-22 or UL521 / ULC S530.

The TUNNEL alarm parameter sets are intended for use in non-EN 54-22 and non-UL521 tunnel appli-
cations and in combination with FAST measuring parameter sets. The TUNNEL STANDARD alarm pa-
rameter set can be used inside a tunnel, whereas the less sensitive TUNNEL PORTAL parameter set
can be used for tunnel portals. Do not use the tunnel alarm parameter sets in combination with
other measuring parameter sets.

The PRE-ALARM and TESTMODE alarm parameter sets are intended for triggering pre-alarms and for
testing using the FAST measurement parameter sets. Due to their enhanced sensitivity, these pa-
rameter sets may not be suited for alarm triggering in permanent heat detection.

The FAST and ULTRAFAST alarm parameter sets are intended for use in combination with the FAST
and ULTRAFAST measuring parameter sets, respectively. Do not use the FAST and ULTRAFAST alarm
parameter sets in combination with other measuring parameter sets.

Table 17: Other alarm parameter sets

Name Tmax Tmin AT1 Atl AT2 At2 AT3 At3 Hot Spot AT  Delay
°C °C °C s °C s °C S °C Cycles
Tunnel Standard 55 - 7 57 9 105 12 153 15 1
Tunnel Portal 60 - 11 57 12 105 14 153 20 1
Pre-alarm 45 - 6 57 8 105 10 153 - -
Testmode 40 - 5 57 8 105 10 153 8 -
Fast 50 - 6 41 9 105 12 153 10 1
Ultrafast 50 - 5 29 gl 53 12 81 10 1

9.4 Parameter Sets for EX Controllers
Basically, the measurement and alarm parameter sets shown in
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Name # of Channels Sampling Measuring Measuring

Intervall Time per Time

Channel

m s s
EN 54-22 1CH 3m 1 3 16 16
EN 54-22 1CH 2m 1 2 16 16
EN 54-22 1CH 1m 1 1 16 16
EN 54-22 1CH 0,5m 1 0,5 16 16
EN 54-22 1CH 0,25m 1 0,25 16 16
EN 54-22 2CH 3m 2 3 8 16
EN 54-22 2CH 2m 2 2 8 16
EN 54-22 2CH 1m 2 1 8 16
EN 54-22 2CH 0,5m 2 0,5 8 16
EN 54-22 2CH 0,25m 2 0,25 8 16
EN 54-22 4CH 3m 4 3 4 16
EN 54-22 4CH 2m 2 2 4 16
EN 54-22 4CH 1m 4 1 4 16
EN 54-22 4CH 0,5m 4 0,5 4 16

Table 11: Maximum sensor cable length of the LHD3 and LHD3S controller models

to Table 14, and Table 16 and Table 17 are also available for EXT3 and EXT4 controller models. How-
ever, these controller models are not approved according to EN 54-22 or UL521 / ULC S530. Fur-
thermore, the measurement performance of these controller models is restricted by the lower laser
power permitted in the explosive environments. Therefore, the useful distance range of the meas-
urement parameter sets may be lower than for the non-EX controller models (Table 18).

Table 18: Useful distance ranges for EX controller models

Measurement  Pa- # of Sampling  Measuring Cycle Useful Distance  Useful Distance

rameter Set Channels Interval Time Time Range EXT3 Range EXT4
m s s km km

EN 54-22 1CH 3m 1 3 16 16 10 10

EN 54-22 1CH 1m 1 16 16 4.5 4.5

EN 54-22 1CH 0.5m 1 0,5 16 16 2 2

EN 54-22 1CH 0.25m 1 0,25 16 16 1 -

EN 54-22 2CH 3m 2 3 8 16 10 6

EN 54-22 2CH 1m 2 1 8 16 4.5 2

EN 54-22 2CH 0.5m 2 0,5 8 16 2 1

EN 54-22 2CH 0.25m 2 0,25 8 16 1 -

EN 54-22 4CH 3m 4 3 4 16 6 4

EN 54-22 4CH 1m 4 1 4 16 2 1

EN 54-22 4CH 0.5m 4 0,5 4 16 1 -

Fast 1CH 3m 1 2 8 8 10 6

Fast 1CH 1m 1 1 8 8 4.5 2

Fast 1CH 0.5m 1 0,5 8 8 2.2 1

Fast 2CH 5m 2 5 4 8 10 6

Fast 2CH 3m 2 2 4 8 6.5 4
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Fast 2CH 1m 2 1 4 8 2.2 1
Fast 2CH 0.5m 2 0,5 4 8 1 -
Ultrafast 1CH 3m 1 3 4 4 6.5 4
Ultrafast 1CH 1m 1 1 4 4 2.2

Special 1CH 0.5m 1 0,5 4 4 1 -
Special 1CH 0.25m 1 0,25 8 8 1 -

10 Computer Requirements and Software License

10.1 Computer Requirements

10.1.1 Hardware Requirements

The computer software for installation and operation of the controller runs reliably on computers
with the minimum requirements listed in Table 19. Different hardware with comparable perform-
ance can also be used. More powerful computers can be used to accelerate processing and for saving
larger amounts of measuring data.

About 250 million data points can be stored on 1 GB disk space. For example, saving temperature
profiles of a continuous measurement with 10 km distance range, 1 m sampling interval and 5 min-
utes measuring time requires about 20 MB of disk space per day. Saving of backscattering curves
requires even more disk space.

Table 19: Hardware requirements

Program Application Hardware Requirement

Charon3 Commissioning 1.3 GHz processor, e.g. Pentium 4
512 MB RAM memory
250 MB free hard disk space
1024x600 display resolution
Charon3 Data storage, visualization 2 GHz dual core processor
1024 MB RAM memory
1 GB free hard disk space
1024x768 (VGA) display resolution
19" screen
Uninterruptible power supply (UPS)
Real-Time Thermal Rating Thermal modelling of power 2 GHz quad core processor
(RTTR) plug-in (option) cables 2048 MB RAM memory
1 GB free hard disk space
1024x768 (VGA) display resolution
19" screen
Uninterruptible power supply (UPS)

10.1.2 Operating System
Charon3 software can only be installed on computers using one of the following 32-bit operating
systems:

Table 20: Windows operating system requirements
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Operating System Minimum Service Pack
Windows 7 SP1
Windows Vista SP 2
Windows XP SP 3

10.2 Software License

10.2.1 Subject of the Contract

LIOS Technology GmbH (hereinafter referred to as "LIOS"), grants its customer (hereinafter referred
to as the "User") a non-exclusive and non-transferable right to use any software delivered to the
User by LIOS (hereinafter referred to as the "Software") under the following contractual terms and
conditions (hereinafter referred to as the "License"). Unless otherwise agreed upon in writing these
terms shall apply to software delivered by LIOS to the User, notwithstanding if LIOS or a third party
has developed/produced the software.

When accepting these terms and conditions the User accepts and acknowledges that in case of deliv-
ery of software from a third party developer/producer the rights and obligations of these terms and
conditions apply mutatis mutandis to such third party.

10.2.2 Limited Warranty

For a period of 6 months following delivery of the Software to the User (the "Warranty Period"), LIOS
warrants that the Software shall perform in all material respects according to LIOS' specifications
concerning the Software when used with the appropriate equipment. In the event of any breach or
alleged breach of this warranty, the User shall promptly notify LIOS and return the Software to LIOS
at User's expense. The User's sole remedy shall be that the User shall correct the Software so that it
operates according to the warranty. This warranty shall not apply to the Software if modified by the
User or if used improperly or on an operating environment not approved by LIOS.

LIOS hereby represents and warrants to User that LIOS is the owner of the Software or otherwise has
the right to grant to User the rights set forth in this License. In the event of any breach or threatened
breach of the foregoing representation and warranty, User's sole remedy shall be to require LIOS or

to either:
i) procure, at LIOS' expense, the right to use the Software,
ii) replace the Software or any part thereof that is in breach and replace it with Software of
comparable functionality that does not cause any breach, or
iii) refund to User the full amount of the fee payable under the License upon the return of

the Software and all copies thereof to LIOS.

Such remedies apply only after User in writing notifying LIOS of the breach and allowing LIOS a period
of 30 days to rectify the breach in matter.

LIOS' warranties set forth in this License are exclusive and are in lieu of all other warranties, express
or implied, including but not limited to, the implied warranties of merchantability and fitness for a
particular purpose.
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10.2.3 Liability
In no event shall LIOS' liability hereunder exceed the amount of fees paid by the User to LIOS under
the current project or agreement etc., regardless of whether User's claim is based on contract, tort,
strict liability, product liability or otherwise.

LIOS shall not be liable for any indirect or consequential damages, such as lost profit, cost-savings
which fail to materialize, damages arising from the claims of third parties or loss of data etc.

LIOS shall not be liable for the accuracy of information or particulars passed to third parties by tele-
phone.

10.2.4 Safeguard against Misuse

Title to all present and future intellectual property rights such as copyright and/or commercial pat-
ents to the Software licensed and to all programs derived there from, sections of programs or sup-
porting documentation prepared in this context remains with LIOS.

10.2.5 Open Source Licenses

The controller uses software code developed by third parties and provided under the terms of the
GNU General Public License (GPL)’, the GNU Lesser General Public License (LGPL)® or other Open
Source licenses. You can obtain the source code of the third party software including changes made
by LIOS Technology on a CD for a fee covering the medium, handling and shipment. Contact Techni-
cal Support (see section 12.2.4) to obtain the CD.

The CD is offered for legal reasons. You do not need the CD to operate the controller.

10.2.6 Other Restrictions

Except as expressly authorized above, User shall not: copy, in whole or in part, Software or documen-
tation; modify the Software; reverse compile or reverse assemble all or any portion of the Software;
or rent, lease, distribute, sell, or create derivative works of the Software.

This License will terminate immediately without notice from LIOS if the User fails to comply with any
provision of this License.

10.2.7 Governing Law
This Agreement shall be construed and enforced in accordance with the laws of the Federal Republic
of Germany, however not applying its rules regarding choice of law.

10.2.8 No Assignment
Neither this License nor any interest in this License can be assigned by User without the prior express
written approval of LIOS.

7 See http://www.gnu.org/licenses/gpl.html
8 See http://www.gnu.org/licenses/lgpl.html
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11 Troubleshooting

11.1 General

The controller is basically maintenance-free. The following section gives explanations of alarm, fault,
warning and information messages as well as the default assignment of address points sent by the
controller or saved in the event memory. It also gives recommendations for solving possible issues
and for contacting the technical support.

11.2 Fibre Address Points

Table 21: Fibre address point assignments of the LON protocol in the default (OTS3) mode

Event Fibre Address Point Assignment Fibre Address Point Range
Alarm in zone i (i =1 ... 1000) i 1 to 1000

Pre-alarm or control in zone i i+1000 1001 to 2000

Fibre-break in zone i i +2000 2001 to 3000

Fire magnitudej(j=1..5) j+3000 3001 to 3005

Fire static 3010 3010

Fire moving towards fibre end 3011 3011

Fire moving towards controller 3012 3012

The assignments of fibre and system address points shown in Table 21 to Table 24 are not used in the
non-default compatibility modes of the LON protocol. Fibre address points need to be assigned indi-
vidually if 5505, 2005 or 1056 LON protocol versions are used (Table 8).

11.3 Errors

Table 22: Error messages and recommendations for troubleshooting

Name System  Description Troubleshooting
Address
Point
System fault 101 Triggered by any controller Check further error messages to
fault, fibre break, measure- analyse the issue.
ment stopped or power off.
Configuration 102 Configuration is not loaded by = Repeat commissioning with re-
Error the controller. Maybe out of duced number of zones and/or use
memory. alarm parameter sets with shorter
time intervals. If necessary, send
diagnosis data to technical support.
Fibre break 103 Unexpected change of the Check the sensor cable for fibre
sensor cable length. breaks and repair it (see Installation
Manual).
Measurement 104 Invalid measurements. Maybe Check fibre. Repeat measurement
error the fibre was broken or dis- and/or commissioning. If necessary,
connected during measure- send diagnosis data to technical
ment. support.
Device error, call 105 Controller hardware error Send diagnosis data to the technical
support requiring support. support (see section 6.3.5)
Device error 106 Controller error, e.g. low Switch the controller off. Change
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buffer battery.

buffer battery and repeat commis-
sioning if the error description indi-
cates low battery. Switch the con-
troller on. If necessary, send diag-
nosis data to technical support.

Environmental 107 Supply voltage, temperature Provide proper environmental con-
conditions error and/or humidity are out of ditions. Improve air flow around
range. controller.
Handling error 108 No fibre, ... Check controller configuration.
Measurement 109 Message sent once when the Start measurement if required.
stopped measurement is stopped.
Measurement 110 Periodic message when the Start measurement if required.
inactive measurement is inactive.
11.4 Warnings
Table 23: Warnings and recommendations for troubleshooting
Name System  Description Troubleshooting
Address
Point
Configuration 201 Configuration data is not valid. Repeat commissioning. If neces-
warning sary, send diagnosis data to techni-
cal support.
Measurement 202 Single invalid measurement. Check environmental conditions,
warning This measurement is ignored, sensor cable and/or repeat com-
and measurements are con- missioning if the warning appears
tinued. frequently. If necessary, send diag-
nosis data to technical support.
Environmental 203 Supply voltage, temperature Provide proper environmental con-
conditions warn- and/or humidity are close to ditions. Improve air flow around
ing the limits. controller.
Communication 204 Low quality of data transmis- Check type and lengths of commu-
warning sion. nication cables as well as network
settings.
11.5 Messages
Table 24: Messages for information
Name System  Description
Address
Point
Acknowledgement 51 Acknowledgement has been triggered by key switch, Charon3,
communication protocol or input.
Reset 52 Reset has been triggered by key switch, Charon3, communication
protocol or input.
Test mode acti- 53 Test mode has been activated or deactivated. Simulations of inputs,
vated outputs, fibre breaks and/or alarms.
Test mode deacti- 54 Test mode has been deactivated.

vated
Firmware upload
System start

A new firmware version has been uploaded to the controller.

System has been started.
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Output
Inputs 1 to 40

1to 40

Output state has been changed.

Alarm, reset or acknowledgement input has been activated. Control

input has been activated or deactivated.

11.6 Network Ports
The controller and Charon3 use UDP broadcast for the discovery of controllers and for configuring

network interfaces as well as TCP-based protocols for data transmission. Open the required network

ports (Table 25) on your computer and the network server or deactivate the firewalls to enable

communication.

Table 25: Network ports

Port Protocol Usage

9973/udp LIOS discover Discovery of controllers and network configuration
9974/udp LIOS discover Discovery of controllers and network configuration
502/tcp MODBUS/TCP Optional data transmission to third party systems
2404/tcp IEC 60870-5-104 Optional data transmission to third party systems
5000/tcp LON Data transmission to third party systems

9973/tcp LIOS communication Data transmission Charon3 / controller

20000/tcp DNP3 over LAN/WAN Optional data transmission to third party systems
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12 Information Scheme and Contact Information

12.1 Information Scheme
This user manual forms part of the LHD3 documentation. The following provides an overview of the
information scheme for LHD3:

e Datasheets on LHD3 controller models: List the technical data.

e Installation Manual OTS3 / LHD3: Describes the basics of installation of the controller.

e Operation Manual LHD3: Describes basic principles of application of LHD3 controllers in lin-
ear heat detection.

e Communication Protocols Manuals: Describes the communication protocols.

Part I: LON

Part Il: DNP3

Part Ill: IEC 60870-5-104

Part IV: MODBUS

o PartV: XML

e Declaration of Conformity: Officially declares compliance with the applicable Directives of

the European Commission and the respective European safety standards.

O O O O

12.2 Contact Information

12.2.1 Online Availability
Updated technical documentation on LHD3 controllers, certificates and software are available for
registered customers at the following Internet address:

https://www.lios-support.com

Please ask the Technical Support (see section 12.2.4) for registration details.

12.2.2 Representatives and Offices
If you have any further questions relating to products described in this manual, please contact your
local representative at the office nearest you.

You can locate your contact partner at this Internet address: http://www.lios-tech.com

12.2.3 Training
LIOS Technology offers a variety of training courses to familiarize you with LHD3 controller systems.
Please contact your local representative or the Technical Support (see section 12.2.4).

12.2.4 Technical Support
You can reach the Technical Support for all LIOS Technology products using

e mail support@lios-tech.com

Phone +49-221-99887-555 or

FAX  +49-221-99887-150.
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12.2.5 Contact Information

Table 26: Corporate Head Office Germany

Company LIOS Technology GmbH

Street Schanzenstrasse 39
Building D9-D13

City 51063 Cologne

Country Germany

Phone +49 22199887 0

FAX +49 221 99887 150

e-mail info@lios-tech.com

Internet URL

http://www.lios-tech.com

Table 27: Sales and Support America

Company LIOS Technology Inc.

Street 1400 Campus Drive West

City Morganville, New Jersey 07751
Country United States of America
Phone +1(732) 970 8062

FAX +1(732) 972 4410

e-mail info@lios-tech.com

Internet URL

http://www.lios-tech.com

Table 28: Sales and Support Asia / Pacific

Company LIOS Technology GmbH

Street 25/F China Fortune Tower
1568 Century Avenue

City Shanghai 200122

Country People’s Republic of China

Phone +86 21 6875 6002

FAX +86 21 6875 8573

e-mail info@lios-tech.com

Internet URL

http://www.lios-tech.com
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Abbrevations

CD Compact disk

CF Compact Flash

CFR Code of Federal Regulations

DHCP Dynamic host configuration protocol
DNS Domain name system

DTS Distributed temperature sensing

EC European Commission

EN European standard

EX Explosion (protection)

IEC International Electronic Commission

IP Internet protocol

LAN Local area network

Laser Light amplification by stimulated emission of radiation
LED Light emitting diode

LHD Linear heat detection

LON Local operating network

MM Multimode

N.A. Numerical aperture

NTP Network time protocol

oTS Optical temperature sensing

PA Polyamide

PC Personal computer

PDF Portable data format

RAM Random access memory

rtf Rich text format

SCADA Supervisory control and data acquisition
SM Single-mode
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UL Underwriters Laboratory

UPS Uninterruptible power supply

usB Universal serial bus

uT Universal Time

VGA Video graphics array

Glossary

Acknowledge Acknowledging an alarm confirms that you have noted it. The buzzer is
deactivated by the acknowledgment.

Alarm delay Number of subsequent alarming conditions in a zone required for trigger-

Alarm parameter set
Average temperature

Averaging

Backscattering profile

Connector position

Connector shift
Control parameter set
Controller

Cycle time

Distance range

EMC

End of T profile
Fibre type
Maximum fibre length

Maximum temperature

116(120)

ing an alarm or pre-alarm.
Set of parameters used to trigger alarms or pre-alarms.
Arithmetic mean of all temperature readings within a zone.

Number of subsequently measured temperature profiles used for calcu-
lating a time-averaged temperature profile.

Set of anti-Stokes or Stokes signal power data in dependence on distance.

Distance between the optical port of the controller and an optical con-
nector or splice.

Apparent temperature shift at an optical connector.
Set of parameters used to control external devices.
General term for LIOS distributed sensing devices.
Time for measuring a complete sequence of channels.
Maximum length of optical fibre to be measured.

Electromagnetic compatibility is the ability of electrical equipment to
function properly in its electromagnetic environment without influencing
this environment.

End point of a transmitted temperature profile.
Basic design of an optical fibre.
Maximum fibre length to be measured with the current settings.

Maximum temperature in a zone.

© LIOS Technology GmbH 2014 LHD3OM En 1.11
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Measuring cycle

Measuring time
Minimum temperature

Min-Max cycles

Output, manual reset

Output, self-reset

Pigtail

Ping

Reference point

Reference temperature

Reset

Return loss

Sampling interval

Send each Xth curve

Spatial resolution
Start of T profile

Temperature accuracy

117(120)
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Procedure of measuring one temperature profile for each fibre in a
measurement sequence.

Time required to measure temperatures along a fibre.
Minimum temperature in a zone.

Number of measuring cycles used for evaluating the maximum and mini-
mum temperatures. The maximum or minimum temperature at a loca-
tion is determined by a linear fit to the history of temperature readings.

A manual reset output does not automatically deactivate when the acti-
vating condition is no longer present. Deactivation requires a reset of the
controller. Manual reset outputs can be used for alarm and fault indica-
tion.

A self-reset output is automatically deactivated when the activating con-
dition is no longer present. Self-reset outputs can be used to control
other devices.

A pigtail is a short optical fibre cable with an optical connector on one
end and a length of exposed optical fibre at the other end.

Ping is a computer network utility for testing a connection between com-
puters on an Internet protocol (IP) network.

Reference (zero) position for calculating the distance of points in tem-
perature profiles.

Temperature of a point sensor used as reference for the controller meas-
urement.

Resetting the controller confirms that events triggering alarms and fail-
ures have been properly handled. All alarms, failure states and manual
reset outputs are reset.

In fibre optics, return loss is the loss of signal power due to a reflection,
e.g. caused by a discontinuity of refractive index at a connector, another
optical component or the fibre endface.

Distance between measuring data locations along a fibre.

Number of temperature profiles to be measured between each transmis-
sion of one temperature profile.

Length of a hot spot required for 90% temperature reading response.
Starting point of a transmitted temperature profile.
Deviation between average measured temperature and true tempera-

ture.

© LIOS Technology GmbH 2014 LHD3OM En 1.11
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Temperature profile

Temperature resolution

Warm-up time

Zone

A T (Cold spot)

AT (Hot spot)

118(120)
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Set of temperature data in dependence on distance.
Standard deviation of local temperature data taken in a measuring se-

guence.

Time between power-on and readiness to take measurements according
to the specification.

Range of adjacent locations used for triggering events according to a
common alarm or control parameter set.
Temperature difference of a cold spot.

Temperature difference of a hot spot.

© LIOS Technology GmbH 2014 LHD3OM En 1.11
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1 Safety Instructions

1.1 Safety Guidelines

This manual contains notices you have to consider in order to ensure your personal safety, as well as
to prevent damage to property. The notices referring to your personal safety are highlighted in the
manual by a safety alert symbol. Notices referring only to property damage have no safety alert sym-
bol. The notices shown in Table 1 are graded according to the degree and cause of danger.

Table 1: Safety symbols and notices

- This symbol and label indicate that death or severe personal injury may
armng! result if proper precautions are not taken.

This symbol and label indicate that death or severe personal injury may
result from electricity if proper precautions are not taken.

- This symbol and label indicate that severe personal injury may result
Warnmg! from laser radiation if proper precautions are not taken.

arning!

>

|

)

This symbol and label indicate that death or severe personal injury may
Warning! result from explosion if proper precautions are not taken.

NS

This label without a safety alert symbol indicates that property damage

ution! ) :
Cauti can result if proper precautions are not taken.

1.2 General Safety

The OTS3/LHD3-series controller, the sensor cable, splice boxes and accessories are intended to be

installed in accordance with the Installation Manual OTS3 / LHD3 that is supplied with the controller.
The system must also be installed in a manner that is acceptable to the local inspection authority
having jurisdiction.

Switch the controller off before connecting or disconnecting any optical fibre sensor cable. Never
pull-off an optical fibre connector from an E2000 optical port during an active measurement. The
emitted laser radiation may damage the fibre endfaces of pigtail and controller.

Never connect pigtails with contaminated ferrule endfaces to the controller. Contaminated endfaces
may easily be damaged by laser radiation (see Installation Manual OTS3 / LHD3).

1.3 Electrical Safety

A Warning!

Electricity can be a danger to health and life. See a doctor immediately after contact with dangerous
voltages.

The controller contains components carrying dangerous voltages. Do not open or repair the control-
ler. Do not operate the controller with damaged housing.

3(8) © LIOS Technology GmbH 2014 OTS3 /LHD3 SIEn 1.10
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Verify that the supply voltage is within the range given at the DC or AC supply socket of the controller
before connecting the power supply cable.

The AC power supply cable has to be disconnected before replacing the fuse at the power supply of
the controller.

Accumulator terminals may never be shorted or come into contact with the controller housing.

National safety regulations for using electricity must be considered. Electricity supply and earthing
must be carried out in accordance with national regulations.

1.4 Laser Safety

The controller contains a laser source. Caution, the laser radiation is invisible! The controller is classi-

fied as laser class 1M product. The following label is attached close to the fibre connector(s) on the
controller:

INVISIBLE LASER RADIATION

DO NOT VIEW DIRECTLY WITH OPTICAL INSTRUMENTS
CLASS 1M LASER PRODUCT EN 60825-1:2007

The laser emits continuously modulated laser radiation at a wavelength of 1550 nm (OTS3/LHD3
models) or 1064 nm (OTS3S/LHD3S models). The modulation frequency is between 500 Hz and 500
MHz. The maximum average power at 1550 nm is 110 mW, and the maximum peak power at this
wavelength is 200 mW. The maximum average power at 1064 nm is 37 mW, and the maximum peak
power at this wavelength is 70 mW.

The accessible laser radiation represents no danger for the human eye or skin assuming that:

o The radiation is not focussed by optical instruments like magnifying glasses, lenses or micro-
scopes and
e The end of an optical fibre or cable is not approached closer than 10 cm to the eye or skin.

With optical instruments or during direct approach of the optical fibre to the human body, laser ra-
diation can generate heat that damages the skin or the cornea of the eye. Such damages are wet
bulges, cataract and burnings of cornea and skin. See a doctor immediately in case of eye damages.

National regulations on laser safety have to be considered during installation and operation of the
controller.

The controller must be switched off before directly viewing on fibre ends, splices or optical fibre con-
nectors with or without optical instruments. In addition, the warning label shown in Figure 1 has to
be placed close to the mains switch of the controller. Use only CE marked fibre scopes equipped with
a 1064 nm / 1550 nm DIR LB3 laser safety filter according to EN 207.
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DO NOT DO NOT

WORKING ON EQUIPMENT WORKING ON EQUIPMENT
REASON:
Name:
No:
Date:
Completion Planned
Date:
THIS TAG MUST ONLY BE REMIOVED BY Unauthorized removal may cause harm
THE PERSONAL NAMED ABOVE [ and may the remover liable for damage }
SEE OTHER SIDE and/or prosecution

‘ SEE OTHER SIDE 1

Figure 1: Warning label

Optical fibre ends must not be directly approached to the eye or the skin. Laser radiation emitted
from fibre ends must not be focussed with optical instruments onto the eye or the skin.

The controller must be operated with attached fibre(s). Unused E2000 optical fibre ports of the con-
troller must be terminated using dummy connectors.

Emission of laser radiation at the end of a sensor fibre or cable must be prevented by using an optical
termination box or a termination kit (see Installation Manual OTS3 / LHD3).

The laser is automatically switched on by starting a measurement. The LEDs designated with “LASER
ACTIVE / LASER ON” at the front and rear panels of the controller indicate laser operation.

If an optical fibre sensor cable, pigtail or optical fibre is broken, it must be repaired, terminated or
replaced immediately (follow the instructions given in the Installation Manual OTS3 / LHD3).
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1.5 Application-Specific Safety

1.5.1 Fire Detection

During the commissioning and testing of fire detection controllers (LHD3-series) it must be ensured
that:

e false triggering of transmission devices is securely prevented,

o the fire brigade is informed before test triggering of transmission devices,

e triggering of fire extinguishing controls is blocked,

e the responsible person is present when third party devices are triggered,

e the collective fault output of the controller is connected to the alarm control system,

e the collective alarm output of the controller is connected to the alarm control system, and

e aprogrammable output is assigned to the test mode and connected to the alarm control sys-
tem if the test mode shall be used.

1.5.2 Railway Tunnels

A Warning!

A safe distance from high voltage lines must be maintained in railway tunnels with electrical traction
lines. The safety distance depends on the maximum operating voltage and national or local regula-
tions. Safety distances must be confirmed and signed by the tunnel operator.

Only splice boxes with grounding may be used for metal containing optical fibre sensor cables. Alter-
natively, metal-free sensor cables may be used without grounding.

1.5.3 Power Cable Monitoring
A Warning!

Consider the danger of electrical voltage when working in the vicinity of power cables. They may
carry life threatening voltage levels.

Only splice boxes with grounding may be used for metal containing optical fibre sensor cables. Alter-
natively, metal-free sensor cables may be used without grounding.

The grounding of metal containing optical fibre sensor cables must take into account induced cur-
rents and has to be compliant with the overall grounding concept of the power cable installation.

6(8) © LIOS Technology GmbH 2014 OTS3 /LHD3 SIEn 1.10
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1.5.4 Explosive Areas

Warning!

The OTS3/LHD3-EX-series controllers are approved according to the European directive 94/9/EC and
the IEC-Ex Scheme. In addition the LHD3-EX-series controllers are approved for fire detection by the
VdS. The compliance to UL/ULC standards is not evaluated.

Only OTS3/LHD3-EX models of controllers equipped with suitable sensor cables may be used for
temperature sensing or heat detection in explosive areas. The OTS3/LHD3-EX controller itself must
be operated outside the explosive area or inside an approved EX —d enclosure. The user has to verify
that the classification given in the approval documents of the equipment comply with the require-
ments of his application. Restrictions of using the OTS3/LHD3-EX-series controllers, protection boxes
and the sensor cables in explosive given in the approval documents need to be considered.

We recommend operating the OTS3 / LHD3-EX-series controller choosing the option STOP MEAS-
UREMENT as fibre break behaviour. For fire safety applications in explosive areas, the user has to
choose the proper fibre break behaviour option based on a risk analysis of his application.

For the installation of sensor cables in explosive areas the requirements of national regulations for
installation have to be considered (e.g. in Europe the standard EN 60079-14).

Only sensor cables, splice boxes and mounting components_that are no source of ignition and do not
cause other danger of explosion, e.g. by electrostatic discharge, must be used in explosive areas.
Always ensure that no danger emerges from mechanical or other damage to the sensor cable. This
applies to all production, installation, maintenance work and to regular operation in the object being
monitored.

Conductive sensor cables must be protected against the ingression of energy from other sources
(current sources, lightning, electrostatics, electromagnetic or magnetic fields) and its transmission
into the explosive area. This requires a proper grounding, generally just outside the explosive area.

Splicing of fibres is forbidden in explosive areas. Ensure that no explosive agent or atmosphere is
present during splicing of sensor cables.

National regulations must be considered during work in explosive areas.

The OTS3/LHD3-EX-series controller must be retested by LIOS Technology every 10 years in order to
confirm the compliance to the explosion safety standards IEC / EN 60079-0 and -28.
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LIOS Distributed Temperature Visualisation and

Configuration Software
Charon3

General Charon3 software allows easy

configuration of LIOS distributed tem-
perature sensing (DTS) systems and
visualisation of temperature data. Charon3 guides
the user during system commissioning and
maintenance. Several languages and systems of
units are supported. The measurement and con-
figuration data are stored in a database for con-
venient access. Data visualisation and configura-
tion reports present desired information in a
comprehensive shape. The enhanced visualisation
options of Charon3 offer various customisable
views of data. Data export, import and software
interfaces (ASCIl, XML) support third party tools.
Optional for EN.SURE systems real time thermal
rating (RTTR) provides information about energy
cable conductor temperature and prediction of
critical operation conditions.

Technical Background Charon3 is a
multithreaded 32 bit Windows appli-
cation. State of the art object oriented

software techniques are adopted using the Bor-
land Delphi development environment. Measure-
ment and configuration data is stored in a data-
base using the Borland Database Engine and Par-
adox tables. A standard Windows installation and
maintenance procedure can be used for installa-
tion, update and removal. Communication with
the DTS system can be established over USB and
TCP/IP connections. Data compression algorithms
are applied for efficient communication and min-
imum use of data storage. Data integrity is guar-
anteed by CRC data check. The GUI (Graphical
User Interface) of Charon3 is compliant with
Specicaton of our oduc Accordngl, he dea
represenlod herein cannot be.regarded 45 fnal and

binding. / Supply subject to availability.
© Copyright by LIOS Technology GmbH 2012

LINEAR OPTICAL SENSORS
LIOS Technology GmbH . Cologne . Germany . www.lios-tech.com

modern Microsoft Windows standards in order to
offer intuitive operation to the user. A concept of
user levels with different access rights is used to
protect sensitive settings. The display language
can be changed easily during normal program
operation. Further languages can be easily im-
plemented using the LIOS Technology language
tool.

Excellent Visualisation Capabilities
E The optional enhanced zone view of

Charon3 enables visualization of zones
from different DTS systems on a single screen.
Zones can be placed in the standard view using
the “Drag and Drop" feature. Data from external
point sensors can be stored in the database and
visualized in the enhanced view. Charon3 receives
stores and visualizes data from MODBUS, DNP3 or
IEC870 data sources. Details of enhanced views

can be zoomed.

Database Measurement and configura-

€D

tion data is stored in a common data-

base. Database size is minimized by
compressing all data. Historic measurement data
can be deleted automatically after a user-defined
period. With this feature, measurements can be
run for unlimited time without overloading the
database. Measurements during alarms, fibre
breaks, errors and other events can be excluded
from automatic deletion.
A hard disk capacity of 100GB is sufficient for
about one year of continuous measurement with
five DTS systems. Appropriate configuration of the
Charon3 automatic data base cleanup function
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serves for an optimum utilisation of storage.

n Efficient and Convenient Program

Operation Configuration data can be

displayed in overview reports. Control-
ler entries can be generated in the tree diagram
from imported configuration or measurement
data. All measurement data displayed can be
easily managed using the measurement data
explorer. Subsequently recorded measurement
data is stored in so called "sessions".

Various data types of a DTS system (e.g. tempera-
ture curve, zone view) are always shown synchro-
nously. A list of all events (e.g. alarms, fibre break,
error messages) can be displayed for each fibre in
the measurement data explorer.

Double-clicking on an event opens the corre-
sponding zone views and the scroll bars for this
measurement session are positioned at the cor-
rect time. The import and export of measurement
and configuration data is simple as only one ex-
port file is generated during each occasion. ASCII
export offers additional formatting options. The
temperature history is displayed in real time.

Configuration and status reports can be generat-
ed automatically. Double-clicking on a fibre in
the tree view opens the corresponding measure-
ment data window. Double-clicking on a temper-
ature history window moves the scroll bar of the
linked profile windows to the selected time. The
organisation of the windows menu has been op-
timised in order to provide the complete overview

of all visible windows.

@ Typical Performance Charon3 can

manage various connected DTS sys-

tems simultaneously. A maximum of
five DTS systems can be connected to Charon3.
Further DTS systems can be connected depending
on the performance of the PC hardware and soft-
ware. Ethernet interface allows for maximum

data transfer capabilities especially when using

It is our policy to constantly improve the design and
specifications of our products. Accordingly, the details

LINEAR OPTICAL SENSORS
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multiple DTS systems.

Communication DTS systems with
Ethernet interface can communicate
with Charon3 via the TCP/IP protocol.
The communication via the USB interface offers
Plug & Play functions. All entries in the message
window are tagged with a time stamp.

°C Point Sensor Data Point sensor meas-

s urement data can be stored and visu-

alised by Charon3. Each particular
sensor needs an appropriate connection. The con-
nections are provided by LIOS Technology. The
MODBUS/TCP, DNP3 or IEC 60870-5-104 proto-
cols are used for data import. Please contact our
technical support for information on other SCADA
protocols.

RTTR - Real Time Thermal Rating For
EN.SURE systems, LIOS provides an

optional integrated real time thermal
rating (RTTR) evaluation via a well defined inter-
face between Charon3 visualisation software and
a market leading cable ampacity program. These
two technologies are efficiently combined for
forming a system capable of computing the fu-
ture cable ampacity based on real-time tempera-
ture measurements. The actual maximum temper-
ature reading of each configured cable section
and the actual electrical current reading are eval-
uated for dynamic cable rating based on IEC
standardised methods (mainly IEC 60287 and IEC
60853). When the geometry of the installation is
not included in the IEC standards, the RTIR eval-
uation uses finite element methodologies to com-
plement the IEC calculations. RTTR calculation
results can be transmitted to a SCADA system
using the IEC 60870-5-104 protocol.

3 Data Export Measurement and con-

figuration data can be exported from

the data base. The complete infor-
mation will be stored to a file in order to archive

represented herein cannot be regarded as final and LIOS Technology GmbH . Cologne . Germany . www.lios-tech.com
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the data or in order to transfer the data to anoth-
er Charon3 installation. The data base export

contains compressed data in a proprietary format.
The ASCII data export can be used to transfer the
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Microsoft Excel). The WITSML export plug-in can
generate XML files which may be automatically
transferred by the remote backup process over a

SSL encrypted network connection to a remote PC

measurement data to third party software (e.g. system.
Technical Data
Operating Systems For configuration, = Intel QuadCore PC with
*  Windows 7, 32-bit and 64-bit (service pack 1 commissioning, 2,8 GHz processor or
or higher) maintenance ac- comparable
*  Windows XP, 32-bit (service pack 3 or higher) €ess V|sual.|sat|on * 2 GB of RAM memory
. _ and Real Time * 1 GB of free hard disk ca-
Minimum Hardware Requirements Temperature Rat- et
For configuration, = PC with Intel Pentium 4 ing = UPS (uninterruptible
commissioning (1 GHz) processor or
power source or battery
and maintenance comparable
backup) for graceful sys-
access only * 512 MB of RAM memory tem shut down in case of
= 250 MB of free hard disk an unexpected power dis-
capacity connection

Recommended Hardware Requirements

= 19" Screen

For configuration, = PC with Intel Pentium 4

commissioning, (2 GHz) processor or

maintenance ac- comparable

cess and visualisa- = 2 GB of RAM memory

tion = 250 MB of free hard disk
capacity

= UPS (uninterruptible
power source or battery
backup) for graceful sys-
tem shut down in case of
an unexpected power dis-
connection

= 19" Screen Monitor

Display Languages

English, German, Simplified Chinese, others upon re-
quest

Systems of Units

SI, Imperial units

Performance

Maximum number Unlimited
of DTS configura-
tions

Maximum number 5 or more
of active DTS con- (depending on measurement set-
trollers tings and PC performance)

EN.SURE RTTR (option)

RTTR Hardware Requirements(for EN.SURE only)

It is our policy to constantly improve the design and
specifications of our products. Accordingly, the details
represented herein cannot be regarded as final and
binding. / Supply subject to availability.

© Copyright by LIOS Technology GmbH 2012
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RTTR Input data

= DTS temperature data

= Unlimited number of
point sensor data (e.g.
electrical current, soil
humidity, wind speed,
wind direction)

minimum, maximum and average
values, zone alarms, alarm loca-
tions, error messages and notes

USB

LIOS proprietary communication
protocol

Ethernet interface

TCP/IP, Socket RJ45

RTIR output data

= (Calculated conductor
temperature

= Ampacity at target tem-
perature, Load Factor, Cy-
clic Rating Factor M

= (Calculated ambient tem-
perature and thermal re-
sistivity of the soil

= Results of emergency cal-
culations

Communication
protocols (option)

MODBUS/TCP, DNP3 over LAN, IEC
60870-5-104, IEC 61850

Data Export

Data base export

= Measurement data in
MEX format

= Configuration data in
CG3 format

ASCII

Writes measurement data to a
text file.

Automatic MEX
export (option)

Exports measurement data in
regular terms for backup or data
transfer in MEX format.

MODBUS TCP
(option)

Exports live zone and event data
using MODBUS/TCP

Remote backup

Client Server based data transfer
application. Schedules transfer
jobs for sending measurement
files via a SSL encrypted network
connection

Communication

Data transfer

It is our policy to constantly improve the design and

Temperature profiles, backscatter-
ing and frequency raw data, zone

specifications of our products. Accordingly, the details

represented herein cannot be regarded as final and

binding. / Supply subject to availability.

© Copyright by LIOS Technology GmbH 2012

LIOS Technology GmbH
LINEAR OPTICAL SENSORS
Schanzenstrasse 39 Building D9-D13
51063 Koln/Cologne

Germany

Tel.: +49 221 998870, Fax: +49 221 99887150

info@lios-tech.com

Further information about our products and ser-

vices can be obtaimed at our internet site

www.lios-tech.com
MEMBER OF THE NKT GROUP

LINEAR OPTICAL SENSORS
LIOS Technology GmbH . Cologne . Germany . www.lios-tech.com
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1 Introduction

The XML Data and Control Protocol option for the OTS3-/LHD3-Series Controllers provides inter alia
status, alarm, zone, temperature and backscatter profile data of the system and all channels through an
easy-to-use XML protocol over standard Ethernet connections. Additionally, it offers a set of configura-
tion and control options as to modify the behaviour of the system.

Note: In this document, the keywords MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT and
MAY are to be interpreted as described in RFC 2119".

Some features are available in newer firmware versions only. They are marked with | Version | at | x.x.x.x
the margin.

2 Connection Characteristics

The low-level characteristics according to layers 1 up to 7, inclusively, of the OSI model are presented in
this section.

Note: The session layer (OSlI layer 5) is not used.

2.1 Physical and Data Link Layer
The XML Data and Control Protocol is available through the Ethernet interfaces of the OTS controller.
Note: Using this protocol over the USB or EIA/TIA232 interfaces of the OTS controller is not supported.

The characteristics of the physical and data link layer (OSI layers 1 and 2) of the connection are con-
figured globally and used for all protocols. The system supports auto-negotiation or fixed settings ac-
cording to the standards IEEE 802.3 Clause 14 and Clause 24 (10 MBit/sec and 100 MBit/sec, half- or
full-duplex, respectively).

2.2 Network Layer

The Internet Protocol (IPv4) according to RFC 7912 is used as network layer (OSI layer 3). The IP
address of the controller is configured globally and used for all protocols.

2.3 Transport Layer

The transport layer (OSI layer 4) uses the Transmission Control Protocol (TCP) according to RFC 7933.
The OTS controller operates as server, the remote system as client, i.e. the remote system MUST use
the IEEE 1003.1-2008 connect () system call (or the equivalent on systems which do not comply with
the standards) to establish the connection.

The TCP port where the OTS controller listens for incoming connections is configurable and defaults to
port 9974.

Up to eight simultaneous connections are supported if data buffering on the CF card is disabled. All con-
nected peers will receive the same data. If data buffering is enabled, only one simultaneous connection
is allowed (see section 3 on page 7 for details).

'See http://tools.ietf.org/html/rfc2119
2See http://tools.ietf.org/html/rfc791
3See http://tools.ietf.org/html/rfc793

OTS3/LHD3CM PV En1.7 © LIOS Technology GmbH 2014 5 (40)
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2.3.1 TCP keep-alive

As to detect broken connections, the OTS controller will always enable TCP-level keep-alive probes
according to RFC 1122*. Thus, the remote system MUST reply with properly formatted packets. Oth-
erwise, the connection will automatically be terminated by the OTS controller when the keep-alive time
expires.

The remote system SHOULD also enable sending keep-alive probes, typically by using the IEEE 1003.1-
2008 setsockopt () system call with the SO KEEPALIVE socket option.

2.4 Presentation Layer

On the presentation layer (OSI layer 6), the OTS controller always uses authentication and encryption
according to the Transport Layer Security (TLS) protocol Version 1.0%. During the negotiation phase,
the OTS controller will present a self-signed X.509 certificate with a well-known fingerprint and Common
Name (CN):

* CN: LI0OS_0TS3/LHD3.Series_XML.Data.and.Control
» SHAT1 fingerprint: 76:2D:40:FE:09:DE:95:AE:AA:11:6C:F1:7A:1B:42:A4:A6:D2:D7:7C
Future extension: The default certificate MAY be replaced by a different certificate and associated

private key. The private key MUST NOT be encrypted. Both the certificate and the private key
MUST be contained in a PEM (base64 encoded ASCII) file.

Future extension: The remote system MAY also send a certificate to the OTS controller. In this case,
the OTS controller MUST be configured to either check the certificate against a CA certificate
which has been uploaded to the controller as PEM (base64 encoded ASCII) file, or to check the
certificate’s fingerprint against a configured value.

The user may switch off TLS completely, i.e. use a plain TCP connection without any security and
compression. Note that this operation mode is not recommended.

The TLS implementation in the OTS controller will accept only a limited set of “high grade” ciphers:

« Diffie-Hellman (DH) key exchange with RSA or DSS authentication
* RSA key exchange with RSA authentication

» 128-bit or 256-bit AES encryption

+ SHA1 Message Digest (MAC)

The remote system MUST support at least one of the aforementioned combinations. Note that in par-
ticular all “weak” ciphers cannot be used.

Using the Open Source OpenSSL® software, the connection can easily be tested by running the com-
mand

openssl s_client —-tlsl -connect <OTS IP address or host name>:9974

which will print the connection parameters and then dump all received data.

4See http://tools.ietf.org/html/rfcll22
5See http://tools.ietf.org/html/rfc2246
6See http://openssl.org/
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2.4.1 Data compression

The OTS controller will always offer to use the “deflate” TLS compression method according to RFC
37497 as to reduce the bandwidth and latency requirements of the connection. The remote system
SHOULD also support this option. If this is not possible, the connection will fall back to uncompressed
mode (“CompressionMethod.null”).

2.5 LIOS Application Layer Packets

The data exchange is based on packets (application layer, OSI layer 7), each containing exactly one
complete XML Version 1.0 compliant document®. As to simplify the exchange, the XML document is
transmitted in the following form:

« size of the XML document in bytes as 32-bit unsigned integer value in little-endian byte order

» XML document as UTF-8 encoded character data which MUST NOT be ASCIl NUL-terminated.

This can be represented as the following C structure:

#include <inttypes.h>
struct LIOSXmlPacketT {
uint32_t xmlCharCount;
char xmlData[0]; // place-holder for the XML data string

}i

Thanks to the size information preceding the real data, the receiving instance can allocate a structure of
the appropriate size, map it to the data type above, and call SSL_read () ? to receive the complete XML
document.

3 Data buffer modes

The XML Data and Control Protocol plug-in can be configured to optionally store data frames on the
built-in CF card of the controller if no peer connection is open in order to prevent the loss of data.

Note The data buffering mode is supported since Firmware 1.0.7.

The data buffer can operate either in ring buffer mode or in linear buffer mode. For both modes, the
maximum fill level of the CF card is 50% to ensure that sufficient space for event and alarm recorder
data is kept free. In ring buffer mode, the oldest buffered files will be erased when the maximum fill level
is reached, whereas in linear buffer mode storing files will stop in this case.

The buffered data is transmitted automatically when the peer opens the connection. Note that the
buffered data and any new frames may be “mixed” during this phase, i.e. the receiving peer must check
the time stamps. All buffered data blocks which were transmitted are erased from the CF card.

Note Only one connection may be open simultaneously when the data buffer mode is enabled. If the
data buffer mode is disabled, up to eight connections may be open simultaneously. In the latter
case, the user may use multiple connections to implement a redundant infrastructure.

7See http://tools.ietf.org/html/rfc3749

8See Extensible Markup Language (XML) 1.0 (Fifth Edition), W3C Recommendation 26 November 2008, http: //www.w3.
org/TR/2008/REC-xm1-20081126/.

9When using the openssd1 library.
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4 LIOS XML Protocol Structure

The OTS controller will send XML data packets and receive commands and configuration changes in
XML data packets which must be valid according to the LIOS Technology XML Protocol Schema file
(see appendix A on page 25). Every XML data packet sent by the OTS controller starts with the UTF-8
Byte Order Mark character©.

The top-level container 1ios:L10SXml contains exactly one of the following elements (see figure 1):

« fibre measurement data measData (see section 4.2 on the next page). This element is sent only
from the OTS controller to the remote system. The remote system MUST NOT send such an
element to the controller;

» system status data systembData (see section 4.3 on page 15). This element is sent only from the
OTS controller to the remote system. The remote system MUST NOT send such an element to
the controller;

« status information data statusData (see section 4.4 on page 17). This element is sent only
from the OTS controller to the remote system as reply to a status command (see section 5.3 on
page 21). The remote system MUST NOT send such an element to the controller;

» asingle command (see section 4.7 on page 20). This element is sent only from the remote system
to the OTS controller;

« measurement progress information progress (see section 4.6 on page 20). This element is sent
only from the OTS controller to the remote system. The remote system MUST NOT send such an
element to the controller;

* the result of executing a command result (see section 4.8 on page 21). This element is sent
only from the OTS controller to the remote system. The remote system MUST NOT send such an
element to the controller;

10 Zero width non-breaking space, UTF-8 character Oxef Oxbb 0xbf.

measData

systemData

statusData

LIOSXmIT ~$H

progress

Figure 1: Structure of the top-level XML container
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+ the LIOS XML Schema file schema (see section 4.5 on page 20). This element is sent only from
the OTS controller to the remote system as reply to a schema command (see section 5.3 on
page 21). The remote system MUST NOT send such an element to the controller.

4.1 Time stamps

Time stamps are transmitted in xsd:dateTime format with a xsd:boolean NTP synchronisation sta-
tus. The device will always report the time in Universal Time (UT; “Zulu”):

<timeStamp ntp="1">2011-10-26T14:17:37.5672</timeStamp>

4.2 Fibre measurement data

Measurement data is sent automatically by the OTS controller as soon as it is available. The measData
XML container has five attributes:

» fibre contains the channel number which produced the measurement, counting from O for the
first channel;

* fibreName contains the user-defined name of the fibre;
* otsModel contains the model description of the OTS controller;
* otsSerial contains the serial number of the OTS controller;

» ot sName contains the user-defined name of the OTS controller.

The amount of data which is transmitted in the container (see figure 2 on the following page) can be
configured. Note that the time stamp (see section 4.1) cannot be disabled. If none of the aforementioned
measured values is enabled for transmission, the device will not send any fibre measurement data.

An example fibre measurement data file is included in appendix B.1 on page 35.

4.2.1 Fibre break positions

This value is transmitted only if a fibre break has been detected. The format of the transmitted data
depends upon the configuration of the fibre:

* in single-ended mode, the breakPos container contains the fibre break position in meter relative
to the fibre reference point as xsd: float:

<breakPos>891</breakPos>

+ in loop mode, a breakRange container containing the fibre break area as start and end position
in meter relative to the fibre reference point as two xsd: float values is transmitted:

<breakRange>

<start>2576</start>
<end>3184</end>
</breakRange>

Note Loop mode is supported since Firmware 1.0.7.

OTS3/LHD3CM PV En1.7 © LIOS Technology GmbH 2014 9 (40)
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I bscat

( LIOSMeasDataT [l']—@—
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1.0
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I_ _____ 4
R . : =y
4 zones [-] [—] zone [-] [——~ tAvg :
I ______
1..1000
r=—-— - I
L= tMax !

I
‘4 alarmLocs [-]
L

Figure 2: Structure of the fibre measurement data XML container
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Flags Description
01XXpex The address point indicates a fibre alarm condition. The lower 8 bits xx contain
a bit mask indicating the reasons triggering the alarm (see table 2).
0201 e The address point indicates a fibre break condition. The lower 8 bits always
contain the value 1.
03XXhex The address point indicates a fibre pre-alarm condition. The lower 8 bits xx con-

tain a bit mask indicating the reasons triggering the pre-alarm (see table 2)

0400hex, 04011 | The address point indicates a control function change. The lower 8 bits contain
the value 1 if the control function was activated, an 0 if it was deactivated.

0501 hex The address point is related to a fire size event. The lower 8 bits always contain
the value 1.

0601 e The address point is related to a fire direction event. The lower 8 bits always
contain the value 1.

0701 phex The address point indicates the activation of an alarm input. The lower 8 bits

always contain the value 1.

0800hex, 08011ex | The address point indicates the change of a control input. The lower 8 bits contain
the value 1 if the input was activated, an 0 if it was deactivated.

0901 pex The address point indicates an acknowledgement operation. The lower 8 bits
always contain the value 1.

0a01 ey The address point indicates a reset operation. The lower 8 bits always contain
the value 1.

0b01hex The address point indicates that the test mode has been started. The lower 8
bits always contain the value 1.

0c01ex The address point indicates that the test mode has been stopped. The lower 8
bits always contain the value 1.

0d01pe The address point is related to an error event. The lower 8 bits always contain
the value 1.

0e01 e The address point is related to a warning event. The lower 8 bits always contain
the value 1.

0f00pex, 0f01ex | The address point indicates the change of the mute buzzer control input. The
lower 8 bits contain the value 1 if the input was activated, an 0 if it was deacti-
vated.

Table 1: Address point condition flags. The higher 8 bits of the 16-bit flags value indicates the triggering condition,
the lower 8 bits contain further information according to the triggering condition.

Bit | Mask | Description

0 | O1hex | Indicates that the maximum alarm criterion triggered the alarm or pre-alarm.

1 | 02nex | Indicates that the minimum alarm criterion triggered the alarm or pre-alarm.

2 | 04« | Indicates that the hot spot alarm criterion triggered the alarm or pre-alarm.

3 | 08ex | Indicates that the cold spot alarm criterion triggered the alarm or pre-alarm.

4 | 10hex | Indicates that the first differential alarm criterion triggered the alarm or pre-alarm.

5 | 20hex | Indicates that the second differential alarm criterion triggered the alarm or pre-alarm.
6 | 40nhex | Indicates that the third differential alarm criterion triggered the alarm or pre-alarm.

7 | 80pex | Indicates that the alarm or pre-alarm has been triggered while the system is in test

mode.

Table 2: Alarm and pre-alarm source flags. If more than one criterion is active, the flags contain the logical OR of
all triggered criteria.

OTS3/LHD3CM PV En 1.7 © LIOS Technology GmbH 2014 11 (40)
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4.2.2 Fibre adress points

The fibre address point states are transmitted as a list of address point numbers with a £1ags attribute
each (both xsd:unsignedShort) giving more information about the address point (see table 1 on the
previous page).

The state element contains a xsd:hexBinary'' encoded bit mask of the trigger states of all 3100
fibre address points in their “natural” order, i.e. the first two hex digits contain the states of address points
3096 to 3099, inclusively, and 4 unused bits which are always 0, the second two hex digits the states of
address points 3088 to 3095, inclusively, etc. The last two hex digits contain the states of address points
0 to 7, inclusively:

<addrPts>

<ap flags="257">2</ap>

<ap flags="257">4</ap>

<ap flags="769">1007</ap>

<ap flags="257">8</ap>

<state>0000000[...]</state> <!-- 776 hex digits —-->
</addrPts>

4.2.3 Temperature profile

Each value is gives the temperature in °C at a position in meter relative to the fibre reference point
which is included in the pos attribute of the value (both are xsd: float values). The count attribute
of the profile container (type xsd:nonNegativeInteger) indicates the number of sampling points
in the temperature profile. The tRef attribute (type xsd: float) gives the temperature of the internal
reference coil. Note that illegal temperature values or data behind a fibre break is not transmitted, i.e.
the number of tval elements may be smaller than the count:

<profile count="6315" tRef="28.0316">
<tVal pos="0">26.5565</tvVal>
<tVal pos="1">25.4472</tVal>
<tVal pos="2">24.6831</tVal>
<tVal pos="3">23.4052</tVal>
<!-— more values —-->
</profile>

4.2.4 Backscatter profile

The values for each spatial point are given in bsval containers, of which the s child gives the Stokes
and the as child the Antistokes values, respectively. The pos attribute gives the position relative to the
fibre reference point. Note that the complete backscatter profile, including the part inside the controller,
will be transmitted. Thus, the backscatter profile will always start at negative positions. The count
attribute of the bscat container (type xsd:nonNegativeInteger) indicates the number of sampling
points in the backscatter profile. All values are xsd: float:

<bscat count="4896">
<bsVal pos="-126">
<s>29115.7</s>
<as>29095</as>
</bsVal>
<bsVal pos="-123">

"Note that the definition of this data type requires an even number of hex digits.

12 (40) © LIOS Technology GmbH 2014 OTS3/LHD3CM PV En1.7
FOLHD - 222



[]

Communication Manual, Part V: XML

<s>38122.4</s>
<as>28746.8</as>
</bsVal>
<!-- more values -->
</bscat>

Note Backscatter profiles are transmitted only if the Transmit Backscattering Profile option is enabled
in the Measurement Parameters of the respective fibre. See the LHD3-/OTS3-Series Controllers
Operation Manual for details.

4.2.5 Attenuation profile

Each posval element is gives the value at a position in meter relative to the fibre reference point which
is included in the pos attribute of the value (both are xsd: float values). The count attribute of the
da container (type xsd:nonNegativeInteger) indicates the number of sampling points in the profile:

<da count="1360">
<posVal pos="-126">0</posVal>
<posVal pos="-123">0</posVal>
<!-- all values in the device are 0 ——>
<posVal pos="18">-8.09443e-06</posVal>
<posVal pos="21">0.000164516</posVal>
<posVal pos="24">-0.00037823</posVal>
<!-- more values —--—>

</da>

Note Attenuation data along the fibre (A« profile) is transmitted only in loop mode and only if the Trans-
mit Backscattering Profile option is enabled in the Measurement Parameters of the respective fibre.
See the LHD3-/OTS3-Series Controllers Operation Manual for details.
Attenuation data along the fibre (Aa profile) is available since firmware version 1.1.0. It is not
available from Linear Heat Detection (LHD) systems.

4.2.6 OTDR profile

The posval elements are to be interpreted as for the z-dependent attenuation data (see above):

<otdr count="1318">
<posVal pos="-126">22135.5</posvVal>
<posVal pos="-123">22180.7</posVal>
<posVal pos="-120">22200.6</posvVal>
<posVal pos="-117">22190</posVal>
<posVal pos="-114">22170.8</posVal>
<!-- more values -->

</otdr>

Note OTDR profile data is transmitted only if the Transmit Backscattering Profile option is enabled in
the Measurement Parameters of the respective fibre. See the LHD3-/OTS3-Series Controllers
Operation Manual for details.

OTDR profile data is available since firmware version 1.1.0. It is not available from Linear Heat
Detection (LHD) systems.

OTS3/LHD3CM PV En 1.7 © LIOS Technology GmbH 2014 13 (40)
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4.2.7 Rate-of-Change profile

Each value is gives the temperature rate-of-change in °C/second at a position in meter relative to the
fibre reference point which is included in the pos attribute of the value (both are xsd: float values).
The count attribute of the roc container (type xsd:nonNegativeInteger) indicates the number of
sampling points in the rate-of-change profile. Note that data behind a fibre break is not transmitted, i.e.

the number of posval elements may be smaller than the count:

<roc count="6315">
<posVal pos="0">0.0066704</posVal>
<posVal pos="0.5">-0.00306263</posVal>
<posVal pos="1">0.018405</posVal>
<posVal pos="1.5">0.0293577</posVal>
<posVal pos="2">0.00996308</posVal>
<posVal pos="2.5">0.0135454</posVal>
<!-- more values —-->

</roc>

Note Rate-of-change data is available since firmware version 1.1.2.

4.2.8 Zone temperatures

This block includes zone minimum and maximum temperatures and positions, and zone average temper-
atures. All temperatures are given in °C. The minimum and maximum temperatures include the position
in meter relative to the fibre reference point where the value has been detected. The zone container
includes the attribute idx which gives the absolute zone index, starting with 0:

<zones>
<zone 1idx="0">
<tMin pos="551">20.7216</tMin>
<tAvg>23.8281</tAvg>
<tMax pos="248">26.7803</tMax>
</zone>
<!-- more zones ——>
</zones>

4.2.9 Alarm triggering locations

Alarm triggering locations can be transmitted as single trigger positions or as triggered regions, both in

meter relative to the fibre reference point.

A triggered region is given as start and end values in a 1oc container, whereas a single (isolated)
trigger position is indicated by a Loc container containing only the start value:

<alarmLocs>
<loc>
<start>630</start>
<end>1260</end></loc>
<loc>
<start>1890</start>
</loc>
</alarmLocs>
14 (40) © LIOS Technology GmbH 2014
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4.3 System status data

System status data is sent automatically by the OTS controller whenever one of the states changes. The
systembData XML container has three attributes:

* otsModel contains the model description of the OTS controller;
* otsSerial contains the serial number of the OTS controller;

* ot sName contains the user-defined name of the OTS controller.

The amount of data which is transmitted in the container (see figure 3) can be configured. Note that
the time stamp (see section 4.1 on page 9) cannot be disabled. If none of the aforementioned values is

enabled for transmission, the device will not send any system status data.

4.3.1 System address points

System address points are transmitted in the same format as fibre address points (see section 4.2.2 on
page 12 for details). The state element contains a xsd:hexBinary encoded bit mask of the trigger

states of all 256 system address points, i.e. 64 hex digits.

rm—————

——————————a

LIOSSysDataT

——————— e —

ro————— = 1
L1 extSens [] == |
e —
6..6

Figure 3: Structure of the system status data XML container
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4.3.2 Last event code

The last event code is transmitted as a xsd:nonNegativeInteger number. See table 3 for a list of
event codes:

<event>107</event>

4.3.3 Device inputs and outputs

The inputState and outputState containers contain a bit mask of the logical states'? of the pro-
grammable device inputs and outputs, respectively, encoded as xsd:hexBinary. The states are given
in their “natural” order, i.e. the first two hex digits contain the states of the highest-order inputs or outputs,
while the last two hex digits contain the states of the lowest-order inputs or outputs.

The sysFault and sysAlarm attributes (both xsd:boolean) of the output State container give the
logical state of the common fault and common alarm outputs, respectively:

<inputState>0000000008</inputState>
<outputState sysFault="0"
sysAlarm="1">0000000000000000000000000010</outputState>

4.3.4 Sensor readings

Readings of the internal sensors include the device temperature in °C, the internal device humidity in %
relative humidity, and power supply input voltage in VDC. Note that the humidity is reported as NaN if the
device is not equipped with a humidity sensor:

2Note that the programmable outputs and inputs may individually be configured as active high or active low. The common fault
output is closed if no fault has been detected, the common alarm output is closed if any alarm occurred.

Code Description

100 | Configuration Error: Configuration is not loaded by the controller.

101 Fibre break: Unexpected change of the sensor cable length.

102 | Measurement error: Invalid measurement.

103 | Device error, call support: Controller hardware error requiring support.
104 | Device error: Controller error, e.g. low buffer battery.

105 | Environmental conditions error: Supply voltage, temperature and/or humidity are out of
range. Measurement is stopped.

106 | Handling error: No fibre, ...

107 | Measurement stopped: Message sent once when the measurement is stopped.
108 | Measurement inactive: Periodic message when the measurement is inactive.
109 | Alarm zones deactivated

200 | Configuration warning: Configuration data is not valid.

201 | Measurement warning: Single invalid measurement. This measurement is disregarded, and
measurements are continued.

202 | Environmental conditions warning: Supply voltage, temperature and/or humidity are close to
the limits.

203 | Communication warning: Low quality of data transmission.

Table 3: Event codes reported in the system data event container
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<intSens>
<devTemp>38</devTemp>
<devHumid>NaN</devHumid>
<inVolt>23.923</inVolt>
</intSens>

If the device is equipped with an optional analogue sensors add-on card, their readings are are given as
6 xsd: float values:

<extSens>
<sens 1idx="0">38.6</sens>
<sens 1dx="2">0.413</sens>
[...] <!-— 6 values ——>
</extSens>

4.4 Device status information

The device status information is transmitted as reply to the status command (see section 5.3 on page 21).
The statusbData XML container has three attributes:

* otsModel contains the model description of the OTS controller;
* otsSerial contains the serial number of the OTS controller;

* ot sName contains the user-defined name of the OTS controller.

The container always includes the time stamp (see section 4.1 on page 9). The following sections
describe the additional data (see figure 4). An example device status information data file is included in
appendix B.2 on page 37.

Note The status command and thus the statusData XML container are supported since firmware
1.0.7.

4.4.1 Device inputs and outputs

The states of the device inputs and outputs is transmitted in the inputState and outputState con-
tainers (see section 4.3.3 on the preceding page for details).

4.4.2 Measurement status

The measurement status is transmitted in the measState container, giving the currently measuring fibre
index, starting with O for the first channel, in the activeFibre (type xsd: int), the test mode status in
the testMode (type xsd:boolean), and the alarm processing status in the alarmProcessing (type
xsd:boolean) containers, respectively.

If no regular measurement is active, the value for the measuring fibre is -1. The alarm processing state is
TRUE if the alarm processing configuration is valid, and if all measurement channels in the measurement
sequence have a valid zone configuration, i.e. they can produce alarm, pre-alarm or fibre break address
points:

<measState>
<activeFibre>3</activeFibre>
<testMode>0</testMode>
<alarmProcessing>1</alarmProcessing>
</measState>

OTS3/LHD3CM PV En1.7 © LIOS Technology GmbH 2014 17 (40)
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Figure 4: Structure of the device status information XML container
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4.4.3 Controller statistical data

Statistical data of the controller is transmitted in the statistics container. The container includes the
following elements, collected since the last reset of the user statistics:

* the run time in seconds in the runt ime element (type xsd:nonNegativeInteger);

+ the minimum and maximum internal device temperature in °C as xsd:float in the tMin and
tMax elements, respectively. The t ime attribute gives the time when the value has been recorded;

» the maximum internal relative humidity in % as xsd:float in the humid element. The time
attribute gives the time when the value has been recorded. If the controller is not equipped with an
internal humidity sensor, the value is always NaN;

+ the minimum and maximum DC input voltage of the power supply in V DC as xsd: float in the
voltMin and voltMax elements, respectively. The time attribute gives the time when the value
has been recorded.

<statistics>
<runtime>5835262</runtime>
<tMin time="2012-03-06T08:44:56">20</tMin>
<tMax time="2012-05-24T14:10:46">42</tMax>
<humid time="2012-06-06T11:42:06">35.7</humid>
<voltMin time="2012-08-15T08:30:45">23.6918</voltMin>
<voltMax time="2012-03-15T09:12:20">24.0578</voltMax>
</statistics>

Note that fields are omitted after a reset of the user statistics when no new data has yet been collected
(during about 30 seconds after the reset of the user statistics).

4.4.4 Fibre commissioning status

The commissioning state of all fibres is included in a series of fibre containers, with attributes index
giving the absolute fibre index, starting with 0, as xsd:nonNegativeInteger and the fibre name
in fibreName as xsd:string. Each container includes a xsd:boolean element commissioned
indicating if the fibre has been commissioned. The optional element 1ength is present only for com-
missioned fibres and gives as xsd: f1oat the detected fibre length in m:

<fibre index="1" fibreName="Tunnel Tube 2">
<commissioned>1</commissioned>
<length>508</length>

</fibre>

4.4.5 CF card status

The status of the built-in CF memory card is transmitted in in the cfCard container. The size and free
elements (both xsd:nonNegativelInteger) are always present and give the total size and the free
space on the CF card, both in kByte, respectively. The xsd:boolean element smart is present only
if the CF card supports Self-Monitoring, Analysis and Reporting Technology (S.M.A.R.T.). The value is
TRUE if a “good” S.M.A.R.T. has been detected:

<cfCard>
<size>1995936</size> <!-— a 2 GByte CF card —-->
<free>1798120</free>
<smart>1</smart>

</cfCard>
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4.5 Schema file

The LIOS XML Schema file is transmitted as reply to the schema command (see section 5.7 on page 22).
The returned schema XML container contains the full Schema file including the annotations as used by
the firmware. The file is deflated according to RFC 19503 and then transmitted in xsd:base64Binary
format.

Note Reading the schema file from the device is supported since firmware 1.1.1.

4.6 Measurement Progress

Measurement progress information is sent automatically approximately every 5 seconds by the OTS
controller. The progress XML container has five attributes:

» fibre contains the channel number which produced the measurement, counting from 0 for the
first channel;

* fibreName contains the user-defined name of the fibre;
* otsModel contains the model description of the OTS controller;
* otsSerial contains the serial number of the OTS controller;

* otsName contains the user-defined name of the OTS controller.
The contents of the container is the measurement progress, given in %, as xsd: float value.

Note Measurement progress data will never be stored on the built-in CF card.
The measurement progress is supported since firmware 1.1.1.

4.7 Command transmission

A command on the OTS controller is executed by sending a XML packet with MUST contain exactly one
command container. The command name is transmitted as contents of the container. If the command
has an argument, it is added as attribute arg to the command container. Example:

<?xml version="1.0" encoding="UTF-8"?>

<lios:LIOSXml xmlns:lios="http://www.lios-support.com/LIOSXm1l"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation=

"http://www.lios—support.com/LIOSXml LIOSXml.xsd"
version="1.8">
<command arg="3">start</command>
</lios:LIOSXml>

Note All attributes of the 1ios:LI0SxXml are optional and MAY be omitted.

See section 5 on the next page for a list of all commands supported by the OTS controller. The OTS
controller will reply immediately with a result indicating whether the operation has been successful or
not (see section 4.8 on the facing page for details).

18p. DEUTSCH and J-L. GAILLY: ZLIB Compressed Data Format Specification version 3.3 (http://www.ietf.org/rfc/
rfc1950.txt). With the Open Source “ZLib” library, available from http://www.zlib.net/, the data can be inflated using
the uncompress () orthe inflateInit (), inflate () and inflateEnd () methods.
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4.8 Command result

After receiving a command or a configuration, the OTS controller will always reply with a result con-
tainer with a xsd :boolean attribute indicating whether the operation has been successful (value t rue)
or not (value false). In the latter case, the contents of the result container is a human-readable
message describing why the command execution failed. On success, the result container is empty:

<result ok="1"/>

5 Commands

This section gives an overview over all commands which can be sent to the OTS controller.

Notes Some commands cannot be used if the controller has been switched to nonreactive mode. See
the LHD3-/OTS3-Series Controllers Operation Manual for details about the nonreactive mode of
the OTS controller.

For some commands, the OTS Remote Control over XML license is needed. Contact LIOS Tech-
nology or your support partner for details.

5.1 Reset Alarms
Command: reset
Argument: none

This command performs the Reset operation of the OTS controller. See the LHD3-/OTS3-Series Con-
trollers Operation Manual for details. It cannot be used if the controller has been switched to nonreactive
mode.

5.2 Acknowledgement
Command: ack

Argument: none

This command performs the Acknowledgement operation of the OTS controller. See the LHD3-/OTS3-
Series Controllers Operation Manual for details. It cannot be used if the controller has been switched to
nonreactive mode.

5.3 Device status

Command: status

Argument: none

The command requests the current device status which is reported as a statusData container (see
section 4.4 on page 17 for details).

Note This command is supported since Firmware 1.0.7.
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5.4 Start Measurement

Command: start

Argument: optional: logical fibre number, counting from zero

If no argument is given, start the programmed measurement sequence. Otherwise, start a single-fibre
measurement of the passed fibre. The OTS Remote Control over XML license is needed if the command
shall be used. It cannot be used if the controller has been switched to nonreactive mode.

Note The logical fibre numbers are counted from zero.

5.5 Stop Measurement

Command: stop

Argument: none

Stop the measurement. The OTS Remote Control over XML license is needed if the command shall be
used. It cannot be used if the controller has been switched to nonreactive mode.

5.6 Set Clock

Command: time

Argument: new UT time in XML format (xsd:dateTime)

Set the Real Time Clock (RTC) of the controller to the passed time. The OTS Remote Control over XML
license is needed if the command shall be used. Note that any fractional part of the seconds will be
ignored. The time must be given as UT (Zulu time zone “Z”). The command will fail if NTP is activated
and the controller is synchronised with a NTP server.

Note This command is supported since Firmware 1.1.0.

5.7 Read Schema

Command: schema

Argument: none

The command requests the LIOS XML Schema file schema container (see section 4.5 on page 20 for
details).

Note Reading the schema file from the device is supported since firmware 1.1.1.
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6 Plug-In Configuration

In order to use the XML Data and Control plug-in, it first has to be activated and configured (see figure 5):

1. Select the OTS controller in the tree view
. Activate the Device tab.

. In the Controller group, click Communication.

2

3

4. Select Other Protocols from the menu.

5. in the Other Protocols dialogue, activate the XML Data and Control plug-in using the check box.
6

. Click Configure to configure the XML Data and Control plug-in options.

In the XML Data and Control plug-in options dialogue (see figure 6 on the following page), set appropriate
values for your environment.

TCP port of the XML data transfer: select an appropriate TCP port. The LIOS assigned default value
is 9974 which should be suitable for most installations.

Enable TLS Protocol: check this option for an encrypted connection (see section 2.4 on page 6 for
details).

Buffering of the CF card: select the appropriate data buffering mode (see section 3 on page 7 for
details).

Transmitted data: select the data which shall be included in the XML files transmitted by the XML Data
and Control plug-in.

Note: Backscattering data includes the backscatter profile, the attenuation data along the fibre and the
OTDR profile (see sections 4.2 on page 9 and 4.3 on page 15 for details). It is available only if the
transmission is enabled in the measurement settings. Attenuation and OTDR data is not available for
fire detection (LHD) systems. See the LHD3-/OTS3-Series Controllers Operation Manual for details.
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Figure 5: Activation of the XML Data and Control plug-in
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Figure 6: XML Data and Control plug-in configuration

Firewall configuration: define the firewall configuration for the XML Data and Control plug-in. If the
list is empty, a peer with any IP address is permitted to connect the XML Data and Control plug-in.
Otherwise, the peer’s IP address must match at least one of the Network and Network Mask pairs from
the list to access the XML Data and Control plug-in. Examples:

» 192.168.1.0/255.255.255.0: all peers with IP address 192.168.1.0 up to 192.168.1.255, inclusively,
may connect the XML Data and Control plug-in (in other words, the network mask checks that the
first three values of the IP address match, while the fourth value is irrelevant);

* 10.16.42.6/255.255.255.255: the peer station with IP address 10.16.42.6 may connect the XML
Data and Control plug-in (in other words, the network mask checks that the IP address is exactly
one value).

Up to three network/network mask pairs con be configured. Ask your network administrator about the
proper configuration of the firewall.

Click the Add button to add a new network/network mask pair to the list. Select an entry from the list,
and click Edit or Remove to edit the selected entry or to remove it from the list, respectively. Click Clear
to remove all entries from the list.

Note: This firewall configuration is completely independent from the OTS Controller’s firewall configu-
ration and only influences the access to the XML Data and Control plug-in running on the OTS
controller.
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A LIOS XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<!-— $Id: LIOSXml.xsd 586 2013-09-23 10:09:14Z adress $ —-->

<xsd:schema targetNamespace="http://www.lios-support.com/LIOSXml"
elementFormDefault="unqualified" attributeFormDefault="unqualified"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:lios="http://www.lios—-support.com/LIOSXml">

<xsd:complexType name="LIOSXmlT">
<xsd:choice minOccurs="1" maxOccurs="1">
<xsd:element name="measData" type="lios:LIOSMeasDataT" minOccurs="1" maxOccurs="1"/>
<xsd:element name="systemData" type="lios:LIOSSysDataT" minOccurs="1" maxOccurs="1"/>
<xsd:element name="statusData" type="lios:LIOSStatDataT" minOccurs="1" maxOccurs="1"/>
<xsd:element name="command" type="lios:LIOSCommandT" minOccurs="1" maxOccurs="1"/>
<xsd:element name="progress" type="lios:LIOSProgressT" minOccurs="1" maxOccurs="1"/>
<xsd:element name="result" type="lios:resultT" minOccurs="1" maxOccurs="1"/>
<xsd:element name="config" type="xsd:string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="schema" type="xsd:base64Binary" minOccurs="1" maxOccurs="1"/>
</xsd:choice>
<xsd:attribute name="version" type="xsd:string" use="required" fixed="1.8"/>
</xsd:complexType>

<xsd:element name="LIOSXml" type="1lios:LIOSXmlT"/>

<xsd:complexType name="LIOSMeasDataT">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="timeStamp" type="lios:dateTimeNtpT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Controller time stamp when the measurement data record has
been created. The element is missing if no measurement data is
available.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="breakPos" type="xsd:float" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Position of a fibre break in m relative to the reference point.
If the element is not included, this indicates that no fibre break has been
detected. Note that this element is used only for a fibre-break in single-ended
mode, and never used for fibres in loop mode.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="breakRange" type="lios:breakRangeT" minOccurs="0">
<xsd:annotation>
<xsd:documentation>Fibre break range in loop mode. If the element is not included,
this indicates that no fibre break has been detected. Note that this element is
never transmitted for fibres in single-ended mode.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="addrPts" type="lios:addressPtDataT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>List of triggered address points and flags.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="profile" type="lios:profileT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Temperature profile.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="bscat" type="lios:bscatT" maxOccurs="1" minOccurs="0">
<xsd:annotation>
<xsd:documentation>Backscatter profile.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="da" type="lios:posValT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Delta-Alpha profile. The values are
non-dimensional.</xsd:documentation>
</xsd:annotation>
</xsd:element>
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<xsd:element name="otdr" type="lios:posValT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>OTDR profile. The values are
non-dimensional.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="roc" type="lios:posValT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Rate-of-change profile. The values are given in Kelvin per
second.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="zones" type="lios:zonesT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>List of zone values.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="alarmLocs" type="lios:alarmLocListT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>List of alarm triggering locations.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
<xsd:attribute name="otsSerial" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>0TS serial number, assigned by LIOS
Technology.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="otsModel" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>0TS model.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="otsName" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>User-defined name of the OTS controller.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="fibre" type="xsd:nonNegativeInteger" use="required">
<xsd:annotation>
<xsd:documentation>Logical fibre number, starting with 0, to which the measurement
data packet belongs.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="fibreName" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>User-defined name of the fibre.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>

<xsd:complexType name="LIOSSysDataT">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="timeStamp" type="lios:dateTimeNtpT" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Controller time stamp when the system data record has been
created.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="addrPts" type="lios:addressPtDataT" minOccurs="0" maxOccurs="1"/>
<xsd:element name="event" type="xsd:int" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Event code.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="inputState" type="xsd:hexBinary" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Bit-packed states of the programmable
inputs.</xsd:documentation>
</xsd:annotation>
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</xsd:element>
<xsd:element name="outputState" type="lios:outputStateT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Bit-packed states of the programmable
outputs.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="intSens" type="lios:intSensT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Sensor readings from the built-in sensors of the
device.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="extSens" type="lios:extSensT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Sensor readings from the optional sensors add-on
card.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
<xsd:attribute name="otsSerial" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>0TS serial number, assigned by LIOS
Technology.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="otsModel" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>0TS model.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="otsName" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>User-defined name of the OTS controller.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>

<xsd:complexType name="LIOSStatDataT">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="timeStamp" type="lios:dateTimeNtpT" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Controller time stamp when the status data has been
created.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="inputState" type="xsd:hexBinary" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Bit-packed states of the programmable
inputs.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="outputState" type="lios:outputStateT" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Bit-packed states of the programmable
outputs.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="measState" type="lios:measStateT" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Measurement and alarm processing status.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="statistics" type="lios:statisticsT" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Statistical data of the controller, collected since the last
statistics reset.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="fibre" type="lios:fibreStatT" minOccurs="1" maxOccurs="16">
<xsd:annotation>
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<xsd:documentation>Status of all fibres.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="cfCard" type="lios:cfStatT" maxOccurs="1" minOccurs="1">
<xsd:annotation>
<xsd:documentation>Status of the CF memory card.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
<xsd:attribute name="otsSerial" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>0TS serial number, assigned by LIOS
Technology.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="otsModel" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>0TS model.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="otsName" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>User-defined name of the OTS controller.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>

<xsd:complexType name="LIOSCommandT">
<xsd:simpleContent>
<xsd:extension base="lios:commandValsT">
<xsd:attribute name="arg" type="xsd:string" use="optional">
<xsd:annotation>
<xsd:documentation>Optional argument of the command.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="LIOSProgressT">
<xsd:annotation>
<xsd:documentation>Fibre measurement progress information, given in
percent.</xsd:documentation>
</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="xsd:float">
<xsd:attribute name="otsSerial" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>0OTS serial number, assigned by LIOS
Technology.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="otsModel" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>0TS model.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="otsName" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>User-defined name of the OTS controller.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="fibre" type="xsd:nonNegativeInteger" use="required">
<xsd:annotation>
<xsd:documentation>Logical fibre number, starting with 0, to which the
progress data packet belongs.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="fibreName" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>User-defined name of the fibre.</xsd:documentation>
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</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="resultT">
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:attribute name="ok" type="xsd:boolean" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="zoneValT">
<xsd:annotation>
<xsd:documentation>Maximum, average and minimum temperature data in a
zone.</xsd:documentation>
</xsd:annotation>
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="tMin" type="lios:tAtPosT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Minimum temperature in degrees C within the zone and position
relative to the reference point where the temperature has been detected. For a
zone which is completely located behind a fibre break, the position and value
are both NaN.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="tAvg" type="xsd:float" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Average temperature in degrees C within the zone. For a zone
which is completely located behind a fibre break, the value is
NaN.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="tMax" type="lios:tAtPosT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Maximum temperature in degrees C within the zone and position
relative to the reference point where the temperature has been detected. For a
zone which is completely located behind a fibre break, the position and value
are both NaN.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
<xsd:attribute name="idx" type="xsd:nonNegativeInteger" use="required">
<xsd:annotation>
<xsd:documentation>Zone index, counting from 0.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>

<xsd:complexType name="tAtPosT">
<xsd:annotation>
<xsd:documentation>Temperature in degrees C at a position, measured in
m.</xsd:documentation>
</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="xsd:float">
<xsd:attribute name="pos" type="xsd:float">
<xsd:annotation>
<xsd:documentation>Position in m relative to the reference point at which the
temperature value has been measured.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="floatTimeT">
<xsd:annotation>
<xsd:documentation>Float value, measured at a certain time.</xsd:documentation>
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</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="xsd:float">
<xsd:attribute name="time" type="xsd:dateTime">
<xsd:annotation>
<xsd:documentation>Time stamp when the float value has been
acquired.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="dateTimeNtpT">
<xsd:annotation>
<xsd:documentation>Time stamp with NTP status.</xsd:documentation>
</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="xsd:dateTime">
<xsd:attribute name="ntp" type="xsd:boolean" use="optional">
<xsd:annotation>
<xsd:documentation>Indicate that the time stamp is accurate, i.e. the OTS
controller is synchronised with the configured NTP server. A missing attribute
implies ’false’.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="alarmLocT">
<xsd:annotation>
<xsd:documentation>Range of alarm triggering locations in m. If only the start element
is present, this indicates an isolated (single-point) trigger. Otherwise, the values
indicate the range.</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="start" type="xsd:float" minOccurs="1" maxOccurs="1"/>
<xsd:element name="end" type="xsd:float" minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="profileT">
<xsd:annotation>
<xsd:documentation>Temperature profile. Note that any part of the temperature profile
which is located behind a fibre break will be omitted. Thus, the number of profile
elements will be smaller than thecount in case of a fibre break.</xsd:documentation>
</xsd:annotation>
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="tVal" type="lios:tAtPosT" minOccurs="1" maxOccurs="unbounded">
<xsd:annotation>
<xsd:documentation>Position in m relative to the reference point and the measured
temperature value in degrees C.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
<xsd:attribute name="count" type="xsd:nonNegativeInteger" use="required">
<xsd:annotation>
<xsd:documentation>Number of data points in the temperature
profile.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="tRef" type="xsd:float" use="required">
<xsd:annotation>
<xsd:documentation>Reference temperature in degrees C.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>

<xsd:complexType name="addressPtDataT">
<xsd:annotation>
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<xsd:documentation>List of triggered fibre address points.</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="ap" type="lios:addressPtT" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="state" type="lios:addressPtMaskT" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>The value is a bit mask, indicating the current states of all
address points.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="zonesT">
<xsd:annotation>
<xsd:documentation>List of zones.</xsd:documentation>
</xsd:annotation>
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="zone" type="lios:zoneValT" minOccurs="1" maxOccurs="1000"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="alarmLocListT">
<xsd:sequence>
<xsd:element name="loc" type="lios:alarmLocT" minOccurs="1" maxOccurs="106"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="intSensT">
<xsd:sequence>
<xsd:element name="devTemp" type="xsd:float" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Internal device temperature in degrees C.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="devHumid" type="xsd:float" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Internal humidity of the device in % rel. humidity. Note that
the value is NaN if the device is not equipped with an internal humidity
sensor.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="inVolt" type="xsd:float" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Device power supply input voltage in V DC.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="extSensT">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="sens" type="lios:floatIdxT" minOccurs="6" maxOccurs="6"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="floatIdxT">
<xsd:annotation>
<xsd:documentation>Float value at an index.</xsd:documentation>
</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="xsd:float">
<xsd:attribute name="idx" type="xsd:nonNegativeInteger" use="required">
<xsd:annotation>
<xsd:documentation>Value index.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
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<xsd:complexType name="addressPtT">
<xsd:annotation>
<xsd:documentation></xsd:documentation>
</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="xsd:unsignedShort">
<xsd:attribute name="flags" type="xsd:unsignedShort" use="required">
<xsd:annotation>
<xsd:documentation>Address point flags.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:simpleType name="commandValsT">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="reset"/>
<xsd:enumeration value="ack"/>
<xsd:enumeration value="start"/>
<xsd:enumeration value="stop"/>
<xsd:enumeration value="time"/>
<xsd:enumeration value="status"/>
<xsd:enumeration value="schema"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:simpleType name="addressPtMaskT">
<xsd:restriction base="xsd:hexBinary">
<xsd:maxLength value="776"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:complexType name="bscatT">
<xsd:annotation>
<xsd:documentation>Backscatter profile</xsd:documentation>
</xsd:annotation>
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="bsVal" type="lios:bsAtPosT" minOccurs="1" maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:attribute name="count" type="xsd:nonNegativeInteger"/>
</xsd:complexType>

<xsd:complexType name="bsAtPosT">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="s" type="xsd:float">
<xsd:annotation>
<xsd:documentation>Stokes values</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="as" type="xsd:float">
<xsd:annotation>
<xsd:documentation>Antistokes value</xsd:documentation>
</xsd:annotation></xsd:element>
</xsd:sequence>
<xsd:attribute name="pos" type="xsd:float">
<xsd:annotation>
<xsd:documentation>Position in m relative to the device’s fibre connector at which
the backscatter value has been measured.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>

<xsd:complexType name="outputStateT">
<xsd:annotation>
<xsd:documentation>logical states of the fixed and programmable device
outputs</xsd:documentation>
</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="xsd:hexBinary">
<xsd:attribute name="sysFault" type="xsd:boolean" use="required">
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<xsd:annotation>
<xsd:documentation>indicates if the system fault output is logically
active</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="sysAlarm" type="xsd:boolean" use="required">
<xsd:annotation>
<xsd:documentation>indicates if the system alarm output is logically
active</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="breakRangeT">
<xsd:sequence>
<xsd:element name="start" type="xsd:float">
<xsd:annotation>
<xsd:documentation>Start of the "dead area" caused by a fibre break in loop
mode.</xsd:documentation>
</xsd:annotation></xsd:element>
<xsd:element name="end" type="xsd:float">
<xsd:annotation>
<xsd:documentation>End of the "dead area" caused by a fibre break in loop
mode.</xsd:documentation>
</xsd:annotation></xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="statisticsT">
<xsd:annotation>
<xsd:documentation>Statistical data of the OTS controller. Note that fields are
omitted after a reset of the user statistics when new new data has been collected
(about 30 seconds) .</xsd:documentation>
</xsd:annotation>
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="runtime" type="xsd:nonNegativeInteger" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Device run time in seconds.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="tMin" type="lios:floatTimeT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Minimum internal device temperature in degrees
C.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="tMax" type="lios:floatTimeT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Maximum internal device temperature in degrees
C.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="humid" type="lios:floatTimeT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Maximum internal device humidity in %.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="voltMin" type="lios:floatTimeT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Minimum device DC input voltage in V.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="voltMax" type="lios:floatTimeT" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Maximum device DC input voltage in V.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
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<xsd:complexType name="fibreStatT">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="commissioned" type="xsd:boolean" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Indicates if the fibre has been
commissioned.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="length" type="xsd:float" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Detected fibre length, present only if the fibre has been
commissioned.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
<xsd:attribute name="index" type="xsd:nonNegativeInteger" use="required">
<xsd:annotation>
<xsd:documentation>Logical fibre number, starting with 0.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute name="fibreName" type="xsd:string" use="required">
<xsd:annotation>
<xsd:documentation>User-defined name of the fibre.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:complexType>

<xsd:complexType name="cfStatT">
<xsd:annotation>
<xsd:documentation>Status information of the CF card.</xsd:documentation>
</xsd:annotation>
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="size" type="xsd:nonNegativelInteger" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Size of the CF card in kBytes.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="free" type="xsd:nonNegativeInteger" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Free space in kBytes.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="smart" type="xsd:boolean" minOccurs="0" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>True if the S.M.A.R.T. logic of the device reports a good
health state. The element is omitted if the device does not support
S.M.A.R.T.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="measStateT">
<xsd:annotation>
<xsd:documentation>Measurement and alarm processing status
information.</xsd:documentation>
</xsd:annotation>
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element name="activeFibre" type="xsd:int" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>If a measurement is active, the currently measured fibre,
starting with 0 for the first channel. If no regular measurement (i.e. a
sequence measurement or a single-fibre measurement) is active, the value is
-1.</xsd:documentation>
</xsd:annotation>
</xsd:element>
<xsd:element name="testMode" type="xsd:boolean" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Indicates if the system is in test mode.</xsd:documentation>
</xsd:annotation>
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</xsd:element>
<xsd:element name="alarmProcessing" type="xsd:boolean" minOccurs="1" maxOccurs="1">
<xsd:annotation>
<xsd:documentation>Indicates if the alarm processing is configured properly and if
all fibres in the measurement sequence have a zone configuration which means
that they can produce alarm, pre-alarm or fibre break address
points.</xsd:documentation>
</xsd:annotation>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="posValT">
<xsd:annotation>
<xsd:documentation>Profile of values.</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="posVal" type="lios:valAtPosT" maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:attribute name="count" type="xsd:nonNegativelnteger"></xsd:attribute>
</xsd:complexType>

<xsd:complexType name="valAtPosT">
<xsd:annotation>
<xsd:documentation>Value at a position, measured in m. The dimension of the value
is defined by the parent container.</xsd:documentation>
</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="xsd:float">
<xsd:attribute name="pos" type="xsd:float">
<xsd:annotation>
<xsd:documentation>Position in m relative to the reference point at which the
value has been measured or calculated.</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

</xsd:schema>

B Examples

B.1 Fibre measurement data

<?xml version="1.0" encoding="UTF-8"7?>
<lios:LIOSXml xmlns:lios="http://www.lios-support.com/LIOSXml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.lios-support.com/LIOSXml LIOSXml.xsd"
version="1.8">
<measData fibre="1" otsModel="0OTS3010" otsSerial="3028" otsName="Tunnel north"
fibreName="Tunnel Tube 2">
<timeStamp ntp="1">2012-08-21T11:52:17.627Z</timeStamp>
<addrPts>

<ap flags="769">1003</ap>

<ap flags="769">1004</ap>

<ap flags="769">1005</ap>

<ap flags="769">1006</ap>

<ap flags="769">1007</ap>

<ap flags="257">8</ap>

<ap flags="769">1008</ap>

<ap flags="257">9</ap>

<ap flags="769">1009</ap>

<ap flags="1281">3003</ap>

<ap flags="1537">3009</ap>

<state>00000000000000000000000208000([...0000000000300</state>
<!-—- Note: values in [...] are stripped —-—>
</addrPts>
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<profile count="509" tRef="31.0063">

<tvVal pos="0">33.669</tVal>

<tVal pos="1">34.1595</tVal>
<tVal pos="2">34.0124</tVal>
<tVal pos="3">33.8213</tVal>
<tVal pos="4">33.9677</tVal>
<tVal pos="5">34.0269</tVal>
<tVal pos="6">33.8453</tVal>
<tVal pos="7">33.6647</tVal>
<tVal pos="8">33.5849</tVal>
<tvVal pos="9">33.8755</tVval>
<tVal pos="10">34.0562</tVal>

<!-- Note: more temperature profile values stripped —-->

<tVal pos="506">65.0513</tval>

<tVal pos="507">65.5898</tval>

<tVal pos="508">65.3389</tval>

</profile>
<bscat count="2290">

<bsVal pos="-125">
<s>7093.2</s>
<as>5849.59</as>

</bsvVal>

<bsVal pos="-124">
<$>6738.9</s>
<as>4671.11</as>

</bsval>

<bsVal pos="-123">
<s>6549.94</s>
<as>4805.82</as>

</bsval>

<bsVal pos="-122">
<$>6576.57</s>
<as>4813.93</as>

</bsvVal>

<bsVal pos="-121">
<s>6581.67</s>
<as>4821.2</as>

</bsvVal>

<bsVal pos="-120">
<$>6569.89</s>
<as>4787.85</as>

</bsvVal>

<bsVal pos="-119">
<s>6552.27</s>
<as>4808.66</as>

</bsval>

<bsVal pos="-118">
<s>6554.22</s>
<as>4793.37</as>

</bsVal>

<bsVal pos="-117">
<s>6541.08</s>
<as>4779.7</as>

</bsval>

<!-- Note: more backscatter profile values stripped ——>

<bsVal pos="1018">
<s>8.24343</s>
<as>-5.96501</as>
</bsvVal>
<bsVal pos="1019">
<s>8.6862</s>
<as>-15.8135</as>
</bsvVal>
</bscat>
<zones>
<zone idx="0">
<tMin pos="12">33.5574</tMin>
<tAvg>34.6261</tAvg>
<tMax pos="50">36.1034</tMax>
</zone>
<zone idx="1">
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<tMin pos="57">36.0392</tMin>
<tAvg>37.7511</tAvg>
<tMax pos="94">39.3762</tMax>
</zone>
<zone idx="2">
<tMin pos="101">39.1313</tMin>
<tAvg>40.7211</tAvg>
<tMax pos="152">42.7019</tMax>
</zone>
<!-— Note: more zone values stripped ——>
<zone 1idx="9">
<tMin pos="455">61.3627</tMin>
<tAvg>63.0354</tAvg>
<tMax pos="501">64.747</tMax>
</zone>
</zones>
<alarmLocs>
<loc>
<start>416</start>
<end>505</end>
</loc>
</alarmLocs>
</measData>
</lios:LIOSXml>

B.2 Device status information data

<?xml version="1.0" encoding="UTF-8"?>

<lios:LIOSXml

xmlns:lios="http://www.lios-support.com/LIOSXml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="http://www.lios-support.com/LIOSXml LIOSXml.xsd"

version="1.8">

<statusData otsModel="OTS3010" otsSerial="3028" otsName="Test Fire Detection">

<timeStamp ntp="1">2012-11-08T14:25:37.313Z</timeStamp>
<inputState>0000000000</inputState>

<outputState sysFault="0" sysAlarm="0">0000000000000000000000000000</outputState>

<measState>
<activeFibre>0</activeFibre>
<testMode>1</testMode>
<alarmProcessing>1</alarmProcessing>

</measState>

<statistics>
<runtime>1576126</runtime>
<tMin time="2012-10-01T06:36:41">19</tMin>
<tMax time="2012-09-21T14:15:37">37</tMax>
<humid time="2012-09-20T06:22:00">35.7</humid>
<voltMin time="2012-09-20T06:20:00">23.8844</voltMin>
<voltMax time="2012-09-26T08:31:50">24.0578</voltMax>

</statistics>

<fibre index="0" fibreName="North">
<commissioned>1</commissioned>
<length>3955</length>

</fibre>

<fibre index="1" fibreName="South">
<commissioned>1</commissioned>
<length>3953</length>

</fibre>

<fibre index="2" fibreName="3">
<commissioned>1</commissioned>
<length>0</length>

</fibre>

<fibre index="3" fibreName="4">
<commissioned>1</commissioned>
<length>0</length>

</fibre>

<cfCard>
<size>1995952</size>
<free>399120</free>
<smart>1</smart>

</cfCard>
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</statusData>
</lios:LIOSXml>
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1 Introduction

The E-Mail Notifications option for the OTS3-/LHD3-Series Controllers sends standard e-mails when an
error, warning, alarm or pre-alarm occurs. The triggering sources can be configured by the user.

Warning: E-Mail notifications may be used for informative purposes ONLY. As an arbitrary delay can be
introduced by Mail Transfer Agents (MTA’s) and other network components between sending the
massages and their reception, they MUST NOT be used as primary notification method for critical
events.

2 Applicable standards

2.1 Mail Transfer Agent

Any Mail Transfer Agent (MTA) which complies with the Simple Mail Transfer Protocol (SMTP, [7]) can
be used with the e-mail notification option.

Optionally, the “PLAIN” or “LOGIN” authentication mechanisms [6] are supported if the MTA requires
authentication. In this case, the e-mail notification plug-in will automatically detect whether the MTA
supports Secure SMTP over Transport Layer Security (“STARTTLS”, [4]), and if possible perform the
transaction over an encrypted channel as to protect the authentication data.

Note that E-Mail Notifications plug-in will not buffer any e-mail messages in the OTS controller. If the
MTA rejects the message by issuing a negative reply, the message will be lost, and the reason returned
by the MTA is stored in the OTS controller’s event memory. This does also apply to transient negative
completion replies of the MTA (code 4xx) which are used as “greylisting” technique in some installations.

2.2 E-Mail messages

The E-Mail Notifications plug-in sends standard single-part text messages according to the Internet
Message Format standard [2, 8]. All parts may include Unicode (utf-8) encoded non-ASCII characters
[1, 8]. Long lines are formatted according to [5] for an improved presentation.

2.3 Security considerations

The E-Mail Notifications plug-in does not support using SSL encrypted SMTP connections to port 465.
However, whenever authentication data shall be transmitted to the MTA, the e-mail notification plug-in
will try to switch to a “STARTTLS” encrypted connection according to [4] if the MTA supports it.

If no authentication is configured, the connection will always be unencrypted, even if the MTA advertises
“STARTTLS”.

3 Transmitted data

3.1 Subject

The message subject always contains the following information:

* OTS model and serial number
« the user-defined name of the device

« the total numbers of alarms, faults, pre-alarms and warnings. Categories with no events are omit-
ted.

OTS3/LHD3 CM P VI En 1.1 © LIOS Technology GmbH 2014 5(12)
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3.2 Header
The message body contains a header including the following information:

* Project information:

— the user-defined project name
— the user-defined project description

* Device information:

— OTS model and serial number
— the user-defined name of the device
— the user-defined description of the device

+ the date and time in UTC (Universal Time Coordinated) when the message has been generated

» a note if the E-Mail Notifications plug-in has been configured to suppress sending further mes-
sages until the Acknowledgement operation has been performed.

Example:

Project
Name : M14 Fire Detection
Description: Fire Detection Tunnel M14 (north and south)

Device
Model: OTS3010 S/N 3028
Name : Tunnel South Park

Description: Fire Detection Section R2
Time (UTC): Wed 17 Oct 2012 15:06:04

Note: For further details about the status of the controller and
the issues below, please check its event memory.

Note: No further e-mail will by transmitted before the
Acknowledgement operation of the controller has been performed.

3.3 Alarms

The ALARMS section includes all system and fibre alarm address points. For fibre alarm address points,
the channel number as well as the user-defined name and description are included. Each address point
information includes the user-defined names of the zone.

Likewise, for system alarm inputs, the user-defined input names are included. Example:

ALARMS

System alarm address points: 1
Fibre alarm address points: 1

System Address Points

6 (12) © LIOS Technology GmbH 2014 OTS3/LHD3 CM P VI En 1.1
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Address point #1: Alarm Input #1: Extinguisher 9

Fibre Address Points

Channel #: 1
Name : North
Description: Tunnel tube #1 (north lane)

Address point #8: Alarm in zone #8: Section V13

3.4 Faults

The FAULTS section includes all system and fibre fault events as well as the address points related to
them. For fibre-related faults, the fibre information is included as for alarms (see section 3.3 on the
facing page). Example:

FAULTS

System fault events and address points: 3
Fibre fault events and address points: 0

System: Measurement stopped
Measurement stopped: The measurement was stopped by a command

System Address Points

Address point #101: System fault

Address point #109: Measurement stopped

3.5 Pre-alarms

The PRE-ALARMS section is similar to the fibre-related part of the ALARM section, but contains pre-
alarm information. Example:

PRE-ALARMS

Fibre pre-alarm address points: 1

Fibre Address Points

Channel #: 2
Name: South
Description: Tunnel tube #2 (south lane)

Address point #1005: Pre—-Alarm in zone #5: Section X4

OTS3/LHD3 CM P VI En 1.1 © LIOS Technology GmbH 2014 7(12)
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3.6 Warnings

The WARNINGS section includes all system and fibre warning events similar to the FAULTS section (see
section 3.4 on the previous page). Example:

WARNINGS

System warning events and address points: 2
Fibre warning events: 0

System: Measurement warning
CF card full: The CF card is too full, data is lost or erased

System Address Points

Address point #202: Measurement warning

4 Configuration

In order to use the E-Mail Notifications plug-in, it first has to be activated and configured (see figure 1)

1. Select the OTS controller in the tree view

2. Activate the Device tab.

Sl 5 e w0 )5 LI0S Technalogy - Charan3 - [3.0.65.0

Device Service 3 Edit View

I T T

C N
Quick Alarm mun Measurement Loop Start Stop fe} Reset Measurement  Calik
Start  F i Seq) e ‘Configurati I Parameters

Event Configuration

MNetwork Settings

LON Protocol

Other Protocols - Tunnel South Park X

Other Protocols

3 ch.03:3
) Ch.04: 4

O]

Configure

Configure

E N

Configure

[l

Configure

<]

Figure 1: Activation of the E-Mail Notifications plug-in
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3. In the Controller group, click Communication.
4. Select Other Protocols from the menu.
5. in the Other Protocols dialogue, activate the e-mail notification plug-in using the check box.

6. Click Configure to configure the e-mail notification options.

In the e-mail notification options dialogue (see figure 2), set appropriate values for your environment.

SMTP Server: enter the IP address or the Full Qualified Domain Name (FQDN) of your organisation’s
SMTP server. The latter may be used only if the Domain Name System (DNS) server is configured
properly. See the LHD3-/OTS3-Series Controllers Operation Manual for details about a proper DNS
configuration.

SMTP Server Port: enter the TCP port number where the SMTP server listens. Typical values are 25
(“SMTP”) or 587 (“Submission”).

SMTP user name: if your organisation’s SMTP server requires authentication, enter the user name in
this field. Simply leave this field empty if no authentication is required.

Password: if your organisation’s SMTP server requires authentication, enter the password for the user
name entered in the previous field.

Mail Sender: enter the e-mail address which shall be sued as sender in any message generated by
the OTS controller. Note that the e-mail address must be a RFC 5321/5322 compliant mailbox like
some . sender@company.com [7, 8].

Recipient: enter up to three e-mail addresses to which any message generated by the OTS con-
troller shall be transmitted. Note that all addresses must be a RFC 5321/5322 compliant mailboxes
like some.recipient@company.com [7, 8].

Wait for an Acknowledgement: if this option is checked, the OTS controller will suppress the trans-
mission of further messages after sending the first e-mail until an Acknowledgement operation has
been performed. This protects the recipient's mailboxes from overflow if a larger number of events is

- Tunnel South Park @
[=

I t Tunnel South Park
SMTP Server smip.my-company. com
TCP port of the SMTP server 25
User Name SOme, User
Password [TIITIIT]
Mail Sender ots.m14_sp@my_company.com
Recipient recipient_one@my_company.com
Recipient recipient_two@my_company.com
Recipient redpient_three @my_company. com
[¥] 3w ait for an Acknowled it

Send E-Mail in case of

An alarm has occured

A a pre-alarm has occured
1 A fault has occured
il A warning has occured

[ | [ o]

Figure 2: E-Mail Notifications configuration
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expected. See the LHD3-/OTS3-Series Controllers Operation Manual for details about triggering an
Acknowledgement operation.

Send E-Mail in case of: activate the conditions which shall trigger sending an e-mail. Note that at least
one option must be selected.
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Specifications

General description

Splice box with grounding system for stranded wire loose tube
sensor cable of 4mm diameter “fast response”. Installation in
control cabinet close to OTS.

Provides four entries for sensor cables, one entry for up to four
pigtail cables and a grounding bolt.

For use with OTS with multiple sensor cable channels.

Included items

- Splice cassette with cover and crimp protection sleeve holder,
preinstalled in box

- 3 red sealing plugs (1 spare), for unused sensor cable entries

- 4 white sealing plugs (2 spare), for unused entries on quad
sealing insert on pigtail cable entry

- 1 grey cable gland reducer for pigtail cable entry

- Set of screws, washers and nuts (M4) for mounting in cabinet

Connector for grounding

Bolt M8 with nut, wrench size 13mm

Sensor cable entries

Cable gland for cables of 2.5 — 5.5mm diameter, wrench size
20mm. Optional for cables of 5 — 9mm diameter when remov-
ing grey gland reducer. Cable gland equipped with special
termination socket with spring contacts.

Pigtail cables entry (to OTS)

Cable gland, wrench size 20mm. Comes with quad sealing
insert for up to four pigtail cables, each hole of 3mm diameter.
Alternatively for metal free cables with cable gland for single
cable of 2.5 — 5.5mm diameter or for single cable of 5 — 9mm
diameter without grey gland reducer.

Outer diameter of sensor cable steel tube

Min. 1.8mm, max. 2mm

Transition resistance on spring contacts

Max. 0.5mQ

Rated current of total grounding system

Min. 0.5kA for 1sec, 16A permanently

Material and colour box

Polycarbonate, halogen free, grey, RAL7035

Outer dimensions box (WxDxH)

240mm x 160mm x 90mm

Mounting box

4 holes in corners, 4.2mm diameter, distances: 228/130mm

Protection grade box

IP65

Weight 1.2kg
Storage / operating temperature -40°C - 80°C
Compliances Box: UL94-V2
LIOS Technology GmbH Further information about our products and

LINEAR OPTICAL SENSORS
Schanzenstrasse 39
Building D9-D13
51063 KoéIn/Cologne Germany
Tel.: +49 221 99887-0
Fax: +49 221 99887-150
info@lios-tech.com

services can be obtained at our internet site
www.lios-tech.com

MEMBER OF THE NKT GROUP

This document and all its components is protected by copyright. The recipient shall recognise these
rights and shall not disclose the contents, either in whole or in part, of this document without the
approval of the publisher to any other third party or use it for any other than its designated purpose.

DS / Splice Box 4 Channels Grounding S. / 03/2009 / Rev. 1.2

Data and design subject to change without notice. Supply subject to availability. © Copyright by LIOS Technology GmbH 1/
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Specifications

General description

Termination box with grounding system for sensor cable of
4mm diameter.

Installation at the end of the sensor cable for low reflective
termination of the end of the optical fibre.

Arc fusion splicer required for connection of termination module.

Included items

- Splice cassette with cover and crimp protection sleeve holder,
preinstalled in box

- Termination module for fibre preinstalled in splice cassette
- Set of screws, washers and nuts (M4) for mounting in cabinet

Type of termination module

Diffuse absorptive low reflective termination with angular
cleaved fibre.

Fibre of termination module

G150/125/250um
Suitable for multimode fibres GI50 or Gl62.5

Length of fibre of term module in splice cass.

15m minimum

Peak of backscattered end reflection

<0.1dB

Connector for grounding

Bolt M8 with nut, wrench size 13mm

Sensor cable entry

Cable gland for cables of 2 — 6mm diameter, wrench size 20mm
Optional for cables of 4 — 8mm diameter when removing grey
gland reducer.

Cable gland equipped with special termination socket with
spring contacts.

Outer diameter of sensor cable steel tube

Min. 1.8mm, max. 2mm

Transition resistance on spring contacts

Max. 0.5mQ

Rated current of total grounding system

Min. 0.5kA for 1sec, 16A permanently

Material box

Polycarbonate, halogen free

Colour box

grey, RAL7035

Outer dimensions box (WxDxH)

240mm x 160mm x 90mm

Mounting box

4 holes in corners, 4.2mm diameter, distances: 228/130mm

Ingress protection grade box

IP65

Weight 1.2kg
Storage / operating temperature -40°C — 80°C
Compliances Box: UL94-V2
LIOS Technology GmbH Further information about our products and

LINEAR OPTICAL SENSORS
Schanzenstrasse 39
Building D9-D13
51063 KoéIn/Cologne Germany
Tel.: +49 221 99887-0
Fax: +49 221 99887-150
info@lios-tech.com

services can be obtained at our internet site
www.lios-tech.com

MEMBER OF THE NKT GROUP

This document and all its components is protected by copyright. The recipient shall recognise these
rights and shall not disclose the contents, either in whole or in part, of this document without the
approval of the publisher to any other third party or use it for any other than its designated purpose.

DS / Termination Box Grounding S./ 03/2009 / Rev. 1.2 Data and design subject to change without notice. Supply subject to availability. © Copyright by LIOS Technology GmbH
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Steel loose tube with 2 fibres, metal strength members and outer sheath:

Stainless steel Gel filled stainless steel
Quter sheath wires, & 0.6 mm loose tube, & 1.8 mm

Red and green fibre
with primary coating

Specifications

General description The Sensor Cable complies with the manufacturer’s guide-
lines of system calibration for the undisturbed operation as
fire detection system.

Optical fibre 62,5/125um, Graded index

Mechanical Data

Steel loose tube Hydrophobic gel filled as fibre protection, longitudinal water-
tight.
Outer diameter 1.8 mm
Number of fibres 2
Armour 12 steel wires with 0.6 mm diameter
Outer sheath FRNC, black
Outer diameter 4.0 mm
Labeling (white) [Production lot] AN [meter marking] LIOS Technology Fast
Response FRNC 28030504 £\ OPTICAL FIBRE CABLE &\

LINEAR OPTICAL SENSORS 1/2

LIOS Technology GmbH. Germany . www.lios-tech.com
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Sensor Cable Fast Response FRNC, 4.0mm

Part number: 28030504

Mechanical characteristics

Min. bending radius

without tensile loading (iec 60794-1-2, G1)

40 mm

with tensile loading (iEc 60794-1-2, E6)

80 mm (500 cycles, 100 N)

Max. tensile strength (iec 60794-1-2, E1)

long term 1100 N
short term 2000 N
Weight 44 kg/km

Max. crush resistance (iec 60794-1-2, E3)

10000 N/dm (10 min.)

Impact resistance (iec 60794-1-2, E4)

20 impacts with 1.0 Nm (marking stamp 300 mm)

Thermal characteristics

Operating and storage temperature

-25°C to + 85°C

Installation temperature

-5°C to + 50°C

Short term temperature

- 50°C to + 150°C (max. 60 min.)

Flammability

Flame resistance

| IEC 60332-1-2

Circuit Integrity with mechanical shock

‘ EN 50200 — PH 90 (90 min, 830 °C, Aa < 3 dB @ 1300 nm)

Smoke density ‘ IEC 61034-2
Halogen free | IEC 60754-2
Fire load | 0.16 MJ/m

Electrical characteristics

Sheath insulation (VDE 0276-620)

| 5000 Veff, DC

Standards

Cable EN 18700, IEC 60794

Fibre IEC 60793

Remark A calibration sheet can be supplied on request.
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LIOS D

TECHNOLOGY

Sensor Cable Metal Free FRNC, 4.0mm

Part number: 28030606

Loose tube with 2 fibres, aramid yarns and outer sheath:

Outer sheath Aramid yarns Loose tube

Red and green fibre
with primary coating

Specifications

General description

The Sensor Cable complies with the manufacturer’s guide-
lines of system calibration for the undisturbed operation as
fire detection system.

Optical fibre

62,5/125um, Graded index

Mechanical Data

Loose tube

Hydrophobic gel filled as fibre protection, longitudinal water-
tight.

Outer diameter

2.0 mm

Number of fibres

2

Armour Aramid yarns as strain relief element
Outer sheath FRNC, black
Outer diameter 4.0 mm

Labeling (white)

[Production lot] VAN [meter marking] LIOS Technology Metal
Free FRNC 28030606 AN OPTICAL FIBRE CABLE &

LINEAR OPTICAL SENSORS

LIOS Technology GmbH. Germany . www.lios-tech.com

Schanzenstrasse 39, Building D9 — D13, 51063 Cologne, Phone +49 221 99887-0, Email: info@lios-tech.com
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LIOS D

TECHNOLOGY

Sensor Cable Metal Free FRNC, 4.0mm

Part number: 28030606

Mechanical characteristics

Cable stiffness (iEc 60794-1-2, E17A)

1.53 *10% Nm?

Min. bending radius

without tensile loading (iec 60794-1-2, E11)

40 mm

with tensile loading (iec 60794-1-2, E6)

50 mm (500 cycles, 10 N)

Max. tensile strength (iec 60794-1-2, E1)

long term 400 N
short term 800N
Weight 17 kg/km

Max. crush resistance (iec 60794-1-2, E3)

2000 N/dm (10 min, 3 cycles)

Impact resistance (ec 60794-1-2, E4)

3 impacts with 1.5 Nm

Impact resistance (extended requirements)

20 impacts with 1.0 Nm (marking stamp 12.5mm & 300mm)

Thermal characteristics

Operating and storage temperature

- 40°C to + 85°C

Installation temperature -5°C to + 50°C

Short term temperature - 50°C to + 150°C (max. 60 min.)
Flammability

Flame resistance ‘ IEC 60332-1-2

Circuit Integrity

‘ EN 50200 — PH 30 (30 min, 830 °C, Aa < 3 dB @ 1300 nm)

Smoke density | IEC 61034-2

Halogen free | IEC 60754-2

Fire load | 0.31 MJ/m
Standards

Cable EN 18700, IEC 60794
Fibre IEC 60793

Additional Type testing

IEC 60794-1-2, E10, F1, F5, G7; IEC 60794-2-50

Remark

A calibration sheet can be supplied on request.

LINEAR OPTICAL SENSORS 2/2
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LLOS .

TECHNOLOGY

Single Fibre Cable 62.5um with Connector E2000 APC (Pigtail E2000 62.5um)
Part number: 28024020

Specifications

General description Single fibre cable 65.5um with connector E2000 APC on one end.

Cable length 10m

Connector type E2000, APC, green colour

Connector ferrule Ceramic, 8°angular polish, premium quality

Lifetime (mating cycles) Min. 200 cycles

Insertion loss / return loss Max. 0.3dB / min. 40dB

Pull relief Min. 100N

Cable design Metall free, strain relief, aramide yarn reinforcement, self extin-
guishing, halogen free and low smoke (LSFH), indoor use.

Cable jacket diameter / tube diameter 2.7mm /900um

Cable jacket colour / tube colour Orange / blue

Min. bend radius 50mm during installation (IEC60794-1-2 E11B)
30mm in fixed position

Impact strength 20 impacts @ Wp=0.74Nm / r=25mm (IEC60794-1-2 E4)

Tensile strength 100N during install. and operat., r>30mm (IEC60794-1-2 E1B)

Compressive strength 100N during installation and operation (IEC60794-1-2 E3)

Fibre type Multimode, graded index

Fibre material Silica, Ge doped / coating acrylate, transparent

Fibre core / cladding / coating diameter 62.5um / 125um / 250um

Fibre numerical aperture NA=0.275

Fibre bandwidth-length product >440MHz*km @ 850nm, >200MHz*km @ 1300nm

Fibre spectral attenuation <2.8dB/km @ 850nm, <0.6dB/km @ 1300nm

Installation temperature -5°C -50°C

Storage / operating temperature -40°C — 70°C (IEC61300-2-22)

Compliances Fibre: IEC60793
Cable: IEC60332-1, IEC60332-3 Cat. C (fire propagation)
Connector: UL94-VO0, IEC61754-15 TIA 604-16

LIOS Technology GmbH Further information about our products and
LINEAR OPTICAL SENSORS services can be obtained at our internet site
Schanzenstrasse 39 www.lios-tech.com
Building D9-D13
51063 KoéIn/Cologne Germany MEMBER OF THE NKT GROUP

Tel.: +49 221 99887-0

This document and all its components is protected by copyright. The recipient shall recognise these

Fax: +49 221 99887-150 rights and shall not disclose the contents, either in whole or in part, of this document without the
info@lios-tech.com approval of the publisher to any other third party or use it for any other than its designated purpose.
FOLHB 277
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Scalable Industrial Ethernet Solutions

WAGO-I/O-SYSTEM 750, 753 and
758 Series offer future-proof system
architecture.

Fine modularity and a fieldbus-indepen-
dent design are hallmarks of the WAGO-
I/O-SYSTEM, which boasts approvals for

* Optimized for process-oriented commu-
nication with a scalable performance
solution

* High integration density

* Unbeatable price/performance ratio

* The variety of possible applications is
almost infinite

WAGo

The basic premise of the modular system
is reflected in the support of numerous
fieldbus systems. Depending on the appli-
cation, it is possible to choose between
fieldbus couplers and controllers for
different protocols.

a diverse range of applications.

* The hardware and system costs, by con-
trast, have been reduced to a minimum

* For simple use that ensures maximum

efficiency

- i%% cnﬂop@n IEC 60870-5
Q(l
;‘i @ 11/O-LIGHTBUS
__ g ||| SERCOS
f BJU[S interface CAL
r EtherCAT _—
Of Conforr?aEcs @} MODBUS K N x
EthorNet/IP>> é% \Coot
MODBUS/TCP
- CCotink LONWORKS
DeviceNet™>

ETHERNET (slful Digital Input Modules | | Analog Input Module
ol

JUNK 2-channel digital input modules 1-channel digital output modules 1-channel analog input modules
Oaa -5V,24V, 42V, 48V, 110V DC - 440 VAC, 16 A; manual operation, bistable - Resistor bridge (strain gauge)
Ons [| -24V,42V,120V,230V AC 2-channel digital output modules 2-channel analog input modules

Ons - NPN/PNP, 0.2 ms/3.0 ms filter, diagnostics .
2-channel digital specialty modules

- NAMUR, pulse extension

- Intruder detection, up/down counter, 100 kHz
4-channel digital input modules L
-24VDC, 110 ... 230 VAC
8-channel digital input modules
-24VDC, 5 ... 14 VDC, NPN/PNP
16-channel digital input modules
-24V, ribbon cable, CAGE CLAMP®
Safety modules (PROFIsafe)

- 4F-DI, 8F-DI

- CAT. 4 according to EN 954-1 and
SIL 3 IEC 61508

Intrinsically safe I/O modules (Ex i)

-24VDC, 0.5 A/2 A, 230 VAC
2-channel digital specialty modules
- Pulse width output module

4-channel digital output modules
-24VDC, 0.5 A, 0...230 VAC, 0.25 A
- NPN/PNP, diagnostics

8-channel digital output modules
-5..14VDC, 1 A, 24VDC, 0.5 A
16-channel digital output modules

- 24V, ribbon cable, CAGE CLAMP®
Safety modules (PROFlsafe)

S - 4/4FDIO, 8F-DO

- CAT. 4 according to EN 954-1 and SIL 3 IEC 61508
2-channel relay output modules

-0...230VAC/DC, 2 make contacts/2 changeover confadis
Intrinsically safe 1/O modules (Ex i)

- Differential/single-ended input

- Measurement input (electrical isolc
- 12-/14-/16-bit resolution

-0(4) ... 20 mA, 0 ... 1(5) A AC/D(
-0..10V,£10V,0..30VDC, d
4-channel analog input modules

| - Single-ended input

= .0(4) .. 20 mA

-0..10V, 10V

Analog specialty modules

- HART protocol support

¥ - RTD measurement module (adjusta
- Thermocouple measurement modu
diagnostics

Intrinsically safe 1/O modules (E

Postfach 2880 - D-32385 Minden
Hansastr. 27 - D-32423 Minden
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AC/DC

DC, diagnostics
>dules
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module,

yles (Ex i)

Optimized for Practical Requirements

Finely modular:

* 1,2,4,8or 16 channels on an |/O module

Fieldbus-independent:

* Fieldbus couplers & fieldbus controllers for the most common fieldbus protocols & industrial
ETHERNET standards

A good investment:

* Fieldbus-independent node design allows easy change to new bus standards while keeping the
I/O modules

Clear identification:

* With color-coded group marker carriers and WAGO WSB module identification.

Scalable performance:

* With economy & standard couplers as well as programmable controllers on through to the IPC

High-performance:

* Fieldbus couplers with additional PLC functionality (controllers) for distributed control networks
according to [EC 61131-3

Great flexibility:

* Configuration possibilities for digital and analog inputs and outputs and specialty modules with
different potentials, capacity, and signals on one fieldbus node

Dependable:

* Approved for industrial automation, building automation, marine automation, and on- and
offshore applications - provides for many different applications - even under harsh ambient
conditions

Automatic connection of:

* Output potentials and data contacts

Pluggable connection level:

2-channel analog output modules
-0..10V/x10V

-0(4) .. 20 mA

- 12-, 16-bit resolution

4-channel analog output modules
-0..10V/£10V

-0(4) .. 20 mA

Analog specialty modules
-6..18V

-0.. 10V, 10 mA, diagnostics

3 Intrinsically safe 1/O modules (Ex i)

750-553

!

| Specialty Modules | [ SystemModules || |
C Radio interface Filter modules 00
C O] -Bluetooth® /RF transceiver 00

jj Serial interface

-RS-232C interface (parameterizable), RS-485
Distance and angle measurement, counter
Positioning

- Stepper controller RS-422
Vibration monitoring
Internal data bus extension
DALI-/DSI master

EnOcean radio receiver
MP-Bus (multi-point bus)

KNX/EIB/TP1 module
AS-Interface Master module

RTC module
- DCF-77 radio receiver
Up/down counter (Ex i)

- 24 VDC power supply filter (surge)
Field side connection modules
-24VDC

-0VDC

Separation modules

—"="| -24VDC /230 VAC

Supply modules

-0...230V AC/DC =
- Fuse/diagnostics (optional)

-24VDC /5 ... 15 VDC (adjustable)
Intrinsically safe I/O modules (Ex i)

O
- - System and field side power supply
)

onon enjen

(

ﬂ
%é
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I/O System Module Housings, Technical Data WA=U®

750 and 753 Series INNOVATIVE CONNECTIONS

750 Series 753 Series
[ [ —7s3418[7s3.504 753-452|_f Iy [}
5 prorisus | [T 02] (=] __1/[===] [ —| [ — |
Ow 5@t [0ooloolooleoloeloel [ee:
® :BF Q @o} O 0000 @@
DIA ..
ol | @us i EEEN
°® 1R 00 HE |12
: OOl o8 (X))
®
2S¢ mm ]
o
® N N |
OO 8. °©
E — —
ADDRESS || &
A |lo 8 ][]
_ . LR T & 1
A @ o N
6N g
; ]
— . —
® 9% . .
— 750-600
Y 1= Y
750 Series 753 Series
( )
The electronics of the WAGO buscouplers are integrated in a housing with a width of approximately 51mm.
The electronics of the WAGO [/O System modules are designed into housings ranging from 12mm up to 48mm in width,
and are known as 750 and 753 Series. 753 Series modules offer the added convenience of pluggable field wiring. 750
and 753 Series modules can co-exist in the same WAGO-/O-SYSTEM node, and are 100% compatible. Both series offer
internal power jumper contacts rated at 10 amps (up to 3 per module), extending field device power to adjacent modules.
Notice:
Depending on the 1/O function, all modules do not have the same number of power jumper contacts.
Power jumper contacts of adjacent I/O modules must be compatible (i.e. blade contacts must have
corresponding spring contacts). Please review the circuit diagrams of the individual modules.
An additional power supply module may be necessary.
Note: A bus end module (750-600) is always required at the end of each node and is placed at the end
of each node at the end opposite the buscoupler.
\. J
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Mechanic

Material

Dimensions W x H* x L:

* from upper-edge of DIN rail

- Coupler/Controller (Standard)
- Coupler/Controller (ECO)
-1/O module, single

-1/O module, double

-1/O module, fourfold

polycarbonate, polyamide 6.6

-51 mm x 65 mm x 100 mm
-50 mm x 65 mm x 100 mm
- 12 mm x 64 mm x 100 mm
-24 mm x 64 mm x 100 mm
- 48 mm x 64 mm x 100 mm

Installation on DIN 35 rail with interlock

Modular by double featherkey-dovetail

Mounting position any position

Marking Standard markers and 8 x 47 mm markers for group marker carriers
Connection

Connection type
Wire range
Stripped length

CAGE CLAMP®

0.08 mm2 ... 2.5 mm2, AWG 28 ... 14

8..9 mm,

9 ... 10 mm for components with pluggable wiring (753-xxx)

Contacts

Power jumper contacts
Current Imax
Voltage drop (I=10 A)
Data contacts

blade/spring contact, self-cleaning

10A

<1 V/64 modules

slide contact, hard gold plated 1.5 , selfcleaning

General Environmental Conditions

Operating temperature

for components with extended temperature range (750-xxx/025-xxx)

Storage temperature

for components with extended temperature range (750-xxx/025-xxx)

Relative air humidity
Resistance to harmful substances
Maximum pollutant concentration at relative humidity < 75%

Vibration resistance

Shock resistance

Pollution degree I

Air and creepage distance
Degree of protection
Length of entire node

0°C .. +55 °C,
20 °C ... +60 °C
25°C..+85°C
.40 °C .. +85 °C

95 % without condensation

acc. to IEC 60068-2-42 and IEC 60068-2-43
SO2 < 25 ppm

H2S < 10 ppm

acc. to IEC 60068-2-6

acc. to IEC 60068-2-27

acc. to IEC 611312

acc. to IEC 60664-1

1P20

<831 mm

Without taking protective measures the WAGO-|/O-SYSTEM 750 and 753 must not be used:
- in places with unfavorable conditions, for example with dust, corrosive vapors or gases

- in places with high ionizing radiation
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i ° General

Copyright © 2005 by WAGO Kontakttechnik GmbH & Co. KG
All rights reserved.

WAGO Kontakttechnik GmbH & Co. KG
HansastralB3e 27
D-32423 Minden

Phone: +49 (0) 571/8 87 -0
Fax: +49 (0) 571/8 87— 1 69

E-Mail: info@wago.com

Web:  http://www.wago.com

Technical Support
Phone: +49 (0) 571/8 87 -5 55
Fax: +49 (0) 571/8 87 — 85 55

E-Mail: support@wago.com

Every conceivable measure has been taken to ensure the correctness and com-
pleteness of this documentation. However, as errors can never be fully ex-
cluded, we would appreciate any information or ideas at any time.

E-Mail: documentation@wago.com

We wish to point out that the software and hardware terms as well as the
trademarks of companies used and/or mentioned in the present manual are
generally trademark or patent protected.

wAaco

WAGO-/O-SYSTEM 750
Design Notes
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4 . Important Comments
Legal Principles

1 Important Comments

To ensure fast installation and start-up of the units described in this manual,
we strongly recommend that the following information and explanations are
carefully read and abided by.

1.1 Legal Principles
1.1.1 Copyright

This manual is copyrighted, together with all figures and illustrations con-
tained therein. Any use of this manual which infringes the copyright provi-
sions stipulated herein, is not permitted. Reproduction, translation and elec-
tronic and photo-technical archiving and amendments require the written con-
sent of WAGO Kontakttechnik GmbH & Co. KG. Non-observance will entail
the right of claims for damages.

WAGO Kontakttechnik GmbH & Co. KG reserves the right to perform modi-
fications allowed by technical progress. In case of grant of a patent or legal
protection of utility patents all rights are reserved by WAGO Kontakttechnik
GmbH & Co. KG. Products of other manufacturers are always named without
referring to patent rights. The existence of such rights can therefore not be
ruled out.

1.1.2 Personnel Qualification

The use of the product detailed in this manual is exclusively geared to special-
ists having qualifications in PLC programming, electrical specialists or per-
sons instructed by electrical specialists who are also familiar with the valid
standards. WAGO Kontakttechnik GmbH & Co. KG declines all liability re-
sulting from improper action and damage to WAGO products and third party
products due to non-observance of the information contained in this manual.

1.1.3 Intended Use

For each individual application, the components supplied are to work with a
dedicated hardware and software configuration. Modifications are only per-
mitted within the framework of the possibilities documented in the manuals.
All other changes to the hardware and/or software and the non-conforming use
of the components entail the exclusion of liability on part of WAGO Kon-
takttechnik GmbH & Co. KG.

Please direct any requirements pertaining to a modified and/or new hardware
or software configuration directly to WAGO Kontakttechnik GmbH & Co.
KG.

wAaco WAGO-/0-SYSTEM 750
Design Notes
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Important Comments 5
Symbols

1.2 Symbols

Danger
Always abide by this information to protect persons from injury.

Warning
Always abide by this information to prevent damage to the device.

ESD (Electrostatic Discharge)
Warning of damage to the components by electrostatic discharge. Observe the
precautionary measure for handling components at risk.

Note
Routines or advice for efficient use of the device and software optimization.

Attention
Marginal conditions must always be observed to ensure smooth operation.

° More information
| References on additional literature, manuals, data sheets and INTERNET
pages

1.3 Font Conventions

Italic Names of path and files are marked italic
Le.: C:\programs\WAGO-10-CHECK

Italic Menu items are marked as bold italic
ie.: Save

\ A backslash between two names marks a sequence of
menu items
Le.: File\New

END Press buttons are marked as bold with small capitals
Le.: ENTER

<> Keys are marked bold within angle brackets
iLe.: <F5>

Courier Program code is printed with the font Courier.
ie.: END VAR

1.4 Number Notation

Number Code |Example Note
Decimal 100 normal notation
Hexadecimal 0x64 C notation
Binary '100' Within ',
'0110.0100' Nibble separated with dots
WAGO-/0-SYSTEM 750 m=u®

Design Notes
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6 ° Important Comments
Safety Notes

1.5 Safety Notes

Attention
Switch off the system prior to working on bus modules!

In the event of deformed contacts, the module in question is to be replaced, as
its functionality can no longer be ensured on a long-term basis.

The components are not resistant against materials having seeping and insu-
lating properties. Belonging to this group of materials is: e.g. aerosols, sili-
cones, triglycerides (found in some hand creams).

If it cannot be ruled out that these materials appear in the component envi-
ronment, then additional measures are to be taken:

- installation of the components into an appropriate enclosure

- handling of the components only with clean tools and materials.

Attention
Cleaning of soiled contacts may only be done with ethyl alcohol and leather
cloths. Thereby, the ESD information is to be regarded.

Do not use any contact spray. The spray may impair the functioning of the
contact area.

The WAGO-I/O-SYSTEM 750 and its components are an open system. It
must only be assembled in housings, cabinets or in electrical operation
rooms. Access must only be given via a key or tool to authorized qualified
personnel.

The relevant valid and applicable standards and guidelines concerning the
installation of switch boxes are to be observed.

ESD (Electrostatic Discharge)
The modules are equipped with electronic components that may be destroyed

by electrostatic discharge. When handling the modules, ensure that the envi-
ronment (persons, workplace and packing) is well grounded. Avoid touching
conductive components, e.g. gold contacts.

wAaco WAGO-/0-SYSTEM 750
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Scope of Validity

1.6 Scope of Validity

The project plan information for the WAGO-I/O-SYSTEM 750 provides rec-
ommendations for the use of the modular I/O system. Guidelines and tips for
enhancing operational safety are provided therein.

This document is only valid in connection with the manuals and the current
WAGO catalogue.

Up-to-date information, manuals and catalog data can be found on the Internet
under: www.wago.com.

The setup guidelines of the relevant Fieldbus organization are to be observed.
Relevant information for the I/O System in excerpts is documented in the
manuals on the WAGO- I/O-SYSTEM 750.

WAGO-I/O-SYSTEM 750 wAaco'
Design Notes
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8 . The WAGO-I/O-SYSTEM 750

2 The WAGO-I/O-SYSTEM 750
2.1 System Description

The WAGO-I/O-SYSTEM 750 is a modular, fieldbus independent I/O system.
It is comprised of a fieldbus coupler/controller (1) and connected fieldbus
modules (2) for any type of signal. Together, these make up the fieldbus node.
The end module (3) completes the node.

[|:‘ WAGO -1/O -SYSTEM
i
|
|

@ = = =
T T

Flg 2-1: Fieldbus node gOxxx00x

Couplers/controllers for fieldbus systems such as PROFIBUS, INTERBUS,
ETHERNET TCP/IP, CAN (CANopen, DeviceNet, CAL), MODBUS, LON
and others are available.

The coupler/controller contains the fieldbus interface, electronics and a power
supply terminal. The fieldbus interface forms the physical interface to the
relevant fieldbus. The electronics process the data of the bus modules and
make it available for the fieldbus communication. The 24 V system supply and
the 24 V field supply are fed in via the integrated power supply terminal.

The fieldbus coupler communicates via the relevant fieldbus. The programma-
ble fieldbus controller (PFC) enables the implementation of additional PLC
functions. Programming is done with the WAGO-I/O-PRO 32 in accordance
with IEC 61131-3.

Bus modules for diverse digital and analog I/O functions as well as special
functions can be connected to the coupler/controller. The communication be-
tween the coupler/controller and the bus modules is carried out via an internal
bus.

The WAGO-I/O-SYSTEM 750 has a clear port level with LEDs for status in-
dication, insertable mini WSB markers and pullout group marker carriers. The
3-wire technology supplemented by a ground wire connection allows for direct
sensor/actuator wiring.

wAaco

WAGO-/O-SYSTEM 750
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2.2 Technical Data

Mechanic

Material

Polycarbonate, Polyamide 6.6

Dimensions W x H* x L
* from upper edge of DIN 35 rail

- Coupler/Controller (Standard)
- Coupler/Controller (ECO)

- Coupler/Controller (FireWire)
- I/O module, single

- I/O module, double

- I/O module, fourfold

-51 mm x 65 mm x 100 mm
-50 mm x 65 mm x 100 mm
-62 mm x 65 mm x 100 mm
- 12 mm x 64 mm x 100 mm
-24 mm x 64 mm x 100 mm
-48 mm x 64 mm x 100 mm

Installation

on DIN 35 with interlock

modular by

double featherkey-dovetail

Mounting position

any position

Marking

marking label type 247 and 248
paper marking label 8 x 47 mm

Connection

Connection type

CAGE CLAMP®

Wire range 0.08 mm? ... 2.5 mm?, AWG 28-14

Stripped length 8 —9 mm,
9 — 10 mm for components with pluggable wiring
(753-xxx)

Contacts

Power jumpers contacts

blade/spring contact
self-cleaning

Current via power contacts

10 A

Voltage drop at L,

<1 V/64 modules

Data contacts

slide contact, hard gold plated
1.5 pm, self-cleaning

Climatic environmental conditions

Operating temperature

0°C...55°C,
-20 °C ... +60 °C for components with extended
temperature range (750-xxx/025-xxx)

Storage temperature

-20°C ... +85°C

Relative humidity

5 % to 95 % without condensation

Resistance to harmful substances

acc. to IEC 60068-2-42 and IEC 60068-2-43

Maximum pollutant concentration at
relative humidity < 75%

SO, <25 ppm
H,S <10 ppm

Special conditions

Ensure that additional measures for components are
taken, which are used in an environment involving:
— dust, caustic vapors or gasses

— ionization radiation.

WAGO-/O-SYSTEM 750
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10 « The WAGO-I/O-SYSTEM 750
Safe electrical isolation
Air and creepage distance acc. to IEC 60664-1
Degree of pollution 2
acc. ToIEC 61131-2
Degree of protection
Degree of protection IP 20
Electromagnetic compatibility
Immunity to interference for industrial areas acc. to EN 61000-6-2 (2001)
Test specification Test values Strength Evaluation
class criteria
EN 61000-4-2 ESD 4 kV/8 kV (contact/air) 2/3 B
EN 61000-4-3 10 V/m 80 MHz ... 1 GHz 3 A
electromagnetic fields
EN 61000-4-4 burst 1 kV/2 kV (data/supply) 2/3
EN 61000-4-5 surge Data: -/~ (line/line)
1 kV (line/earth) 2
DC sup- | 0.5kV (line/line) 1 B
ply: 0.5 kV (line/earth) | 1
AC sup- |1 kV (line/line) 2 B
ply: 2 kV (line/earth) 3
EN 61000-4-6 10 V/m 80 % AM (0.15 ... 80 3 A
RF disturbances MHz)
Emission of interference for industrial areas acc. to EN 61000-6-4 (2001)
Test specification Limit values/[QP]*) | Frequency range Distance
EN 55011 (AC supply, 79 dB (uV) 150 kHz ... 500 kHz
conducted)
73 dB (nV) 500 kHz ... 30 MHz
EN 55011 (radiated) 40 dB (uWV/m) 30 MHz ...230 MHz |10 m
47 dB (uV/m) 230 MHz ... 1 GHz 10 m
Emission of interference for residential areas acc. to EN 61000-6-3 (2001)
Test specification Limit values/[QP]*) | Frequency range Distance
EN 55022 (AC supply, 66 ... 56 dB (1V) 150 kHz ... 500 kHz
conducted) 56 dB (uV) 500 kHz ... 5 MHz
60 dB (nV) 5MHz ... 30 MHz
EN 55022 (DC supply/data, |40 ...30dB (pA) 150 kHz ... 500 kHz
conducted) 30 dB (pA) 500 kHz ... 30 MHz
EN 55022 (radiated) 30 dB (uV/m) 30 MHz ...230 MHz |10m
37 dB (uV/m) 230 MHz ... 1 GHz 10 m
wAaco WAGO-/O-SYSTEM 750
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Mechanical strength acc. to IEC 61131-2

Test specification

Frequency range

Limit value

IEC 60068-2-6 vibration

SHz<f<9Hz

1.75 mm amplitude (permanent)
3.5 mm amplitude (short term)

9Hz<f<150Hz

0.5 g (permanent)
1 g (short term)

Note on vibration test:

a) Frequency change: max. 1 octave/minute
b) Vibration direction:

3 axes

IEC 60068-2-27 shock

15¢g

Note on shock test:

a) Type of shock: half sine
b) Shock duration: 11 ms

¢) Shock direction: 3x in positive and 3x in negative
direction for each of the three mutually perpendicular axes

of the test specimen

IEC 60068-2-32 free fall

1m

(module in original packing)

*) QP: Quasi Peak

Note:

If the technical data of components differ from the values described here, the
technical data shown in the manuals of the respective components shall be

valid.

WAGO-/O-SYSTEM 750
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The WAGO-I/O-SYSTEM 750

For Products of the WAGO-I/O-SYSTEM 750 with ship specific approvals,
supplementary guidelines are valid:

Electromagnetic compatibility
Immunity to interference acc. to Germanischer Lloyd (2003)
Test specification Test values Strength Evaluation
class criteria
IEC 61000-4-2 ESD 6 kV/8 kV (contact/air) 373 B
IEC 61000-4-3 10 V/m 80 MHz ... 2 GHz 3 A
electromagnetic fields
IEC 61000-4-4 burst 1 kV/2 kV (data/supply) 2/3 A
IEC 61000-4-5 surge AC/DC 0.5 kV (line/line) 1 A
SWPY: 110y (lineearth) | 2
IEC 61000-4-6 10 V/m 80 % AM (0.15 ... 80 3 A
RF disturances MHz)
Type test AF disturbances |3 V,2 W - A
(harmonic waves)
Type test high voltage 755V DC - -
1500 V AC
Emission of interference acc. to Germanischer Lloyd (2003)
Test specification Limit values Frequency range Distance
Type test 96 ... 50 dB (uV) 10 kHz ... 150 kHz
(EMC1, conducted)
allows for ship bridge control |60 ... 50 dB (V) 150 kHz ... 350 kHz
applications 50 dB (uV) 350 kHz ... 30 MHz
Type test 80 ... 52 dB (uV/m) |150kHz ... 300 kHz 3m
(EMC1, radiated)
allows for ship bridge control 52...34dB (uV/m) |300kHz ... 30 MHz 3m
applications 54 dB (uV/m) 30 MHz ... 2 GHz 3m
aufer fiir: | 24 dB (uV/m) 156 MHz ... 165 MHz |3 m

Mechanical strength acc. to Germanischer Lloyd (2003)
Test specification Frequency range Limit value
IEC 60068-2-6 vibration 2Hz<f<25Hz £ 1.6 mm amplitude (permanent)
(category A — D)

25Hz<f<100Hz |4 g (permanent)

Note on vibration test:

a) Frequency change: max. 1 octave/minute

b) Vibration direction: 3 axes

wAaco

WAGO-/O-SYSTEM 750
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Range of
application

Required specification
emission of interference

Required specification
immunity to interference

Industrial areas

EN 61000-6-4 (2001)

EN 61000-6-2 (2001)

Residential areas

EN 61000-6-3 (2001)*)

EN 61000-6-1 (2001)

*) The system meets the requirements on emission of interference in residential areas with
the fieldbus coupler/controller for:

ETHERNET 750-342/-841/-842

LonWorks
CANopen
DeviceNet
MODBUS

750-319/-819
750-337/-837
750-306/-806

750-312/-314/-315/-316
750-812/-814/ -815/ -816

With a special permit, the system can also be implemented with other fieldbus cou-
plers/controllers in residential areas (housing, commercial and business areas, small-scale
enterprises). The special permit can be obtained from an authority or inspection office. In
Germany, the Federal Office for Post and Telecommunications and its branch offices

issues the permit.

It is possible to use other field bus couplers/controllers under certain boundary condi-
tions. Please contact WAGO Kontakttechnik GmbH & Co. KG.

Maximum power dissipation of the components

Bus modules

tem/field)

0.8 W / bus terminal (total power dissipation, sys-

Fieldbus coupler/controller

2.0 W / coupler/controller

Warning
The power dissipation of all installed components must not exceed the maxi-

mum conductible power of the housing (cabinet).

When dimensioning the housing, care is to be taken that even under high ex-
ternal temperatures, the temperature inside the housing does not exceed the
permissible ambient temperature of 55 °C.

WAGO-/O-SYSTEM 750
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Dimensions
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Side view Dimensions in mm
Fig. 2-2: Dimensions g01xx05e
Note:
9 The illustration shows a standard coupler. For detailed dimensions, please

refer to the technical data of the respective coupler/controller.
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2.3 Manufacturing Number

The manufacturing number indicates the delivery status directly after produc-
tion.

This number is part of the lateral marking on the component.

In addition, starting from calender week 43/2000 the manufacturing number is
also printed on the cover of the configuration and programming interface of
the fieldbus coupler or controller.

PROFIBUS
- - ~4 I
) { y ITEM-NO.:750-333
O T = @ PROFIBUS DP 12 MBd /DPV1
O «% ol @ I| D-32423 Minden
O g2E || H {
M Lo
O 323 | @
O 3 a 9
s ol M| e m o]
o S 133 EEEED
NEK=) Power Supply Power Supply
s Y |l S Field Electronic
2 el S| [elLEEE PATENTS PENDING
@ 5 S . ®||3GD
i DEMKO 02 ATEX132273 X
T3 8 H H EEX nA Il T4 ‘& @@
o «@ -
g 7 HHHHHE
O ~
g
: J
Manufacturing Number
orosoooe | ———— [0 10 3]0 o]0 2|0 3|-[B06060O S8
03-B
060606
72072 / / \ \\\
— Calendar Year Software Hardware Firmware Loader Internal
week version version version Number
Fig. 2-3: Example: Manufacturing Number of a PROFIBUS fieldbus coupler 750-333
g01xx15¢

The manufacturing number consists of the production week and year, the soft-
ware version (if available), the hardware version of the component, the firm-
ware loader (if available) and further internal information for

WAGO Kontakttechnik GmbH.

WAGO-I/O-SYSTEM 750 wAaco'
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16 = The WAGO-I/O-SYSTEM 750

2.4 Component Update

For the case of an Update of one component, the lateral marking on each com-
ponent contains a prepared matrix.

This matrix makes columns available for altogether three updates to the entry
of the current update data, like production order number (NO; starting from
calendar week 13/2004), update date (DS), software version (SW), hardware
version (HW) and the firmware loader version (FWL, if available).

Update Matrix
Current Version data for: 1. Update 2. Update 3. Update
Production Order | NO <- Only starting from Calen-
Number dar week 13/2004
Datestamp DS
Software index SW
Hardware index HW
Firmware loader FWL <-Only for coupler/controller
index

If the update of a component took place, the current version data are registered
into the columns of the matrix.

Additionally with the update of a fieldbus coupler or controller also the cover
of the configuration and programming interface of the coupler or controller is
printed on with the current manufacturing and production order number.

The original manufacturing data on the housing of the component remain
thereby.

2.5 Storage, Assembly and Transport

Wherever possible, the components are to be stored in their original packag-
ing. Likewise, the original packaging provides optimal protection during
transport.

When assembling or repacking the components, the contacts must not be
soiled or damaged. The components must be stored and transported in appro-
priate containers/packaging. Thereby, the ESD information is to be regarded.

Statically shielded transport bags with metal coatings are to be used for the
transport of open components for which soiling with amine, amide and sili-
cone has been ruled out, e.g. 3M 1900E.

wAaco WAGO-/0-SYSTEM 750
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2.6 Mechanical Setup

2.6.1 Installation Position

Along with horizontal and vertical installation, all other installation positions
are allowed.

Attention

In the case of vertical assembly, an end stop has to be mounted as an addi-
tional safeguard against slipping.

WAGO item 249-116 End stop for DIN 35 rail, 6 mm wide
WAGQO item 249-117 End stop for DIN 35 rail, 10 mm wide

2.6.2 Total Expansion

The length of the module assembly (including one end module of 12mm
width) that can be connected to the coupler/controller is 780mm. When as-
sembled, the I/O modules have a maximum length of 768mm.

Examples:
e 64 I/0O modules of 12mm width can be connected to one coupler/controller.
e 32 I/O modules of 24mm width can be connected to one coupler/controller.
Exception:

The number of connected I/O modules also depends on which type of cou-
pler/controller is used. For example, the maximum number of I/O modules
that can be connected to a Profibus coupler/controller is 63 without end mod-
ule.The maximum total expansion of a node is calculated as follows:

Warning

The maximum total length of a node without coupler/controller must not ex-
ceed 780mm. Furthermore, restrictions made on certain types of cou-
plers/controllers must be observed (e.g. for Profibus).

WAGO-I/O-SYSTEM 750 wAaco'
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2.6.3 Assembly onto Carrier Rail
2.6.3.1 Carrier rail properties

All system components can be snapped directly onto a carrier rail in accor-
dance with the European standard EN 50022 (DIN 35).

Warning

WAGO supplies standardized carrier rails that are optimal for use with the
I/O system. If other carrier rails are used, then a technical inspection and ap-
proval of the rail by WAGO Kontakttechnik GmbH should take place.

Carrier rails have different mechanical and electrical properties. For the opti-
mal system setup on a carrier rail, certain guidelines must be observed:

e The material must be non-corrosive.

e Most components have a contact to the carrier rail to ground electro-
magnetic disturbances. In order to avoid corrosion, this tin-plated carrier
rail contact must not form a galvanic cell with the material of the carrier

rail which generates a differential voltage above 0.5 V (saline solution of
0.3% at 20°C) .

e The carrier rail must optimally support the EMC measures integrated into
the system and the shielding of the bus module connections.

e A sufficiently stable carrier rail should be selected and, if necessary, sev-
eral mounting points (every 20 cm) should be used in order to prevent
bending and twisting (torsion).

e The geometry of the carrier rail must not be altered in order to secure the
safe hold of the components. In particular, when shortening or mounting
the carrier rail, it must not be crushed or bent.

e The base of the I/O components extends into the profile of the carrier rail.
For carrier rails with a height of 7.5 mm, mounting points are to be riveted
under the node in the carrier rail (slotted head captive screws or blind riv-
ets).

wAaco WAGO-/0-SYSTEM 750
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2.6.3.2 WAGO DIN Rail

WAGQO carrier rails meet the electrical and mechanical requirements.

Item Number

Description

210-113 /-112

35x7.5; 1 mm; steel yellow chromated; slotted/unslotted

210-114 /-197

35x 15; 1.5 mm; steel yellow chromated; slotted/unslotted

210-118

35x 15; 2.3 mm; steel yellow chromated; unslotted

210-198

35 x 15; 2.3 mm; copper; unslotted

210-196

35x7.5; 1 mm; aluminum; unslotted

2.6.4 Spacing

The spacing between adjacent components, cable conduits, casing and frame
sides must be maintained for the complete field bus node.

20 mm

M 1 T N T 0 S T S S T [ 1 1T S0 T 1 [y

I35 mm

20 mm

Fig. 2-4: Spacing

g01xx13x

The spacing creates room for heat transfer, installation or wiring. The spacing
to cable conduits also prevents conducted electromagnetic interferences from
influencing the operation.

WAGO-/O-SYSTEM 750
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20 « The WAGO-I/O-SYSTEM 750

2.6.5 Plugging and Removal of the Components

Warning
Before work is done on the components, the voltage supply must be turned
off.

In order to safeguard the coupler/controller from jamming, it should be fixed
onto the carrier rail with the locking disc To do so, push on the upper groove
of the locking disc using a screwdriver.

To pull out the fieldbus coupler/controller, release the locking disc by pressing
on the bottom groove with a screwdriver and then pulling the orange colored
unlocking lug.

Locking Release
disc lug
. Hr—n
fix oo
loosen
< > J g
g «—
E
Fig. 2-5: Coupler/Controller and unlocking lug g01xx12e

It is also possible to release an individual I/O module from the unit by pulling
an unlocking lug.

Fig. 2-6: removing bus terminal POXX01x

Danger

Ensure that an interruption of the PE will not result in a condition which
could endanger a person or equipment!

For planning the ring feeding of the ground wire, please see chapter 2.6.3.

wAaco WAGO-I/O-SYSTEM 750
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2.6.6 Assembly Sequence

All system components can be snapped directly on a carrier rail in accordance
with the European standard EN 50022 (DIN 35).

The reliable positioning and connection is made using a tongue and groove
system. Due to the automatic locking, the individual components are securely
seated on the rail after installing.

Starting with the coupler/controller, the bus modules are assembled adjacent to
each other according to the project planning. Errors in the planning of the node
in terms of the potential groups (connection via the power contacts) are recog-
nized, as the bus modules with power contacts (male contacts) cannot be
linked to bus modules with fewer power contacts.

Attention

Always link the bus modules with the coupler/controller, and always plug
from above.

Warning

Never plug bus modules from the direction of the end terminal. A ground
wire power contact, which is inserted into a terminal without contacts, e.g. a
4-channel digital input module, has a decreased air and creepage distance to
the neighboring contact in the example DI4.

> P

Always terminate the fieldbus node with an end module (750-600).

WAGO-I/O-SYSTEM 750 wAaco'
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2.6.7 Internal Bus/Data Contacts

Communication between the coupler/controller and the bus modules as well as
the system supply of the bus modules is carried out via the internal bus. It is

comprised of 6 data contacts, which are available as self-cleaning gold spring
contacts.

Fig. 2-7: Data contacts pOXXX07x

Warning
Do not touch the gold spring contacts on the I/O modules in order to avoid
soiling or scratching!

ESD (Electrostatic Discharge)

The modules are equipped with electronic components that may be destroyed
by electrostatic discharge. When handling the modules, ensure that the envi-
ronment (persons, workplace and packing) is well grounded. Avoid touching
conductive components, e.g. gold contacts.

A
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2.6.8 Power Contacts

Self-cleaning power contacts , are situated on the side of the components
which further conduct the supply voltage for the field side. These contacts
come as touchproof spring contacts on the right side of the coupler/controller

and the bus module. As fitting counterparts the module has male contacts on
the left side.

injury.

Attention

Please take into consideration that some bus modules have no or only a few
power jumper contacts. The design of some modules does not allow them to
be physically assembled in rows, as the grooves for the male contacts are
closed at the top.

Danger
The power contacts are sharp-edged. Handle the module carefully to prevent

Power jumper contacts
Blade | 0 o E |2 |
Spring ‘ 0 ‘ 3 ‘ 3 ‘ 2 ‘

0 00 00 00

4— Spring contact
in the slot for blade contact

oa o= (o= o

M

T~

Blade contact

N
|
w4
|

S
T e

-

Fig. 2-8: Example for the arrangement of power contacts gOxxx05e

Recommendation

With the WAGO ProServe® Software smartDESIGNER, the assembly of a
fieldbus node can be configured. The configuration can be tested via the inte-
grated accuracy check.
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2.6.9 Wire connection

All components have CAGE CLAMP® connections.

The WAGO CAGE CLAMP® connection is appropriate for solid, stranded

and fine—stranded conductors. Each clamping unit accommodates one conduc-
tor.

Fig. 2-9: CAGE CLAMP® Connection gOxxx08x
The operating tool is inserted into the opening above the connection. This
opens the CAGE CLAMP®. Subsequently the conductor can be inserted into

the opening. After removing the operating tool, the conductor is safely
clamped.

More than one conductor per connection is not permissible. If several conduc-
tors have to be made at one connection point, then they should be made away
from the connection point using WAGO Terminal Blocks. The terminal blocks

may be jumpered together and a single wire brought back to the /O module
connection point.

Attention
If it is unavoidable to jointly connect 2 conductors, then a ferrule must be
used to join the wires together.

Ferrule:
Length 8 mm
Nominal cross sectionmax. 1 mm? for 2 conductors with 0.5 mm?
each
WAGO Product 216-103
or products with comparable properties
lel:ﬂ® WAGO-/0-SYSTEM 750
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2.7 Power Supply
2.7.1 Isolation
Within the fieldbus node, there are three electrically isolated potentials.
e Operational voltage for the fieldbus interface.
e Electronics of the couplers/controllers and the bus modules (internal bus).
e All bus modules have an electrical isolation between the electronics (inter-

nal bus, logic) and the field electronics. Some digital and analog input
modules have each channel electrically isolated, please see catalog.

Potential of the system supply

[BEZEAL

Electrical isolation

J to the field level
% per module
0Q

™ per channel
§ 00 00
o
@
w ad OQ
00 00
Potential Potentials
Fieldbus interface in the field level
Fig. 2-10: Isolation gOxxx01e

Attention

The ground wire connection must be present in each group. In order that all
protective conductor functions are maintained under all circumstances, it is
recommended that a ground wire be connected at the beginning and end of a
potential group. (ring format, please see chapter "2.8.3"). Thus, if a bus mod-
ule comes loose from a composite during servicing, then the protective con-
ductor connection is still guaranteed for all connected field devices.

When using a joint power supply unit for the 24 V system supply and the
24V field supply, the electrical isolation between the internal bus and the
field level is eliminated for the potential group.
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2.7.2 System Supply
2.7.2.1 Connection

The WAGO-I/O-SYSTEM 750 requires a 24 V direct current system supply
(-15% or +20 %). The power supply is provided via the coupler/controller and,
if necessary, in addition via the internal system supply modules (750-613).
The voltage supply is reverse voltage protected.

Attention
The use of an incorrect supply voltage or frequency can cause severe damage
to the component.

Ho—r
[otHo2]
88 E System supply
]
I%g 24\ (-15 % / +20 %)
i oV
f = [
i 2
) 9
5 |IHE
2
E
nE
[T
—T 750-613
Fig. 2-11: System Supply g0xxx02e

The direct current supplies all internal system components, e.g. cou-
pler/controller electronics, fieldbus interface and bus modules via the internal
bus (5 V system voltage). The 5 V system voltage is electrically connected to

the 24 V system supply.
750-3xx / -8xx 750-613
S 3 [ [y I

I I I I ] LY I I I I DC5V

J%%%@%%%@@%%% oy

| Fieldbus
| Interface
P |

Electronic

e § 2y ey By By 1=y gy By B ey By f ey
E==—= DC24V

T (-15% / + 20%)

Fig. 2-12: System Voltage 20xxx06e

Attention

Resetting the system by switching on and off the system supply, must take
place simultaneously for all supply modules (coupler/controller and
750-613).

wAaco WAGO-I/O-SYSTEM 750
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2.7.2.2 Alignment

Recommendation

A stable network supply cannot be taken for granted always and everywhere.
Therefore, regulated power supply units should be used in order to guarantee
the quality of the supply voltage.

The supply capacity of the coupler/controller or the internal system supply
module (750-613) can be taken from the technical data of the components.

Internal current consumption®) Current consumption via system voltage:
5V for electronics of the bus modules and cou-
pler/controller

Residual current for bus termi- Available current for the bus modules. Provided by

nals*) the bus power supply unit. See coupler/controller
and internal system supply module (750-613)

*) cf. catalogue W4 Volume 3, manuals or Internet

Example Coupler 750-301:
internal current consumption:350 mA at 5V
residual current for
bus modules: 1650 mA at 5V
sum I(5V) (al 2000 mA at 5V

The internal current consumption is indicated in the technical data for each bus
terminal. In order to determine the overall requirement, add together the val-
ues of all bus modules in the node.

Attention

If the sum of the internal current consumption exceeds the residual current for
bus modules, then an internal system supply module (750-613) must be
placed before the module where the permissible residual current was ex-
ceeded.

Example: A node with a PROFIBUS Coupler 750-333 consists of 20 relay mod-
ules (750-517) and 10 digital input modules (750-405).

Current consumption:

20* 90 mA = 1800 mA
10¥ 2mA=  20mA
Sum 1820 mA

The coupler can provide 1650 mA for the bus modules. Consequently,
an internal system supply module (750-613), e.g. in the middle of the
node, should be added.

Recommendation

With the WAGO ProServe® Software smartDESIGNER, the assembly of a
fieldbus node can be configured. The configuration can be tested via the inte-
grated accuracy check.

WAGO-I/O-SYSTEM 750 wAaco'
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The maximum input current of the 24 V system supply is 500 mA. The exact
electrical consumption (24 vy) can be determined with the following formulas:

Coupler/Controller

I5V) ot = Sum of all the internal current consumption of the connected
bus modules
+ internal current consumption coupler/controller

750-613

I5V) = Sum of all the internal current consumption of the connected
bus modules

Input current I(24 V) = 5V/24V*I(5V) /M
1 = 0.87 (at nominal load)

a Note

If the electrical consumption of the power supply point for the 24 V-system

supply exceeds 500 mA, then the cause may be an improperly aligned node

or a defect.

During the test, all outputs, in particular those of the relay modules, must be
active.

wAaco WAGO-/0-SYSTEM 750
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2.7.3 Field Supply
2.7.3.1 Connection

Sensors and actuators can be directly connected to the relevant channel of the
bus module in 1-/4 conductor connection technology. The bus module supplies
power to the sensors and actuators. The input and output drivers of some bus
modules require the field side supply voltage.

The coupler/controller provides field side power (DC 24V). In this case it is a
passive power supply without protection equipment.

Power supply modules are available for other potentials, e.g. AC 230 V. Like-
wise, with the aid of the power supply modules, various potentials can be set
up. The connections are linked in pairs with a power contact.

Further Supply
Iy C—Ne—Ne— modules
[0l 2] -DC 24V [
-AC/DC 0-230 V
8 8 1 -AC 120V 8 8
0 -AC 230V
1 - Fuse ]:D:[
1 R - Diagnosis BN
i

Field supply
j [ ] ] 24\ (] ]

b S 0 0
t : "E@QQQ@Z B (15 % / + 20 %) B

o

T BRI

9 ] oV

O 6066601 B
L || L
Protective
% @@ conductor

— 7| ] 750-602

—» Power jumper <+—
contacts

Potential distribution to
adjacent I/O modules

Fig. 2-13: Field Supply (Sensor/Actuator) gOxxx03e

The supply voltage for the field side is automatically passed to the next mod-
ule via the power jumper contacts when assembling the bus modules .

The current load of the power contacts must not exceed 10 A on a continual
basis. The current load capacity between two connection terminals is identical
to the load capacity of the connection wires.

By inserting an additional power supply module, the field supply via the
power contacts is disrupted. From there a new power supply occurs which
may also contain a new voltage potential.

WAGO-I/0-SYSTEM 750 wAaGo
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9 Attention

Some bus modules have no or very few power contacts (depending on the I/O
function). Due to this, the passing through of the relevant potential is dis-
rupted. If a field supply is required for subsequent bus modules, then a power
supply module must be used.
Note the data sheets of the bus modules.

In the case of a node setup with different potentials, e.g. the alteration from
DC 24 V to AC 230V, a spacer module should be used. The optical separa-
tion of the potentials acts as a warning to heed caution in the case of wiring
and maintenance works. Thus, the results of wiring errors can be prevented.

2.7.3.2 Fusing

Internal fusing of the field supply is possible for various field voltages via an
appropriate power supply module.

750-601 24 V DC, Supply/Fuse

750-609 230 V AC, Supply/Fuse

750-615 120 V AC, Supply/Fuse

750-610 24 V DC, Supply/Fuse/Diagnosis
750-611 230 V AC, Supply/Fuse/Diagnosis

=
Supply via
power jumper contacts 4 4
— 24V
_C
2 5
oV
e
L 3 6
— 29
750-610 750-610
—P Power jumper contacts
Fig. 2-14: Supply module with fuse carrier (Example 750-610) gOXXX09x
wAaco WAGO-I/0-SYSTEM 750
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Warning
In the case of power supply modules with fuse holders, only fuses with a
maximum dissipation of 1.6 W (IEC 127) must be used.

For UL approved systems only use UL approved fuses.

In order to insert or change a fuse, or to switch off the voltage in succeeding
bus modules, the fuse holder may be pulled out. In order to do this, use a
screwdriver for example, to reach into one of the slits (one on both sides) and

pull out the holder.

Fig. 2-15: Removing the fuse carrier POXXX05x

Lifting the cover to the side opens the fuse carrier.

pOxxx03x

POXxx04x

Fig. 2-17: Change fuse

After changing the fuse, the fuse carrier is pushed back into its original posi-
tion.

WAGO-I/0-SYSTEM 750 wAaGo
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Alternatively, fusing can be done externally. The fuse modules of the WAGO
series 281 and 282 are suitable for this purpose.

pf66800x

pe61100x

Fig. 2-20: Fuse modules, Series 282 pf12400x
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2.7.4 Supplementary power supply regulations

The WAGO-I/O-SYSTEM 750 can also be used in shipbuilding or offshore
and onshore areas of work (e.g. working platforms, loading plants). This is
demonstrated by complying with the standards of influential classification
companies such as Germanischer Lloyd and Lloyds Register.

Filter modules for 24-volt supply are required for the certified operation of the

system.
Item No. Name Description
750-626 Supply filter Filter module for system supply and field supply (24 V,
0 V), i.e. for field bus coupler/controller and bus power
supply (750-613)
750-624 Supply filter Filter module for the 24 V- field supply
(750-602, 750-601, 750-610)

Therefore, the following power supply concept must be absolutely complied

with.

(610)
(601)
XXX 626 602 XXX

(609)
(611)
XXX XXX 610 624 XXX XXX 612 XXX XXX 600

=
E aobd]
| [looldd)
|| bl
1 & I
i yﬁ
-II- @Field
2 Ecnic

Pot1

Fig. 2-21: Power supply concept

= e = e e e
po
=g = =
He 4@
24V 230V
Field Field
Pot2 Pot3

g01xx11e

Note

Another potential power terminal 750-601/602/610 must only be used behind
the filter terminal 750-626 if the protective earth conductor is needed on the

lower power contact or if a fuse protection is required.

WAGO-/O-SYSTEM 750
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2.7.5 Supply example

Note
a The system supply and the field supply should be separated in order to ensure
bus operation in the event of a short-circuit on the actuator side.

L1
L2
L3
N
PE

i
A

OOJ ofcoo

Shield (screen) bus

[} [} Main ground bus|

System |:| i5\

Supply

10A

{230V /1]

~

24V

Field
Supply

__{230V

24V

Field
Supply 1) Separation module
j}, recommended
2) Ring-feeding
10A recommended

a) Power Supply
on coupler / controller
via external Supply
Module

b) Internal System
Supply Module

c¢) Supply Module
passive

d) Supply Module
with fuse carrier/
diagnostics

Fig. 2-22: Supply example gOxxx04e
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2.7.6 Power Supply Unit

The WAGO-I/O-SYSTEM 750 requires a 24 V direct current system supply
with a maximum deviation of -15% or +20 %.

Recommendation

A stable network supply cannot be taken for granted always and everywhere.
Therefore, regulated power supply units should be used in order to guarantee
the quality of the supply voltage.

A buffer (200 pF per 1 A current load) should be provided for brief voltage
dips. The I/O system buffers for approx 1 ms.

The electrical requirement for the field supply is to be determined individually
for each power supply point. Thereby all loads through the field devices and
bus modules should be considered. The field supply as well influences the bus
modules, as the inputs and outputs of some bus modules require the voltage of
the field supply.

Note
) The system supply and the field supply should be isolated from the power
supplies in order to ensure bus operation in the event of short circuits on the
actuator side.

WAGO products Description
Article No.

787-903 Primary switched - mode, DC24 V,5 A
wide input voltage range AC 85-264 V
PFC (Power Factor Correction)

787-904 Primary switched - mode, DC 24 V, 10 A
wide input voltage range AC 85-264 V
PFC (Power Factor Correction)

787-912 Primary switched - mode, DC 24 V,2 A
wide input voltage range AC 85-264 V
PFC (Power Factor Correction)

Rail-mounted modules with universal mounting carrier

288-809 AC115V/DC24V;05A
288-810 AC230V/DC24V;05A
288-812 AC230V/DC24V;2 A
288-813 AC115V/DC24V;2 A

WAGO-/0-SYSTEM 750 Hﬂlﬂﬂ@
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2.8 Grounding

2.8.1 Grounding the DIN Rail

2.8.1.1 Framework Assembly
When setting up the framework, the carrier rail must be screwed together with
the electrically conducting cabinet or housing frame. The framework or the

housing must be grounded. The electronic connection is established via the
screw. Thus, the carrier rail is grounded.

Attention
Care must be taken to ensure the flawless electrical connection between the

carrier rail and the frame or housing in order to guarantee sufficient ground-
ing.

2.8.1.2 Insulated Assembly

Insulated assembly has been achieved when there is constructively no direct
conduction connection between the cabinet frame or machine parts and the
carrier rail. Here the earth must be set up via an electrical conductor.

The connected grounding conductor should have a cross section of at least
4 mm®.

Recommendation

The optimal insulated setup is a metallic assembly plate with grounding con-
nection with an electrical conductive link with the carrier rail.

The separate grounding of the carrier rail can be easily set up with the aid of
the WAGO ground wire terminals.

Article No. Description

283-609 Single-conductor ground (earth) terminal block make an automatic
contact to the carrier rail; conductor cross section: 0.2 -16 mm2
Note: Also order the end and intermediate plate (283-320)

wAaco WAGO-/0-SYSTEM 750
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2.8.2 Grounding Function

The grounding function increases the resistance against disturbances from
electro-magnetic interferences. Some components in the I/O system have a
carrier rail contact that dissipates electro-magnetic disturbances to the carrier
rail.

mﬂH

)

_9lp

)

4 8

O—CO

<
éﬂs\ DIN Rail contact
Fig. 2-23: Carrier rail contact gOxxx10e
Attention
Care must be taken to ensure the direct electrical connection between the car-

rier rail contact and the carrier rail.
The carrier rail must be grounded.

For information on carrier rail properties, please see chapter 2.6.3.2.
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2.8.3 Grounding Protection

For the field side, the ground wire is connected to the lowest connection ter-
minals of the power supply module. The ground connection is then connected
to the next module via the Power Jumper Contact (PJC). If the bus module has
the lower power jumper contact, then the ground wire connection of the field
devices can be directly connected to the lower connection terminals of the bus
module.

Attention

Should the ground conductor connection of the power jumper contacts within
the node become disrupted, e.g. due to a 4-channel bus terminal, the ground
connection will need to be re-established.

The ring feeding of the grounding potential will increase the system safety.
When one bus module is removed from the group, the grounding connection
will remain intact.

The ring feeding method has the grounding conductor connected to the begin-
ning and end of each potential group.

Ring-feeding
of the ground

Fig. 2-24: Ring-feeding g0xxx07e

Attention

A The regulations relating to the place of assembly as well as the national regu-
lations for maintenance and inspection of the grounding protection must be
observed.
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2.9 Shielding (Screening)
2.9.1 General
The shielding of the data and signal conductors reduces electromagnetic inter-

ferences thereby increasing the signal quality. Measurement errors, data trans-
mission errors and even disturbances caused by overvoltage can be avoided.

Attention
Constant shielding is absolutely required in order to ensure the technical
specifications in terms of the measurement accuracy.

The data and signal conductors should be separated from all high-voltage
cables.

The cable shield should be potential. With this, incoming disturbances can be
easily diverted.

The shielding should be placed over the entrance of the cabinet or housing in
order to already repel disturbances at the entrance.

2.9.2 Bus Conductors

The shielding of the bus conductor is described in the relevant assembly
guidelines and standards of the bus system.

2.9.3 Signal Conductors

Bus modules for most analog signals along with many of the interface bus
modules include a connection for the shield.

Note
9 For better shield performance, the shield should have previously been placed
over a large area. The WAGO shield connection system is suggested for such
an application.
This suggestion is especially applicable when the equipment can have even
current or high impulse formed currents running through it (for example
through atmospheric end loading).
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2.9.4 WAGO Shield (Screen) Connecting System

The WAGO Shield Connecting system includes a shield clamping saddle, a
collection of rails and a variety of mounting feet. Together these allow many
dfferent possibilities. See catalog W4 volume 3 chapter 10.

Fig. 2-25: WAGO Shield (Screen) Connecting System POXXX08X, POXXX09x, and pOxxx10x

Fig. 2-26: Application of the WAGO Shield (Screen) Connecting System POXX11x

2.10 Assembly Guidelines/Standards

DIN 60204, Electrical equipping of machines
DIN EN 50178 Equipping of high-voltage systems with electronic
components (replacement for VDE 0160)
EN 60439 Low voltage — switch box combinations
wAaco WAGO-I/0-SYSTEM 750
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3 Check list (Draft)

Subject Description Chapter Done
Project planning 1 coupler, <= 64 bus terminals, 2.6.1 d

1 end terminal

(length of the nodes without cou-

pler/controller <= 780 mm)

sequence of the bus terminals mechanically |2.6.8 a

feasible - power contacts

sequence of the bus terminals electrically 272 a

feasible - sum of electrical consumption < 2A

[

Assembly stable carrier rail 2.63 [

end terminal for vertical assembly 2.6.1 [
Supply separate power supply 2.7.1 u

sum of electrical consumption <2 A 2.7.2 u

fusing of the field supply 2.7.3.2 [

controlled power supply units 2.7.6 u
Grounding carrier rail grounded 2.8.1 [

ground terminal 2.8.1.2 [

grounding function 2.8.2 [

grounding protection 2.83 [

ring feeding 2.8.3 [
Shielding bus system shielded 292 [

signal leads shielded 293 [

WAGO-/O-SYSTEM 750
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Approvals for versions with item no. suffix /...-... upon request.

Approvals Overview WAGO-I/O-SYSTEM 750/753 WAE“®

c@us cUL ys E175199, UL 508

1:' ABS ABS (American Bureau of Shipping) 03-HG374860/4-PDA; 10-HN17750340X

BV (Bureau Veritas) 13453/C0 BV, 30389/A0 BV

@ DNV (Det Norske Veritas) A-12306; Cl. B

@) Gt (Germanischer Lioyd) 59 627:08 Hi 60 24109 1t} 61 62613 Hs Cet A B, . B (EMC 1] -

KR (Korean Register of Shipping) HMB05880-AC001, -AC002, -AC003, -AC004
LR (Lloyd’s Register) 02/20026 (E4); Env. 1,2, 3, 4

NKK (Nippon Kaiji Kyokai) TA12716M

Polski Rejestr Statkow TE/1989/880590/13

RINA (Registro ltaliano Navale) ELE134212XG

cULys E198726, ANSI/ISA 12.12.01

@ Brazilian Ex TOV 12.1297 X

. 07ATEX554086 X; IECEx TUN 09.0001 X
TUvV 12ATEX106032 X; IECEx TUN 12.0039 X
14ATEX148929 X; IECEx TUN 14.0035 X RINA| PRS |[NKK| LR | KR | GL |DNV| BV |ABS

ltem No. ltem Description Ex Ship Approvals uL

Compact Industrial PCs 758-874 1/O-IPC-C6 Linux 2.6 x x
758-876 1/O-PC-P14 Linux 2.6 x x

Fieldbus Controllers 750-804 INTERBUS Controller X | x | x X
750-806 DeviceNet Controller X | x | x |x |x |x|x|x|[x|x|x]|x]x
750-815/300-000 | MODBUS Controller, RS-485 (150 Bd ... 115,2 kbd) x x | x | x | x X | x | x | x x
750-816/300-000 | MODBUS Controller, RS-232 (150 Bd ... 115,2 kbd) X x | x | x | x X | x | x | x x
750-830 BACnet/IP Controller x x| x | x| x| x| x|x|x|x|x]|x
750-831 BACnet/IP Controller x
750-833 PROFIBUS DP/V1 Controller x | x | x|x|x |x|x|x|x|x|x|x]|x
750-837 CANopen Controller, MSS X | x | x|x|x|x|x|x|x|x|x]|x]x
750-838 CANopen Controller, D-Sub x x | x [ x | x| x x x x
750-842 ETHERNET Controller 10 Mbit/s X | X | x| x| x|x|x|x|[x]|x|x]|x]x
750-843 ETHERNET Controller 10 Mbit/s x x| x | x| x| x|x|x|x|x|x]|x
750-852 ETHERNET ECO Controller X x
750-871 ETHERNET TCP/IP Controller, 2 Ports x x |x | x| x|x|x|x|x|x|x]|x
750-872 Telecontrol Controller RJ-45 + D-Sub X X x
750-873 ETHERNET TCP/IP RS-232 Controller x x|x | x | x| x|x|x|x|x|x][|x
750-880 ETHERNET Controller x x [x | x| x|x|x|x|x|x|x]|x
750-881 ETHERNET Controller x X [x | x | x| x|x|x|x|[x|x]|x
750-882 Media Redundancy ETHERNET Controller x X [x | x| x |[x|x|x|x|x|x|x
750-884 Application Controller BA x x x
750-885 Media Redundancy ETHERNET Controller x x X
750-8202 PFC200 CS 2ETH RS x X X
750-8203 PFC200 CS 2ETH CAN x x x
750-8204 PFC200 CS 2ETH RS CAN x x X
750-8206 PFC200 CS 2ETH RS CAN DPS x X X
! Notice: The 750-626 filter module is absolutely necessary for ship approval (note the power supply instructions)!

Subject to design changes WAGO Kontakttechnik GmbH & Co. KG  Postfach 2880 « D-32385 Minden Tel.: +49(0)571/887-0  E-MalbddR 5348

13.01.2015 Hansastr. 27 * D-32423 Minden Fax: +49(0)571/887-169 www.wago.com



c@us cUL ys

E175199, UL 508

e :

%-ABS ABS (American Bureau of Shipping) 03-HG374860/4-PDA; 10-HN17750340X
,‘,;Ei‘,, BV (Bureau Veritas) 13453/C0 BV, 30389/A0 BV

Eﬂ DNV (Det Norske Veritas) A-12306; Cl. B

11 631-10 HH; 19741-11 HH; 26 624-05 HH; 26 898-05 HH; 47 311-12 HH;
59 627-08 HH; 60 241-09 HH; 61 626-13 HH; Cat. A, B, C, D (EMC 1)

D
@ GL (Germanischer Lloyd)
KR

KR (Korean Register of Shipping)

HMB05880-AC00T, -AC002, -AC003, -AC004

NS LR (Lloyd’s Register)

02/20026 (E4); Env. 1,2, 3, 4

NKK (Nippon Kaiji Kyokai)

TA12716M

Polski Rejestr Statkow

TE/1989/880590/13

RINA (Registro ltaliano Navale)

ELET134212XG

cULys E198726, ANSI/ISA 12.12.01
@ Brazilian Ex 70V 12.1297 X
. 07ATEX554086 X; IECEx TUN 09.0001 X
TUvV 12ATEX106032 X; IECEx TUN 12.0039 X
14ATEX148929 X; IECEx TUN 14.0035 X RINA[ PRS [NKK| LR | KR | GL [DNV| BV | ABS

ltem No. ltem Description Ex Ship Approval uL

Fieldbus Couplers 1) 750-303 PROFIBUS DP-/FMS 12 Mbaud X X |x | x | x| x| x|x|x|x|x]x
750-304 INTERBUS 500 kbaud x X x
750-306 DeviceNet x X |x | x | x| x| x|x|x|x|x]x
750-307 CANopen x x x
750-310 CClink x x X
750-315/300-000 | MODBUS, RS-485 (150 Bd ... 115,2 kbd) X X | x | x | x X | x | x | x x
750-316/300-000 | MODBUS, RS-232 (150 Bd ... 115,2 kbd) x x | x | x| x X | x | x | x x
750-331 PROFIBUS DP 1.5 MBaud (Optical Fiber) x
750-333 PROFIBUS DP/V1 12 MBaud X |x | x|x|x|x|x|x|x|x|x|x]|x
750-334 INTERBUS 500 kBaud (Optical Fiber) X | x x
750-337 CANopen, MSS X | x | x|x | x |[x|x|x|x|x|x|x]|x
750-338 CANopen, D-Sub X x | x | x | x x x x
750-340 PROFINET IO Coupler X X
750-342 ETHERNET TCP/IP 10 Mbit/s X |x | x |x|x|x|x|x|x|x|x|x]|x
750-343 PROFIBUS DP ECO 12 Mbaud X | x | x |[x|x|x |x|x|x|x|x|x]|x
750-344 INTERBUS ECO 500 kbaud X | x | x x
750-345 INTERBUS ECO 2 Mbaud X | x | x x
750-346 DeviceNet ECO X | x | x x
750-347 CANopen ECO, MSS X | x | x| x| x|x|x|x|x|x|x|x]|x
750-348 CANopen ECO X | X [ X |x|x|x|x|x|[x|x|x|x]x
750-351 SERCOS Il Coupler x x | x | x X | x | x | x| x |x|[|x
750-352 ETHERNET TCP/IP 10/100 Mbit/s x x| x | x| x| x| x|x|x|x|x]|x
750-354 EtherCAT® x x x
750-370 PROFINET IO 100Mbit 2-port X X x
750-375 PROFINET 1O adv. 2-Port x x
750-377 PROFINET 1O adv. ECO 2-Port X x

Fieldbus Connectors 750960 PROFIBUS Fieldbus connector with D-Sub male connector x X |x | x | x| x |x|x|x|x|x]x
750-961 INTERBUS Fieldbus connector with D-Sub female connector x x X
750-962 INTERBUS Fieldbus connector with D-Sub male connector x x x
750963 CANopen Fieldbus connector with D-Sub connectors x x | x [ x [x |x|x|x|x|x|[x
750-970 PROFIBUS Fieldbus connector with D-Sub female connector X [x | x| x|x|x|x|x|[x|x]|x
750-975 ETHERNET RJ-45 connector X [ x | x | x | x |[x|x|x|x
750976 PROFINET RJ-45 connector x

! Notice: The 750-626 filter module is absolutely necessary for ship approval (note the power supply instructions)!

FOLHD - 329



cUL ys E175199, UL 508
ABS (American Bureau of Shipping) 03-HG374860/4-PDA; 10-HN17750340X
BV (Bureau Veritas) 13453/C0 BV, 30389/A0 BV
DNV (Det Norske Veritas) A-12306; Cl. B
GL (Germanischer Lloyd) 50 62708 Hit, 60 24109 Hi 61 62613 i Cat A B, .8 (EMC 1] -
f ; - ; - ; Cat. A, B, C, D (EMC 1)
KR (Korean Register of Shipping) HMB05880-AC001, -AC002, -AC003, -AC004
R (Lloyd’s Register] 02,/20026 (E4); Env. 1,2, 3, 4
NKK (Nippon Kaiji Kyokai) TA12716M
Polski Rejestr Statkow TE/1989/880590/13
RINA (Registro ltaliano Navale) ELE134212XG
cUL ys E198726, ANSI/ISA 12.12.01
@ Brazilian Ex TOV 12,1297 X
. 07ATEX554086 X; IECEx TUN 09.0001 X
TUvV 12ATEX106032 X; IECEx TUN 12.0039 X
14ATEX148929 X; IECEx TUN 14.0035 X RINA| PRS |[NKK| LR | KR | GL |[DNV| BV |ABS
ltem No. Item Description Ex Ship Approval uL
Digital Input 750-400 2Dl 24V DC, 3.0ms x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
Modules 750-401 2Dl 24V DC, 0.2ms x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-402 4Dl 24V DC, 3.0ms x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*[ x*
750-403 4Dl 24V DC, 0.2ms x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
2 750-405 2DI 230V AC x* x* [ x* | x*| x*| x*| x*| x*| x*| x*| x*| x*
-‘:;' 750-406 2DI 120V AC x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
\ .u‘:’ 750-407 2DI 220V DC x
':" i 750-408 4Dl 24V DC, 3.0ms, low-side switching x* x*| x*| x*| x*| x* x* x* x*
S 750-409 4Dl 24V DC, 0.2ms, low-side switching x| | x* x*
b e 750-410 2Dl 24V DC, 3.0ms, proximity switching x* X[ x* | x*| x*| x*| x*| x*| x*| x*| x*| x*
a*ql i g 750-411 2Dl 24V DC, 0.2ms, proximity switching x* x*| x*| ox*| x*| x*| x*| x*| x*| x*| x*| x*
] 750-412 2Dl 48V DC, 3.0ms x* x* x*
p\ 750-414 4Dl 5V DC, 0.2ms x x
."\\ 750-415 4Dl 24V AC/DC 20ms x*| x| x*] xF| x¥| x¥| x*| x*| x*| x*| x¥| x*| x*
- 750-418 2Dl 24V DC, 3.0ms, diagn., acknol. x*| x| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-421 2Dl 24V DC, diagn. x* x*| x*| x*| x*| x*| x*| x¥| x*| x*| x*| x*
750-422 2Dl 24V DC, pulse extension x*| x | x* x*
750-423 4Dl 24V AC/DC, 50ms, power contacts x*| x| x¥| oxF| x¥| x¥| x| xF| x*| x*| x*| x*| x*
750-424 2DI 24V DC, intruder detection xX*| x| xF| xF| x¥| xF| xF| xF| xF| x¥| x*| x*[ x*
750-425 2DI NAMUR x*| x| xF[ x¥| x*| xF| x¥| x*| x*| x¥| x*| x*| x*
750-427 2DI 110V DC x*| x | x* x*
750-428 4Dl 42V AC/DC, 20ms x* x* x*
750-430 8Dl 24V DC, 3.0ms x*| x| x¥| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-431 8Dl 24V DC, 0.2ms x*| x| x¥| xF| x*| x*| x| xF| x*| x*| x*| x*| x*
750-432 4Dl 24V DC x* xX*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-433 4Dl 24V DC x* x*[ x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-435 2 1Dl NAMUR Exi x X |x | x | x |[x |x|x |x|[x|x]|Xx
750-436 8Dl 24V DC, 3.0ms x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-437 8Dl 24V DC, 0.2ms x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-438 2 2Dl NAMUR Exi x X [x | x | x | x |x |x|[x|x|x|x
750-439 2 8Dl NAMUR Exi x x x x
750-1400 16DI 24V DC 3.0ms, high-side switch., ribbon cable x X [x | x | x| x |x |x|[x|x|x]|x
750-1402 16Dl 24V DC 3.0ms, low-side switch., ribbon cable x x| x | x | x |x |x|x|x|x|x]|x
750-1405 16DI 24V DC 3.0ms, high-side switch. x X |x |[x |[x |x|x|x|x|x|x]|x
750-1406 16DI 24V DC 0.2ms, high-side switch. x X | x | x | x x x x
750-1407 16Dl 24V DC 3.0ms, low-side switch. x x| x | x| x|x|x|x|x|x|x]x
750-1415 8Dl 24V DC, 3.0ms, high-side switch., 2-conductor x x [ x | x | x | x |x |x|x|x|x|x
750-1416 8Dl 24V DC, 0.2ms, high-side switch., 2-conductor x x [ x | x| x |x |x|x|x|x|x]|x
750-1417 8Dl 24V DC, 3.0ms, low-side switch., 2-conductor x x |x | x | x |[x |x|x|x|x|x]|x
750-1418 8Dl 24V DC, 0.2ms, low-side switch., 2-conductor X X |x | x [ x |x |x|x|x|x|x]x
750-1420 4DI 24V DC, 3.0ms, high-side switch., 3-conductor x x [ x | x | x | x |x |x|x|x|x]|x
750-1421 4Dl 24V DC, 0.2ms, high-side switch., 3-conductor x x |x | x| x|x|x|x|x|x]|x]x
750-1422 4DI 24V DC, 3.0ms, low-side switch., 3-conductor x X |x | x [x |x |x|x |x |x|x][|x
750-1423 4D| 24V DC, 0.2ms, low-side switch., 3-conductor x x [ x | x| x| x|x|x|x|x|x]|x
750-1425 8Dl PTC X
753-429 2Dl 60V DC, 3.0 ms x x x
753-434 8Dl 5/12V DC X X x x
753-440 4Dl 120/230V AC X x x

* Approval is also granted for the 753 Series pluggable /O modules

2 Only use this module in connection with the 24VDC Ex i supply module (note the power supply instructions!)

FOLHD - 330



cULys

E175199, UL 508

ABS (American Bureau of Shipping)

03-HG374860/4-PDA; 10-HN17750340X

BV (Bureau Veritas)

13453/C0 BV, 30389/A0 BV

DNV (Det Norske Veritas)

A-12306; Cl. B

GL (Germanischer Lloyd)

11 631-10 HH; 19741-11 HH; 26 62405 HH; 26 898-05 HH; 47 311-12 HH;
59 627-08 HH; 60 241-09 HH; 61 626-13 HH; Cat. A, B, C, D (EMC 1)

KR (Korean Register of Shipping)

HMB05880-ACO0T, -AC002, -AC003, -AC004

LR (Lloyd’s Register)

02/20026 (E4); Env. 1,2, 3, 4

NKK (Nippon Kaiji Kyokai) TA12716M
Polski Rejestr Statkow TE/1989/880590/13
RINA (Registro ltaliano Navale) ELE134212XG

cUlys

E198726, ANSI/ISA 12.12.01

Brazilian Ex

TOV 12.1297 X

07ATEX554086 X; IECEx TUN 09.0001 X

TOV 12ATEX106032 X; IECEx TUN 12.0039 X
14ATEX148929 X; IECEx TUN 14.0035 X RINA| PRS |[NKK| LR | KR | GL |[DNV| BV |ABS

ltem No. Item Description Ex Ship Approvals uL
Digital OUI‘pUi‘ 750-501 2DO 24V DC, 0.5A x* x*| xF| x*| x* | xF| xF| x*| x*| x*| x¥| x*
Modules 750-502 2DO 24V DC, 2.0A x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-504 4DO 24V DC, 0.5A x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*[ x*
750-506 2DO 24V DC, 0.5A, diagn. x* x* x*
750-508 2DO 24V DC, 2.0A, diagn. x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
A 750-509 2DO 230V AC, 0.3A, SSR x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
"b'.'_-';;’ 750-512 2DO 230V AC, 2.0A, rel. 2 NO x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*[ x*
‘b?)-’ | 750-513 2DO 230V AC, 2.0A, rel. 2 NO, pot. free x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
] ) ’n‘_.!,- 750514 2DO 125V AC, 0.5A, rel. 2 CO, pot. free x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
l i "‘:P, 750516 4DO 24V DC, 0.5A, low side switch x*| x| x*| x¥| x*| x*| x¥| x*| x*| x*| x*| x*| x*
v i > 750-517 2DO 230V AC, 1.0A, rel. 2 CO, pot. free x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*

: 750-519 4DO 5V DC, 20mA X | x X

: 750-522 2DO 230V AC, 3.0A, 30s, SSR X | X | x X

750-523 1DO 230V AC, 16A, rel. 1q, pot. free X | x | x| x| x|x|x|x|x]|x
| 750-530 8DO 24V DC, 0.5A x*| x| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-531 4DO 24V DC, 0.5A x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*

750-532 4DO 24V DC, 0.5A, diagn. x X |x | x [x |x |x|x|x|x|x][|x
750-534 8DO 5/12V DC x* x* x* x*

750-535 2 2DO 24V DC, Exi X X | x | x | x | x [x |x |x|x|x|[x
750-536 8DO 24V DC, 0.5A x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-537 8DO 24V DC, 0.5A, diagn. x* x*| x*| x*| x*| x | x*| x*| x*| x | x*[ x*

750-538 2 2DO RELAY Exi x X X x

750-1500 16DO 24V DC 0.5A, high-side switch., ribbon cable x x [ x | x | x |x |x |x|x|x|x|x

750-1501 16DO 24V DC 0.5A, low-side switch., ribbon cable x x| x | x| x|x|x|x|x|x|x]|x

750-1502 8DI 8DO 24V DC 0.5A, high-side switch., ribbon cable x X | x | x | x | x| x |x|x|x|x][|x

750-1504 16DO 24V DC 0.5A, high-side switch. X X |x | x |[x |x |x|x|x|x|x]|x

750-1505 16DO 24V DC 0.5A, low-side switch. x x| x | x | x |[x |x|x|x|x|x]|x

750-1506 8DI 8DO 24V DC 0.5A, high-side switch. x x | x [ x |[x |x|x|x|x|x|x]x

750-1515 8DO 24V DC 0.5A, high-side switch., 2-conductor x x [ x | x | x |x |x |x|x|x|x|x

750-1516 8DO 24V DC 0.5A, low-side switch., 2-conductor x x| x | x| x |x|x|x|x|x]|x]x

753-540 4DO 120/230V AC x x x

* Approval is also granted for the 753 Series pluggable 1/O modules

2 Only use this module in connection with the 24VDC Ex i supply module (note the power supply instructions!)

FOLHD - 331



cULys

E175199, UL 508

ABS (American Bureau of Shipping)

03-HG374860/4-PDA; 10-HN17750340X

BV (Bureau Veritas)

13453/C0 BV, 30389/A0 BV

DNV (Det Norske Veritas)

A-12306; Cl. B

GL (Germanischer Lloyd)

11 631-10 HH; 19741-11 HH; 26 62405 HH; 26 898-05 HH; 47 311-12 HH;
59 627-08 HH; 60 241-09 HH; 61 626-13 HH; Cat. A, B, C, D (EMC 1)

KR (Korean Register of Shipping)

HMB05880-ACO0T, -AC002, -AC003, -AC004

LR (Lloyd’s Register)

02/20026 (E4); Env. 1,2, 3, 4

NKK (Nippon Kaiji Kyokai) TA12716M
Polski Rejestr Statkow TE/1989/880590/13
RINA (Registro ltaliano Navale) ELE134212XG

cUlys

E198726, ANSI/ISA 12.12.01

Brazilian Ex

TOV 12.1297 X

07ATEX554086 X; IECEx TUN 09.0001 X

TOV 12ATEX106032 X; IECEx TUN 12.0039 X
14ATEX148929 X; IECEx TUN 14.0035 X RINA[ PRS [NKK| LR | KR | GL |[DNV| BV | ABS
ltem No. Item Description Ex Ship Approvals uL
Analog 750-452 2Al 0 - 20mA, differential input x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
Input Modules 750-453 4A1 0- 20mA, single ended x* x*| x*| x* | x¥| x*| xF| x¥| x*| x*| x*| x*
750-454 2Al 4 - 20mA, differential input x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*[ x*
750-455 4Al 4 - 20mA, single ended x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-456 2Al £10 VDC x* x| x* | ox*| x*| x¥| x*| x*| x*| x*| x*| x*
.‘&%‘, 750-457 4Al + 10 VDG, single ended x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
3 “t;; 750-459 4Al 0-10 VDG, single ended x* [ x* | x*| x*| x¥| x*| x*| x*| x*| x*| x*
"b,"h 750-460 4A|l Resistance Temperature Device (RTD) x
| g ’“3/- 750-461 2A| Resistance Temperature Device (RTD) x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
>
v ‘u:“ 750-463 4 AIRTD/-30°C ... +150°C x x
I \ [ 750-464 2/4Al RTD, configurable x X [ x | x | x | x |x | x|x|x|x|x
750-465 2A1 0 - 20mA, single ended x* x* x*
750-466 2Al 4 - 20mA, single ended x* x* x*
750-467 2Al1 0 - 10 VDG, single ended x* x* x*
750-468 4A1 0 - 10 VDC, single ended x x | x | x x | x | x | x |x |x|x
750-469 2Al Thermocouple (TC) diagn. x* x*[ x*| x* x* | x*| x| x*| x*| x*| x*
750-470 2Al 0 - 20mA, single ended, s.c. protec. x x [ x | x | x |x |x |x|x|x|x]|x
750-472 2A1 0 - 20mA, 16 bits, single ended x*| x| x*| x*| x*| x*| x¥| x*| x*| x*| x*| x*| x*
750-473 2Al 4 - 20mA, single ended, s.c. protec. X X [x | x| x |[x|x|x|x|x|x|x
750-474 2Al 4 - 20mA, 16 bits,single ended x*| x| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-475 2A1 0- 1A AC/DC, differential input x*| x| x*| x*| x*| x*| x¥| x*| x*| x*| x*| x*| x*
750-476 2Al £10 VDC, 16 bits, single ended x*| x| x*| x¥| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-477 2A1 0 - 10V AC/DC, differential input x* x* x*
750-478 2A1 0 - 10 VDC, 16 bits, single ended x*| x| x¥| x¥| x¥| x*| x*| x¥| x*| x*| x*| x*| x*
750-479 2Al £10 VDC, differential measurement input x*| x| x*]xF]xF| x¥| x*| x| x*| x*| x*[ x*
750-480 2A1 0 - 20mA, differential measurement input x*| x | x* x*
750-481/003-000 2 | 2AIRTD, Ex i X X | x | x | x | x| x|x |x|x|x]|x
750-482 2Al 4 - 20 mA 12 Bit single ended HART x* x* x*
750-483 2A1 0 - 30 VDC, differential measurement input x* x*| x*| x*| x*| x*| x*| x*| x*| x*| x*[ x*
750-484 % 2Al 4 - 20 mA 12 Bit single ended HART Ex i X x| x [ x |[x |x|x|x|x|x|x]x
750-485 2Al 4 - 20mA, Ex i X X | x | x | x | x [x |x |x|x|x|[x
750-487/0030002 | 2AI TC, Ex i x x |x | x| x|x x x x
750-492 2Al 4 - 20mA, differential measurement input x*| x | x* x*
750-493 3-Phase Power Measurement Module x x
750-494 3-Phase Power Measurement Module x x

* Approval is also granted for the 753 Series pluggable 1/O modules

2 Only use this module in connection with the 24VDC Ex i supply module (note the power supply instructions!)

FOLHD - 332



cULys

E175199, UL 508

ABS (American Bureau of Shipping)

03-HG374860/4-PDA; 10-HN17750340X

BV (Bureau Veritas)

13453/C0 BV, 30389/A0 BV

DNV (Det Norske Veritas)

A-12306; Cl. B

GL (Germanischer Lloyd)

11 631-10 HH; 19741-11 HH; 26 62405 HH; 26 898-05 HH; 47 311-12 HH;
59 627-08 HH; 60 241-09 HH; 61 626-13 HH; Cat. A, B, C, D (EMC 1)

KR (Korean Register of Shipping)

HMB05880-ACO0T, -AC002, -AC003, -AC004

LR (Lloyd’s Register)

02/20026 (E4); Env. 1,2, 3, 4

NKK (Nippon Kaiji Kyokai) TA12716M
Polski Rejestr Statkow TE/1989/880590/13
RINA (Registro ltaliano Navale) ELE134212XG

cUL ys E198726, ANSI/ISA 12.12.01
@ Brazilian Ex TOV 12,1297 X
. 07ATEX554086 X; IECEx TUN 09.0001 X
TUvV 12ATEX106032 X; IECEx TUN 12.0039 X
14ATEX148929 X; IECEx TUN 14.0035 X DNV| BV |ABS
Item No. ltem Description s uL
Analog 750-550 2A0 0-10VDC x* x*| x*| x*| x*| x x* | x*| x*| x*
OUprf Modules 750-552 2A0 0 - 20mA x* x*[ x*| x*| x* x*| x*| x*| x*| x*| x*
750-553 4A0 0 - 20mA x* x*[ x*| x*| x* x*| x*| x*| x | x*[ x*
750-554 2A0 4 - 20mA x* x*| x*| x*| x* x* | x*| x*| x*| x¥| x*
750-555 4A0 4 - 20mA x* x*[ x*| x*| x* x*| x*| x*| x | x*| x*
.“'-';9 750556 2A0 +10 VDC x* x*| x*| x*| x* x*| x*| x*| x*| x*[ x*
&
(i "14 750-557 4A0 £ 10 VDC x* x*| x*| x*| x* x* | x*| x*| x*| x*| x*
[, "?9;& 750-559 4A0 0-10 VDC x* x*| x*| x*| x* x* | x*| x*| x*| x*| x*
L ' "’?f," 750-560 2 AO 0-10 VDC 10 bits 10 mA 24V X X X
(s + its x x x
| T 750-562 2A0 0/£10VDC 16 b
\ NS 750-563 2A0 0/4-20 mA / 6-18 VDC 16 bits x x x x
750-585 2 2A0 0-20mA, Ex i x x X | x | x | x|x
750-586 2 2A0 4-20mA, Ex i x x x

* Approval is also granted for the 753 Series pluggable 1/O modules

2 Only use this module in connection with the 24VDC Ex i supply module (note the power supply instructions!)

FOLHD - 333



cULys

E175199, UL 508

ABS (American Bureau of Shipping)

03-HG374860/4-PDA; 10-HN17750340X

BV (Bureau Veritas)

13453/C0 BV, 30389/A0 BV

DNV (Det Norske Veritas)

A-12306; Cl. B

GL (Germanischer Lloyd)

11 631-10 HH; 19741-11 HH; 26 62405 HH; 26 898-05 HH; 47 311-12 HH;
59 627-08 HH; 60 241-09 HH; 61 626-13 HH; Cat. A, B, C, D (EMC 1)

KR (Korean Register of Shipping)

HMB05880-ACO0T, -AC002, -AC003, -AC004

LR (Lloyd’s Register)

02/20026 (E4); Env. 1,2, 3, 4

NKK (Nippon Kaiji Kyokai) TA12716M
Polski Rejestr Statkow TE/1989/880590/13
RINA (Registro ltaliano Navale) ELE134212XG

cUlys

E198726, ANSI/ISA 12.12.01

Brazilian Ex

TOV 12.1297 X

07ATEX554086 X; IECEx TUN 09.0001 X

TOV 12ATEX106032 X; IECEx TUN 12.0039 X
14ATEX148929 X; IECEx TUN 14.0035 X DNV| BV |ABS
Item No. ltem Description s uL
Function, Techn°|°gy 750-404 Up/down counter, 100kHz x x*| x*| x*| x*
and Communication 750-511 2 DO, 24 VDC, 0.1A, pulse width x x
Modules 750-630 SSI transmitter interface x x x
750-631/000-004 | Incremental encoder interface, 16 bits x x
750-632 Proportional Valve Module x X
750-633 % Up/down counter Ex i x x x
== 750-635 Digital pulse interface x* x* x*
Y "?’r* 750-637 Incremental encoder interface, 32 bits x | x | x x | x | x | x
ﬁ”%;,'*ﬁ 750-638 Up/down counter, 500kHz x* x* x*
B 750640 RTC Module x x x
: *:‘}' 750-642 Radio receiver module x x x
S 750-643 MP-Bus Master module x x x
750-644 Bluetooth®/RF Transceiver x x x
: 750-645 2A1/2DO VIB VRMS/SPM Multi x x x
750-650 Serial interface RS-232 C x* x*[ x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-651 TTY interface X | x | x| x |[x |x|x|x|[x|x]|x
750-652 RS-232/RS-485 configurable x x*[ x*| x*| x*| x | x¥| x*| x*| x | x*| x*
750-653 Serial interface RS-485 x x*[ x*| x*| x*| x*| x*| x*| x*| x*| x*| x*
750-654 Data exchange module X [ X | X [x |x |x |x|x|x]|x
750-655 AS-Interface Master x*| x*| ox*| x*| x*| x*| x*| x*| x*| x*| x*
750-657 4-Channel IO-Link Master x
750-658 CAN Gateway X
750-660/000-001 | PROFIsafe 8 DI x x x
750-661/000-003 | PROFIsafe 4FDI 24V x* X x*
750-662/000-003 | PROFlsafe 8 FDI 24 V x* x* x*
750-663/000-003 | 4F Ex i DI 24V PROFlsafe V2 iPar x x x
750-665/000-001 | PROFIsafe 4 FDO 0.5 A; 4 FDI 24V DC X X X
750-666/000-003 | PROFlsafe 4 FDI/2 FDO 24V/10A x* x*
750-667/000-003 | PROFlsafe 4 FDI/4 FDO 24V/2A x* x x*
750-670 Stepper Controller RS-422/24V/20mA x x x
750-671 Stepper Controller 24V/1.5A X
753-646 KNX/EIB/TP1 module X | x | x | x
753-647 DALl Multi-Master Module x
753-648 LON FTT Module X

* Approval is also granted for the 753 Series pluggable /O modules

2 Only use this module in connection with the 24VDC Ex i supply module (note the power supply instructions!)

FOLHD - 334



cULys

E175199, UL 508

ABS (American Bureau of Shipping)

03-HG374860/4-PDA; 10-HN17750340X

BV (Bureau Veritas)

13453/C0 BV, 30389/A0 BV

DNV (Det Norske Veritas)

A-12306; Cl. B

GL (Germanischer Lloyd)

11 631-10 HH; 19741-11 HH; 26 62405 HH; 26 898-05 HH; 47 311-12 HH;
59 627-08 HH; 60 241-09 HH; 61 626-13 HH; Cat. A, B, C, D (EMC 1)

KR (Korean Register of Shipping)

HMB05880-ACO0T, -AC002, -AC003, -AC004

LR (Lloyd’s Register)

02/20026 (E4); Env. 1,2, 3, 4

NKK (Nippon Kaiji Kyokai) TA12716M
Polski Rejestr Statkow TE/1989/880590/13
RINA (Registro ltaliano Navale) ELE134212XG

cUlys

E198726, ANSI/ISA 12.12.01

Brazilian Ex

TOV 12.1297 X

07ATEX554086 X; IECEx TUN 09.0001 X

Tov 12ATEX106032 X; IECEx TUN 12.0039 X
14ATEX148929 X; IECEx TUN 14.0035 X RINA| PRS |[NKK| LR | KR | GL |[DNV| BV |ABS

ltem No. Item Description Ex Ship Approvals uL

SUPPI)’ and Segment 750-600 End module X X |x | x [x |x|x|x|x|x|[x][|x

Modules 750-601 ! Supply module 24 VDC /fuse x X |x |x |x|x|[x|x|x|x|x][|x
750-602 ! Supply module 24 VDC x* x| x| x*| x*] x| x¥| xF| x*| x| x*| x*
750-603 Field side connection module x* x*| x*| x* x*| x*| x*| x*| x*| x*[ x*
= 750-604 Field side connection module x* x*| x*| x* x*| x*| x*| x*| x*| x*[ x*

“—f‘;\’= 750-606 Supply module 24 VDC Ex i X X |x [ x [ x |x|x|x|x|x|x]x

N Tm® s 750-609 Supply module 230 VAC /fuse X x [x | x| x [x|x|x|x|x|x|x

S h«ﬂ»ﬁ 750-610° Supply module 24 VDC /fuse /diagn. x X |x |[x |[x |x|x|x|x|x|x]x

L y 0‘-9‘}’?- 750611 Supply module 230 VDC /fuse /diagn. X X [x | x | x [x|x|x|x|x|x|[x
; ":‘3 750-612 4 Supply module 0-230 V AC/DC x* X[ x*| x*| x*| x | x*| x*| x*| x | x*| x*

‘\ \ - 750-613 " Internal system supply module 24 VDC x X |x |[x |[x |x|x|x|x|x|x]|x
750614 Field side connection module, O - 230 V AC/DC x* x*| x*| x*| x*| x*| x¥| x*| x*| x*| x*| x*

750-615 Supply module 120 VAC /fuse x x x

: 750-616 Separation module x x |x | x |x|x|[x|x|x|x|x][x

750-617 Supply module 24 VAC /fuse X X

750-621 Separation module with contacts x x x

750-622 Binary spacer module with power supply x x x

750-623 Supply module 24/5-15 VDC X X [x | x| x |x x x x

750-624 Overvoltage protection, field side power supply X X [x | x |x |[x|x|x|x|x|x|x

750-625/000-001 | Supply module 24 VDC Ex i x x [ x | x| x | x |x|x|x|x|x]|x

750-626 Filter module, system and field side power supply X X [x | x | x |[x|x|x|x|x X

750-627 Internal Data Bus Extension End Module x x

750-628 Internal Data Bus Extension Coupler Module x X

750-1605 Field side connection module x x| x |x |[x |x|x|x|x|x|[x]|x

750-1606 Field side connection module x x |x |x [x |x|x|x|x|x|[x][|x

750-1607 Field side connection module x X |x | x |x|x|[x|x|x|x|x][|x

753-620 DALl Multi-Master DC/DC Converter x

753-629/020-000 | Spacer Module passive X

753-1629 Spacer Module active x

* Approval is also granted for the 753 Series pluggable 1/O modules

" Notice: The 750-626 filter module is absolutely necessary for ship approval (nofe the power supply instructions)!

% Notice: The 750-624 filtler module is absolutely necessary for ship approval (note the power supply instructions)!

4 Notice: The 750-626 filter module is absolutely necessary for ship approval at 24VDC power supply (note the power supply instructions)!
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WAGO-I/O-PRO V2.3

IEC 61131-3 programming tool
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WAGO-I/O-PRO is a programming and visualization tool for control
programs. This software is used to develop PLC applications for WAGO-I/O
SYSTEM 750 Programmable Fieldbus Controllers.

WAGO-1/O-PRO runs in line with the IEC 61131-3 standard. This standard
describes the requirements of a programming system. The IL, SFC, LD, FBD
and ST programming languages are supported. The optimal programming
language can be chosen for each application.

With extensive programming functions, the software readily meets the in-
creasing requirements of control program development (e.g., reusability and
modularization).

* Highly efficient translation between programming languages
* Automatic declaration of variables
* Library management

Integrated test and diagnostic functions also streamline and accelerate the
implementation of processes for PLC projects.

* Online status indication in program code

* Offline simulation

* Integrated process visualization

* Recording and graphical presentation of project variables

WAGO-I/O-PRO also offers the option of programming products from
other manufacturers within the CODESYS automation alliance in addition to
the standard programmable CODESYS automation alliance products from
WAGO.

Description Item No. Pack. Unit| | Technical Data
WAGO-I/O-PRO V2.3, RS-232 Kit 759-333 1 Supported operating systems Windows XP (SP3 or later), Windows 7
WAGO-1/O-PRO V2.3, USB Kit 759-333/000-923 1 System requirements
WAGO-1/0O-PRO V2.3, CD-ROM 759911 1 Processor 1 GHz or higher
32-bit (x86) or 64-bit (x64)
Memory min. 1 GB RAM
2 GB RAM or greater recommended
Hard disk storage min. 300 MB
A | CD-ROM required
pprovals Graphics resolution min. 1024 x 786
Shipbuilding ABS, DNV, GL, KR, NKK, RINA 1280 x 1024 or higher recommended
Mouse required
Miscellaneous Open serial interface
Delivery type RS-232 Kit:

CD-ROM with software and serial
750-920 Communication Cable
USB Kit:
CD-ROM with software and
USB communication cable 750-923
CD-ROM:
CD-ROM with software, no
communication cable

Windows® is a registered trademark of Microsoft Corporation.

WAGO Kontakttechnik GmbH & Co. KG
Subject to design changes

05.01.2015

Postfach 2880 - D-32385 Minden
Hansastr. 27 - D-32423 Minden

Tel.: +49(0)571/887-0
Fax: +49(0)571/887-169

FOLHD - 3
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© 2015 by WAGO Kontakttechnik GmbH & Co. KG
All rights reserved.

WAGO Kontakttechnik GmbH & Co. KG

Hansastral3e 27
D-32423 Minden

Phone:  +49 (0) 571/8 87— 0
Fax:  +49(0)571/8 87— 169

E-Mail: info@wago.com

Web: http://www.wago.com

Technical Support

Phone:  +49 (0) 571/8 87 -5 55
Fax: +49 (0) 571/8 87 — 85 55

E-Mail: support@wago.com

Every conceivable measure has been taken to ensure the accuracy and
completeness of this documentation. However, as errors can never be fully
excluded, we always appreciate any information or suggestions for improving the
documentation.

E-Mail: documentation@wago.com

We wish to point out that the software and hardware terms as well as the
trademarks of companies used and/or mentioned in the present manual are
generally protected by trademark or patent.
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1 Notes about this Documentation

1.1 Copyright

This Manual, including all figures and illustrations, is copyright-protected. Any
further use of this Manual by third parties that violate pertinent copyright
provisions is prohibited. Reproduction, translation, electronic and phototechnical
filing/archiving (e.g., photocopying) as well as any amendments require the
written consent of WAGO Kontakttechnik GmbH & Co. KG, Minden, Germany.
Non-observance will involve the right to assert damage claims.
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1.2 Symbols

A DANGER

Personal Injury!
Indicates a high-risk, imminently hazardous situation which, if not avoided, will
result in death or serious injury.

DANGER

Ai\ Personal Injury Caused by Electric Current!
Indicates a high-risk, imminently hazardous situation which, if not avoided, will

result in death or serious injury.

Personal Injury!
Indicates a moderate-risk, potentially hazardous situation which, if not avoided,
could result in death or serious injury.

A CAUTION

Personal Injury!
Indicates a low-risk, potentially hazardous situation which, if not avoided, may
result in minor or moderate injury.

NOTICE

Damage to Property!
Indicates a potentially hazardous situation which, if not avoided, may result in
damage to property.

NOTICE

A Damage to Property Caused by Electrostatic Discharge (ESD)!
Indicates a potentially hazardous situation which, if not avoided, may result in

damage to property.

Note

Important Note!

Indicates a potential malfunction which, if not avoided, however, will not result in
damage to property.

Quickstart Reference
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Information

n Additional Information:
Refers to additional information which is not an integral part of this
documentation (e.g., the Internet).
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WAGO-I/O-SYSTEM 750

1.3

1.4

Number Notation

Table 1: Number Notation

Number Code |Example Note

Decimal 100 Normal notation

Hexadecimal 0x64 C notation

Binary '100' In quotation marks, nibble separated with
'0110.0100' dots (.)

Font Conventions

Table 2: Font Conventions

Font Type |Indicates

italic Names of paths and data files are marked in italic-type.
e.g.: C:\Program Files\WAGO Software
Menu Menu items are marked in bold letters.
e.g.: Save
> A greater-than sign between two names means the selection of a

menu item from a menu.
e.g.: File > New

Input Designation of input or optional fields are marked in bold letters,
e.g.: Start of measurement range
“Value” Input or selective values are marked in inverted commas.

e.g.: Enter the value “4 mA” under Start of measurement range.

[Button] Pushbuttons in dialog boxes are marked with bold letters in square
brackets.
e.g.: [Input]

[Key] Keys are marked with bold letters in square brackets.

e.g.: [FS]

waco'
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2 Important Notes

This section includes an overall summary of the most important safety
requirements and notes that are mentioned in each individual section. To protect
your health and prevent damage to devices as well, it is imperative to read and
carefully follow the safety guidelines.

2.1 Legal Bases

211 Subject to Changes

WAGO Kontakttechnik GmbH & Co. KG reserves the right to provide for any
alterations or modifications that serve to increase the efficiency of technical
progress. WAGO Kontakttechnik GmbH & Co. KG owns all rights arising from
the granting of patents or from the legal protection of utility patents. Third-party
products are always mentioned without any reference to patent rights. Thus, the
existence of such rights cannot be excluded.

21.2 Personnel Qualifications

All sequences implemented on WAGO-I/O-SYSTEM 750 devices may only be
carried out by electrical specialists with sufficient knowledge in automation. The
specialists must be familiar with the current norms and guidelines for the devices
and automated environments.

All changes to the coupler or controller should always be carried out by qualified
personnel with sufficient skills in PLC programming.

213 Use of the WAGO-I/O-SYSTEM 750 in Compliance with
Underlying Provisions

Fieldbus couplers, fieldbus controllers and I/O modules found in the modular
WAGO-I/O-SYSTEM 750 receive digital and analog signals from sensors and
transmit them to actuators or higher-level control systems. Using programmable
controllers, the signals can also be (pre-) processed.

The devices have been developed for use in an environment that meets the P20
protection class criteria. Protection against finger injury and solid impurities up to
12.5 mm diameter is assured; protection against water damage is not ensured.
Unless otherwise specified, operation of the devices in wet and dusty
environments is prohibited.

Operating the WAGO-I/O-SYSTEM 750 devices in home applications without
further measures is only permitted if they meet the emission limits (emissions of
interference) according to EN 61000-6-3. You will find the relevant information
in the section “Device Description” > “Standards and Guidelines” in the manual
for the used fieldbus coupler/controller.

Quickstart Reference
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Appropriate housing (per 94/9/EG) is required when operating the WAGO-1/O-
SYSTEM 750 in hazardous environments. Please note that a prototype test
certificate must be obtained that confirms the correct installation of the system in
a housing or switch cabinet.

21.4 Technical Condition of Specified Devices

The devices to be supplied ex works are equipped with hardware and software
configurations, which meet the individual application requirements. WAGO
Kontakttechnik GmbH & Co. KG will be exempted from any liability in case of
changes in hardware or software as well as to non-compliant usage of devices.

Please send your request for modified and new hardware or software
configurations directly to WAGO Kontakttechnik GmbH & Co. KG.

Quickstart Reference

mﬁﬂ Version 1.2.2
FOLHD - 349



WAGO-1/O-SYSTEM 750 Important Notes 11
759-911 IEC 61850 Solution for programmable Controls of Telecontrol Technology

2.2 Safety Advice (Precautions)

For installing and operating purposes of the relevant device to your system the
following safety precautions shall be observed:

/A\ Do not work on devices while energized!
b All power sources to the device shall be switched off prior to performing any

installation, repair or maintenance work.

DANGER

Install the device only in appropriate housings, cabinets or in electrical
operation rooms!

The WAGO-I/O-SYSTEM 750 and its components are an open system. As such,
install the system and its components exclusively in appropriate housings,
cabinets or in electrical operation rooms. Allow access to such equipment and
fixtures to authorized, qualified staff only by means of specific keys or tools.

NOTICE

Replace defective or damaged devices!

Replace defective or damaged device/module (e.g., in the event of deformed
contacts), since the long-term functionality of device/module involved can no
longer be ensured.

NOTICE

Protect the components against materials having seeping and insulating
properties!

The components are not resistant to materials having seeping and insulating
properties such as: aerosols, silicones and triglycerides (found in some hand
creams). If you cannot exclude that such materials will appear in the component
environment, then install the components in an enclosure being resistant to the
above-mentioned materials. Clean tools and materials are imperative for handling
devices/modules.

NOTICE

Clean only with permitted materials!
Clean soiled contacts using oil-free compressed air or with ethyl alcohol and
leather cloths.
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NOTICE

Do not use any contact spray!
Do not use any contact spray. The spray may impair contact area functionality in
connection with contamination.

NOTICE

Do not reverse the polarity of connection lines!
Avoid reverse polarity of data and power supply lines, as this may damage the
devices involved.

NOTICE

A Avoid electrostatic discharge!
The devices are equipped with electronic components that may be destroyed by

electrostatic discharge when touched. Please observe the safety precautions
against electrostatic discharge per DIN EN 61340-5-1/-3. When handling the
devices, please ensure that environmental factors (personnel, work space and
packaging) are properly grounded.
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13

Application Description

3.1 Abbreviations

Table 3: Abbreviations

Abbreviation | Explanation Description
CDC Common Data IAn LNC object is made up of many CDCs. A single CDC
Class contains many attributes.
DA Data Attribute Individual attribute of a DO that typically consists of a variable
and, if necessary, a trigger option.
DO Data Object Data object within an LN.
FC Functional |Assigned to data attributes, a service (functional constraint)
Constraint determines multiple items, such as what access rights and
initializations are available.
— [EC 61850
GCB GOOSE Compilation of data objects that can be sent by a publisher or
Control Block received by a subscriber.
GGIO Generic Process  |A GGIO is a generic information object and can be used if no
Input Output typical IEC 61850 information object is suitable for the given
application.
GOOSE Generic Object Transmission protocol for real-time multicast communication.
Oriented
Substation Events
IEC 61850 International IEC 61850 is an international standard that defines a general
Electrotechnical  ftransmission protocol. The protocol is used for protection, as
Commission well as for control systems in electrical substations with
61850 medium- and high-voltage technology.
IED Intelligent |According to IEC 61850, an IED is an intelligent field device.

Electronic Device

Internal data
bus

Internal data bus

The internal data bus combines the I/O modules of the WAGO-
I/O-SYSTEM 750 Series to exchange data.

LD Logical Device Logical device and the top node in the configuration structure.
LN Logical Node A node located under the LD. The node determines the data
type provided.

LNC Logical Name ILNC is the general term for all IEC 61850 information object
Class types, e.g., GGIO.

LLNO Logical Node Zero [Every IED receives one LLNO information object.

LPHDI1 Physical Device  |[Every IED receives exactly one LPHD1 information object.
Information

MMS Manufacturing Transmission protocol according to IEC 61850-8-1 with
Messaging server/client communication via TCP/IP.
Specification

SCL Substation SCL is an XML-based language used as an exchange format for
Configuration IEC 61850 engineering data.
Language

Quickstart Reference
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3.2

Tasks

This quick start guide describes IEC 61850-compliant methods to:

. Create a server with WAGO controls.

. Establish GOOSE communication with WAGO controls.

The IEC 61850 Configurator (V2.00.23 or higher) integrated into
WAGO-I/O-PRO is the configuration program. To check operation, a connection

must be established between the controller and PC.

Server and GOOSE communication should contain a GGIO Logical Node Object
with both a binary and analog signal.

A fieldbus controller for telecontrol systems (see section “Hardware
Requirements”) is connected to the IEC 61850 client “IEDScout” from
OMICRON and read.

1(552)| € hitp://192.168.1.19:8080/ webvisu.htm

P - C X || = WAGO Ethernet We...| & CoDeSys WebVi..
e 5%

g
IEC61850 Transformer Monitoring
S s YLTCA, Tap Changer Tocal
g EndPosLower | EndPosRaised |
SIML1, Insulation medium supervision
. ‘.....' Liguid Temperature [0..200 °C] 45.0 Set
GGIO1, Generic Process 10:
‘ Transformer Status Run
Prim. Current [10..50 A] 501
Prim. Voltage [19000..21000 V] 20005.0
Sec. Current [0.130 A] 1254
Sec. Voitage [0.400V] 3725
YPTR1, Power transformer
Transformer temp. and status [0..200 °C]: B1.5 Set
*1 = Control Direction; Rated voltage (High voltage level) 21000 =
Can be set from client
Rated voltage (Low voltage levely 19000 =
GOOSE Roundtriptime [15] ]
o Change “
Sec. Current 150 Amp.

I

IEDScout —

||

File Actions Options Help

EF-Aa-v®60 %

= Q IEC61850 Transformer
=] Address
= T= Data
= LD WAGOS 18505erverLogicalDevice
GGIO1
6GI02
@ o
LPHD1
SIMLL
@ nrct
YPTR1
= G Goost
WAGOG18505erverLogicalDevice LLNQ,GO. GCE_Publish
WAGO61850ServerLogicalDevice/LLNO.GO.GCB_Subscrbbe
WAGO6 1850ServerLogicaiDevice/LLNO,GO.GCB_TRAFO
= RP Buffered Reports
[ wAGOs1850ServerLogicalDevice/LLN. R BRCB01
[ waG0s 18505erveriogicalDevice/L LNO, BR.BRCB02
[ wacos18505erverLogicalDevice/LLND. ER ERCED3
= DS Datasets
(5 WAGOS 18505erverLogicaiDevice L LND,DS_GOOSE |
(I wAGO818505erverLogicalDevice/LLNO.DS_Publish
(5 wAGOs1850ServerLogicalDevice/LLND.DS_Subscrbe
{5 wAGOS 18505erveriogicalDevice/LLNO. MyDataSet

192.168.1.19

Update [Report | Poll |IECE1850 T Completed

®y CoDeSys - [EC61850_Trafo_Example:pro - [EC61850_GGIO1 { gfbIEC61850_LogicalDevice. GGIOT]) (FB-ST)]

® File Edit Project Insert Extras Online Wi

indow  Help

B8] 55| |Es

3 POUs
{3 Gererated POUs
‘23 Logical Nodss

C51850_GEI02 (FE)
IECE1850_LLND (FE)
IECE1850_LPHDA (FE)
ECE1850_SIML1 [FB)
IECE1850_YLTCT [FB)
IECE1850_YPTRY [FE)
A Tooks

i+[2) 1ECE1850_DS_GOOSE (FB)

€LastFC = IEC61850_MMS_FC_MX
byReadError = 10
E--foMod

[EC61850 Transformer: WAGOB1850ServerLogicalDevi... |02 -{E). Bl
gi

oK

Member Value

\WAGOS 18505er verLogicalDevice /GGI0 16MX$ANInémagsf

73,7252452+02

\WAGOS 18505erver_ogicalDevice /GGI0 16MX$ANIn 1émag$f

\WAGOS 18505erver_ogicalDevice /GGI0 16MX$AnIn2émag $f

\WAGOS 18505erver_ogicalDevice /GGI0 16MX$AnIn3émag $f

WAGOS 18505er verLogicalDevice [GGI0 1$5T$5PCS08stval T

\WAGOS 18505erverL ogicalDevice /SIML1SMXSTmpSmagsF

\WAGOS 18505erverL ogicalDevice YL TC 1$5T$EndPosRSstval [T

\WAGOS 18505erverL ogicalDevice YL TC 15T $EndPosL $stval |

\WAGOS 18505erverLogicalDevice YPTR 18MX SHPTmpSmag s

12476422402
£2,000500e+04
75.010000e-+01

4,500000e-+01

6. 1500002401

IECE1850_DS_Publish [FE]
IECE1850_DS5_Subscribe (FB]

IECE1850_Int_DataS et FUN) 2zz§
(2] [ECE1850_MyDataSet [FE) 2008
ECE1850_LogicalDeviceFB (FE) || [3ans
--[E] IECH1850_Server (PR 0006
imulation 0007

3 Simul,
PLC_$IMU (PRG) 0008
PLC_PRG [PRG] HISE
0010

Inik

" 0011
0012
FOUS|™ Data i

50
IF NOT (xInitDone) THEN
(* Initialize variables *)

©yMMS_DataExchange.sCalllogicalliodeName := g
/MMS_DataExchange.sCallMainDataObjectName :

M35 _DataExchange.sCallDataCbjectiiame := 'M|
fhMod. Init (cyMMS_DataExchange := GyMMS_Datak

©yMM5_DataExchange.sCallDataObjectlame i= 'B
fbBeh. Init (tyMMS_DataExchange i= tyMMS_Datak

TyMM5_DataExchange.sCallDataObjectliame := 'H
fhHealth. Init (tyMMS_DataExchange := tyMMS_Da

[T 1, Cole 1

. x1nicDone = m =

©y}5_DataExch
M5 _DatzExch
©yMM5_DataExch

©y¥MS_DataExch

TyMM5_DataExch

v e '
ONLINE: Local_ [5IM [RUNNING [EF [FORCE [0V [REA

Figure 1: Example of Transformer Monitoring Application with Connected IEC 61850 Client
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3.3 Hardware Requirements
You can use the following WAGO hardware components:

Table 4: Hardware Requirements

Hardware components | Item No. Release version
Programmable fieldbus 750-872 Release version (05) or
controller for telecontrol higher

applications

Programmable 750-880/xxx-001 Release version (05) or
ETHERNET controller for higher

telecontrol applications

Programmable 750-880/xxx-002 Release version (05) or
ETHERNET controller for higher

telecontrol applications

I/O-IPC-C6 Linux® 758-874/000-130 Release version (09) or
TeleControl higher

I/0-IPC-C6 Linux® 758-874/000-131 Release version (09) or
TeleControl PDP master higher

PFC200 CS 2ETH RS 750-8202/025-001 Release version (02) or
TeleControl/T higher

PFC200 CS 2ETH RS 750-8202/025-002 Release version (02) or
TeleControl ECO/T higher

PFC200 CS 2ETH RS 750-8206/025-001 Release version (03) or
CAN DPS TeleControl/T higher

3.4 Software Requirements
. WAGO-I/O-PRO v2.3.9.46 or higher

. IEC 61850 client, e.g., the “IEDScout” product from OMICRON
(Www.omicron.at)

3.5 Requirements and Capabilities

Commission and program WAGO-I/O-SYSTEM fieldbus controllers using
WAGO-I/O-PRO v2.3.

Information

n More information for a quick start!
For information on commissioning and programming a WAGO Fieldbus
Controller, please download the quick start guide for the ETHERNET TCP/IP
(750-841) programmable fieldbus controller. You will find it at www.wago.com.
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3.6
3.6.1

MMS Communication

Create New Project and Open the IEC 61850IEC 61850
Configurator

1.  Launch WAGO-1I/O-PRO.

2. Create a new project. Click File > New.

The “Target System Settings” dialog appears.

3. Under Configuration, select the hardware you are using.

4.  Click on [OK].

The “New Module” dialog appears.

5. Click the [Cancel] button because you do not want to create a new module.
6. In the main menu, select the Resources tab.

7. Inthe directory, select the PLC Configuration entry.

The “PLC Configuration” workspace appears.

@, CoDeSys - (Untitlad)® - [PLC Configuration] — _ o

Eile Edit Project Insert Extras Online Window Help

B|=8| 9S54 Tl

F--PLC Configuration -
s Eﬂ K-Bus[FIX] Base parameters  |ECE1850 Configuration, V01.01.03

% Resources

B[] Bibliothek lecsfc b 30.1.13 13:05:12 o TECG0070-5—Konf ig[FIE]

B Bibliothek Standardlib 30.1.13 1203 i A G I:l

B[] Bibliothek SvSLIBCALLBACK. LIE 20 in TR EE I Mot i FIT]

B[] Glabal Variables

- [y Adarmn configuration
m Library kanager

-EI Log

[ PLC - Browser

PLC Configuration

@ Sampling Trace
ﬁ Taiget Settings

Task configuration

Q ‘Watch- and Recipe Manager I

'}? Workspace

[ r

" :
FO.|"=0a. |@ve. |BRe. [ ||« o vl

[ Remate contral init dore [OHLINE W READ

Figure 2: “PLC Configuration” workspace
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8.  Select the IEC61850-Config(FIX) entry in the tree structure.

The “WAGOIEC61850 Konfigurator” dialog appears.

3.6.2 Create an IEC 61850 Configuration
1. Click the [>>] button below the server to create a new LogicalDevice.
Both required LNC instances (“LLNO” and “LPHD1”) are also created.

2. Then select the LogicalDevice object and create a new “GGIO” type object
instance by clicking the [>>] button below the LogicalDevice object.

rWAGOIECGISSOKinﬂgumtmz.ﬂzzj . - . =i e e = | B ||
File Extras Help
2 B | ||Eceteso-74m1  -f| 8 | ® |G
- @ Mod {Mode} - . Server
- @ Beh {Behaviour} E\E LogicalDevice
[ Health {Health} @] LLNO
(i8] NamPlt {Name plate} @=L LPHD1
- @ EEHealth {External equipment health} e
- @ EEName {External equipment name plate}
@ Loc {Local operation}
- @ OpCntRs {Operation counter resetable}
@ Anin {Analogue input}
- @ SPCSO {Single point controllable status output})
@ DPCSO {Double point controllable status output}
- @ ISCS0 {Integer status controllable status output}
@ Intin {Integer status input} Properties: =
- @ Alm {General single alarm}
[ nd {General indication (binary input)} EoscaModS R 2|
Logical Node index: 1
Hame Description Group Prefix
GGIO Generic process I/C  [Grood-Generic
(@D Reports
Description

Figure 3: IED configuration, IED expanded by one LNC instance of the “GGIO” type
3. Select the object “GGIO 1.

All CDC types (mandatory and optional) are displayed on the left half of the
window.

4.  Select the “Anln” and “Ind” entries on the left side and click [>>] to apply.
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r WAGOIEC61850 Konfigurator 2.0.22 - - a ' =ERS)
File Exras Help
2 B | |[ecess0-7-481 || M| ® | D
Configuration | DataSet | Reporting | GOOSE|
@ Mod {Mode} = . Server
@ Beh {Behaviour} B@ LogicalDevice
(3] Health {Health} L LLNO
(3 MamPIt {Name plate} LPHD1

| @ EEHealth {External equipment health} =8 L
I [ EEName {Extemal equipment name plate} 8 Mod
I @ Loc {Local operation} @ Beh
| EE OpCntRs {Dperation counter resetable} @ Health |
I @ Anln {Analogue input} @ NamPlt
| @ SPCSO {Single point controllable status output} @ Anin {rAna}
I @ DPCSO {Double point controllable status output} @ Ind {xDig}
I @ ISCS0 {Integer status controllable status output}
l EE Intln {Integer status input} T i
I @ Alm {General single alarm} '
l @ Ind {General indication (binary input}} Logical Node prefix My E‘
I Logical Node index: 1
U L4

Hame Description Group Prefix

GGIO Generic process I/C  [Grow]-Generic My

(@ Reports

Description

Figure 4: IED configuration, generate additional CDC instance

5. Link the IEC 61850 attributes with the WAGO-I/O-PRO variables.

In this example:
AnlIn.mag with “rAna”
Ind.stVal with “xDig”

6.  If necessary, you can define an initial value in the input field to the right of

the variable name.

Activate the “Autom. declare” option and the variable from the IEC 61850
Configurator is declared as a global WAGO-1/O-PRO variable.
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N
WAGOIEC61850 Konfigurator 2022 - =HAC X
File  Extrac  Help
= B | |[Eceigso-74 0 - B @ | @
Configuration | DataSet | Reporting | GOOSE|
=) . Server
B E LogicalDevice
A4 LLNO
g LPHD1
a-{ coio
@ Mod
@ Beh
[ Health
[ NamP1t
= @ Anln {rAna}
L&) (MX | AnalogueValue) instMag
IDAJ(MX | AnalogueValue) mag {rAna}|
----- (L) (MX | range) range
----- (k) (MX | Quality) q
----- |l (MX | Timestamp) t
= Ind xDig}
----- @ (ST | BOOLEAN) stVal {xDig}
L) (ST | Quality) g
(&L (ST | Timestamp) t
Properties:
Wonitoring Var | Initvalug rAna
Autom, declare:
Trigger option:
Monitoring Var | Initvalue:
Entry of monitoring variable and inttialization value
Name FC Option Type Trigger option Value Writeable
mag M M AnalogueValue dchg rAna R
(@ Reports
Description

Figure 5: IED configuration, monitoring direction: linking IEC 61850 attributes to
WAGO-I/O-PRO variable

Note

Deactivate “Autom. declare” option for direct connections!

If you establish a direct connection from an I/O module pin to an IEC 61850
attribute by using the same variable name, deactivate the “Autom. declare”

option.

Should this option remain active, the variable is declared by the internal data bus
configurator and as the PLC program is compiled, the following error message

appears: “The variable is declared twice.”

In the following step, you will create a “dataset” according to the IEC 61850

configuration defined here. A dataset is a compiled group of IEC61850

configuration data.
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WAGO-I/O-SYSTEM 750

3.6.3

Create Dataset

1. To create a dataset, navigate to the DataSet tab in the Configurator.

2. Press the [New] button to create a new dataset. You can rename the dataset

in the “Name” input field.

3. Assign the following attributes to the dataset:
“Server.LogicalDevice. GGIO1.AnIn.mag” and
“Server.LogicalDevice.GGIO1.Ind.stVal.”

To do this, select the attributes on the left-hand side and press the [>>]

button to assign them to the relevant dataset.

WAGOIEC61850 Konfigurator 2.0.22 - I

o [ E) [ |

File Extras  Help
= B | |[ecaiss0-7-4m0 -] 2 (@ | @
Cnnﬂguraﬂnn‘ DataSet | Reporting | GDDSEl

= m LogicalDevice

5 Eio DataSets:

& . Senver MNumber of dynamic DataSets:

& Y
&[] GGlo1

w9 57

-8 oF

(@ Reports

Description

-3y oc
MNew. Delete Name: DataSet 0
B- a MX =
=] @ T ey . LogicalDevice/GGIO1.MX Anln.mag
@ (MX | AnalogueValue) instiag i LogicalDevice/GGIO1.ST.Ind.stval
m (MX | AnalogueValue) mag {rAn:
@ (MX | range) range
(el x| Quality) g
(g} (X | Timestamp) t
< n »
Name EG Option Type Trigger option Value Writeable
mag MX ] AnalogueValue dchg rAna R

Figure 6: Dataset configuration

Note

Note the trigger option in the status bar!

Please note the trigger option (“Trigger option”) of the attribute defined in the
IEC 61850 specification. The trigger option determines whether the report (see
below) assigned to the dataset is sent when the value of this attribute changes.

waco'
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Information

n Additional information about the trigger options!
Additional in-depth information about the various trigger options can be found in
the status bar description in the appendix.

In the following step, you will assign a report to the dataset defined here.
A report transports the data assigned to it as a dataset to the connected client
during a triggering event.

The maximum number of configurable data sets, data objects and data attributes is
not limited in a program. However, the maximum usable number is limited by the
memory and computing power of the fieldbus controller/IPC.

3.6.4 Create a Report
1.  To create a report, navigate to the Reporting tab in the Configurator.

2. Press the [New] button to create a new report. You can rename the report in
the “Name” input field.

3. Using the “DataSet” selection list, assign a dataset to the created report.
The functions of the individual parameters are described in the appendix.

WAGOIEC61850 Konfigurator 2.0.22 - = | B ||
f| File Extras Help
3 B [|Eceieso74E1 || B[ | @
Configuration | Dataset| Reporting | GOOSE|
General options
Buffersize: 5000 Name: RCB Send Config Revision:
Reports: Description: Send Data Reference:
Integrity Period [ms]: 0 Send DataSet name: =
Buffered: O Send Reason for Inclusion:
Buffer Time [ms]: 100 Send Sequence number: ||
Config Revision: 0 Send Time Stamp:
DataSet: LLNO.DataSet_0 2
LLNO.DataSet_0
Tragsropnons
Data Change: [E]
Data Update: ]
Quality Change: [E|
Integrity: =
General Interrogation:
(@ Reports
Description

Figure 7: Reporting configuration

Quickstart Reference

Version 1.2.2 WAEU

FOLHD - 360



22  Application Description WAGO-I/O-SYSTEM 750

759-911 IEC 61850 Solution for programmable Controls of Telecontrol Technology

3.6.5

Generate Code, Translate and Load Solution into the
Controller

1. Press the [OK] button to apply changes made using the IEC 61850
Configurator.
Press [Cancel] to discard the changes.

Name
LogicalDevice
(D Reports
Description
2 @  The imported proiect was created on '24.04.2014 11:23:33'
1 (@ Theimported project was created with the Configurator version '2.0.22(2014-04-14).

Figure 8: Status bar buttons to apply or discard changes
2. Close the Configurator.

WAGO-I/O-PRO generates the code. The generated IEC 61850 solution is saved
in the “Generated POUs” folder.

3. To compile the code, select the Project > Compile menu item.

A completed example is shown in the figure below.

@, CoDeSys - (Untitlad)® - [PLC Configuration] ol
Eile Edit Project Insert Extras Online Window Help — [
e E R T

F--PLC Configuration -
{2 [ K-Bus[FIX] A Base parameters |EC67850 Configuration, V01.01.03

-IEC60870-5-Konfig[FIX]
o [ Hodbus variables[FIX] I:l

LTECE TSI Honf 1g [ E1%]

B Generated PO
B3 Logical Nodes

" |ECET8R0_GGIO0T (FB)
IECET850_LLMNO [FE]

] IECE1850_LPHD ([FB]
23 Tooks

|ECET850_DataSet_0 FB]
: |ECET850_Init_D ataSet (FU
|IECE1850_LogicalDeviceFB [FB
|IECE1850_Server [PRG]

4| 2

Inplenentation of PO 'IECA1850_LogicalleviceFE. Report ' -~
Inplenentation of PO 'TECA1850_TogicalleviceFE SetDataValues'

Inplensntation of PO 'IECEL1850_LFHDL'

Initialization code for POU 'IECE1850_LFHD1'

Inplenentation of POU 'IECE1850_LPHD1. RegisterDataSet

Inplenentation of PO 'IECA1850 LFHD1 GetDefinition'

Inplenentation of POU 'IECA61850_LFHD1 . GetDirectory'

Inplenentation of POO 'TECA1850_TFHD1 GetValues'

Inplensentation of POO 'IECELE250_LFHD1 SetValuess'

Inplenentation of POU 'IECE1850_Server'

Inplenentation of task 'IEC61850Taskl’

Inplenentation of task 'IECA1850Taskz2’'

Check of the paraneter configuration

Hardware-Configuration

Checking license for library 'WAGOLIE IECA1850_WV1.0.0.1ib 12.2 14 09:36:00
POT indices: 916 (22%)

Size of uszed data: 272243 of 67108864 bytes (0. 41X%)

Size of uzed retain data: 0 of 106484 bytes (0 00X) =
Code =zize: 487866 bytes Ll
0 Errori{=), 0 Warning(s=). =

3
- FO.. |8 Da.. [ vis.. %He. 4 m b f
El
[ [ORONE [0 [READ

4 n ]

Figure 9: Generated and compiled IEC 61850 solution in WAGO-I/O-PRO
4.  Load the solution into the controller via the Online > Login menu item.

5. Go to Online > Start to start the controller.
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Note

Online communication requires a WAGO-I/O-PRO gateway configuration!
To meet the requirements for online communication between WAGO-I/O-PRO
and the controller, please ensure that you have configured the WAGO-1/O-PRO
gateway under Online > Communication parameters....

As soon as the IEC 61850 solution is running in the WAGO controller, you can
access it with an IEC 61850 client (“IEDScout” from OMICRON is used here).

3.6.6 Connect WAGO Controller with IEC 61850 Client

1.  Connect the WAGO controller with an IEC 61850 client.
In this example, use the “IEDScout” software as part of OMICRON's “IEC
61850 Package”.

2. Install and launch “IEDScout,” then configure the connection to the required
IEC 61850 server.
To do this, select the Actions > Configure menu item.

3. Inthe window that opens next, press [New] to create a new server. Assign a
suitable name to the server, e.g., “WAGO61850Server”, then enter the
controller's IP address controller in the input field.

4.  Read the successfully configured and connected server in the “IEDScout”.
To do this, select the Actions > Discover menu item.
The progress is displayed in a separate window. Once finished, the
“IEDScout” displays the object structure, datasets and report from the IEC
61850 server.

5. Double-click the data set. A new window appears that displays the current
data from the defined report.

Note
Requirement for cyclical data!

Please note that the attribute “SLLNO$SBRSRCB_0$RptAna” must be “TRUE”
after a successful connection for cyclically updating the data by the “IEDScout”.
If you do not have access to a full version, or you would like to simplify the
process, activate the [Permanent Report Activation] switch in the option dialog
of the WAGO IEC 61850 Configurator for test purposes only.

Note: This setting is only used for testing and does not conform to any standard!
Undo this setting in production systems!
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[EDScout ==

&

IEC61850 Server: WAGO618505erverlogicalDevice/LL... l = | B ||

File Actions Options Help

F-H_-v ®O 0O ¥

= Q IEC61850 Server
Address
- T= Data
= LD WAGO&18505erverLogicalDevice
GGIO1

LLNO

LPHD1
SIML1
YLTC1
YPTR1
- RP Unbuffered Reports
m WAGO6 18505erverLogicalDevice JLLNO.RP.RCB
-1 DS Datasets
m WAGO6 158505erverLogicalDevice LLNO. DataSet_0

192.168.1.19

Update | Report | Poll | IECG1850 Server: Completed

OK

Member

Value

WAGOE13505erverLogicalDevice/YPTR 18MXSHPTmpSmagst

{65, 150000 +00

WAGOS13505erverLogicalDevice/SIML 15M¥ SPresSmag 5F

WAGOE13505erverLogicalDevice/SIML 15M¥ SLevsmag 5F

WAGOE13505erverLogicalDevice/SIML 18MX STmpSmagf

WAGOS18505erverLogicalDevice/GGIO 15MX $AnIn 15magsf

WAGOS13505erverLogicalDevice/GGIO 18MX SAnIn25mag 5F

WAGOE13505erverLogicalDevice/GGIO 15MX $AnIn3Smag sF

WAGOS13505erverLogicalDevice/GGIO 15MX SAnIn4smag 5F

WAGOS13505erverLogicalDevice/GGIO 18MX $AnIn55mag sF

WAGOE13505erverLogicalDevice/YLTC 185T$EndPosR Sstval

WAGOS13505erverLogicalDevice/YLTC 185T$EndPosL $stval

3.400000e 400
7.400000e 400
4,500000e 400
3.7402962 400
1.097040e 400
2.000500e 400
5.010000e 400
1.750000e 400
T

F

Figure 10: “IEDScout” with object structure and dataset connected to WAGO controller

Note

TCP/IP communication can be recorded!

Please note that TCP/IP communications between the OMICRON Client and

WAGO server can be recorded using a protocol analyzer, e.g., “Wireshark”
(formerly “Etherreal”). “Wireshark” includes an IEC 61850 plug-in that can

directly decode communication.
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3.6.7 Conclusion

You have created an IEC 61850 server using a WAGO controller and the IEC
61850 Configurator that is integrated into WAGO-1/O-PRO.

This server has a GGIO Logical Node Object that contains both binary and analog
signals. The control system can be connected and read out using “IEDScout,” an
IEC 61850 client from OMICRON.

Note
Execute a connectivity test!

Perform a connectivity test, e.g., via reports with activated “Integrity Period [ms]”
option (gradual general query). If you set a value of 5000 ms, a report is sent to
the clients every five seconds and the connection is tested.

With each telegram sent, the IEC 61850 server verifies connection to the client.
This makes it necessary to send telegrams.

If a connectivity test has not been performed, the connection is blocked after an
outage and the client is not able to re-connect.

Note the following points when “Control” objects are written by a client:

. “Data Attributes” that can be written by a client are indicated in the
Configurator by the “RW” (Read/Write) access authorization.

. The “LLNO$ST$ModS$stVal” attribute must be set to “ON” (1). Otherwise,
reports are not sent and “Control” values cannot be transferred. These

values are of the Enumeration type. The corresponding reference is found
in the [EC 61850-7-4.6 “Data semantics (Mode).”

. Some “Control” values can only be written as a structure. These include
values with the “Function Constraint” (CO), e.g.,
“LogicalNode$COS$DataObject$Oper”.

. If the “Control” values involve Enum type variables, note that these
variables can only be written in the range valid for them.
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3.7 GOOSE Communication

The following example outlines the creation of GOOSE cross-communication
between two GOOSE-compatible WAGO devices. You can use the following
devices:

. IPCs for telecontrol technology
. PFC200 for telecontrol technology

. Programmable fieldbus controllers for telecontrol technology
(750-880/xxx-001 or 750-880/xxx-002 with release version 07 or higher)

One device is used as a publisher (750-880/0xx-00x with release version 07) and
sends GOOSE telegrams.

3.71 Configure Publisher
1.  Launch WAGO-I/O-PRO and select File > New to create a new project.
2. Inthe Target System Settings dialog, select the relevant device (e.g., the entry,
“WAGO_750-880-xxx-001 - 750-880/040-001" for the programmable
fieldbus controller 750-880/025-001 ) and click [OK] to confirm.

3. Click [Cancel] to close the dialog that opens. This dialog creates a program for
automation applications. It is not required here.

4. In the main menu, click the Resources tab.

5. Inthe directory, select the PLC Configuration entry.

The “PLC Configuration” workspace appears.

6.  In the tree structure, select the IEC-61850-Konfig[FIX] entry.
7. Select the IEC 61850 Configuration, V01.01.03 tab.

8. Click the [...] button.

The “WAGOIEC61850 Configurator 2.x.x” workspace appears.

9.  In the main menu, click the Configuration tab.
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1 2
W] WAGOIEC61850 Konfigurator 2.0.2 | - o |
File Edras Help
2 Y | ||ecesso-r-4 81 - 2| | @
Configuration | DataSet | Reporting | GOOSE|
W 0]LogicaDevice| - [l WAGO81850Senver
Properties:
Server Name: WAGO61850Server
IPSubnetmaskGateway: 192.168.100.10 255.255.255.0 0.0.0.0
Max. client count. 1
Allowed IPs: 0.0.0.0
Time synchronisation 0 0
Task 1(Com.} Priofinterval 3 20 [ms] ~
Task 2{Main} Priofinterval: 7 10 [ms] -
KeepAlive [s] 10
| Name
LogicalDevice
(D Reports
Description
A
3

Figure 11: “Configuration” tab

Table 5: Key for “Configuration tab” figure
Pos. | Description

Selection area

Configuration area

Properties area

W N | —

10. Click the LogicalDevice entry in the selection area.

11.  Click the [>>] button to apply the entry in the configuration area.

12.  Click the LogicalDevice entry in the configuration area.

A list of avaialble LDs will appear in the selection area.

13. In the directory, click the [+] button in front of the [Gxxx] Generic entry.

A tree structure with subentries appears.
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[Grood]-Generic

------- GAPC  {Generic automatic process control}
------- GGIO {Generic process 1/0}
------- GSAL  {Generic security application}

Figure 12: Generic logical nodes

14. Click the GGIO {Generic process I/0} entry.
15.  Click the [>>] button to apply the entry in the configuration area.
16. Click the GGIOL1 entry in the configuration area.

A list of available DOs appears in the selection area.

17.  Click the Anln {Analog input} entry in the selection area.
18.  Click the [>>] button to apply the entry in the configuration area.
19. Click the [+] button in front of the AnIn entry in the configuration area.

A list of available DAs appears in the configuration area.
20.

21. Make the following settings in the properties area:

Select the “Autom. declare” checkbox.

T T T == A L T =THT

w (ST | Quality) g
~ (o (ST | Timestamp) t

Properties:

Menitoring Var | Initvalue: rana

Autom. declare:

Trigger option:

Monitoring Var | Initvalue:
Entry of menitoring variable and initialization value

Figure 13: Variable assignment for the analog input
22. Click the GGIOL1 entry in the configuration area.

A list of available DOs appears in the selection area.

Enter the rAnValue variable name in the “Monitoring Var.”

Select the (MX | AnalogValue) mag entry in the configuration area.

input field.

waco'
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23.  Click the Ind {General indication (binary input)} entry in the selection
area.

24. Click the [>>] button to apply the entry in the configuration area.

25. Click the [+] button in front of the Ind entry in the configuration area.
A list of available DAs appears in the configuration area.

26. Select the (ST | BOOLEAN) stVal entry in the configuration area.
27. Make the following settings in the properties area:

*  Enter the xBinValue variable name in the “Monitoring Var.” input
field.

* Select the “Autom. declare” checkbox.

28. In the main menu, click the DataSet tab.
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1 2

W] WAGOIEC61850 Konfigurator 2.0.2 | - SSRCE X

File Exras Help
2 B | ||ecasso-7-4 81 - 2| | @
Configuration |} DataSel | Reporting GDDSEl

- ¥
. HRECOIS00EE Number of dynamic DataSets: 2
DataSets:
New Name:
(D Reports
Description

L
L 3

Figure 14: “DataSet” tab

Table 6: Key for “DataSet tab” figure
Pos. | Description
Selection area
Configuration area (create dataset)
Configuration area (configuration dataset)

W N | =

29. Click the [New] button in the configuration area (create dataset).

A new dataset is created.

30. Click the [+] button in front of the MX entry in the selection area.
31. Click the [+] button in front of the Anln entry in the selection area.
A list of available DAs appears in the selection area.

32. Click the (MX | AnalogValue) mag entry in the selection area.

33. Click the [>>] button to assign the entry to the selected dataset.
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=- [l wacos18508erver
= LogicalDevice
-] LLND
@[] LPHD1
=[] Gelo1
® sT
& CF
#-lgd DC
=g mx
= @ Anin fiAnvalue}
@(Mﬂﬁnal uevalue) instMag

g @ (MX | range) range
GZ) x| quaitty) g
@ {MX | Timestamp) 1

Figure 15: Configure dataset

34. Repeat steps 30-33 for the (ST | BOOLEAN) stVal entry.

In step 31, select the Ind entry.

35. In the main menu, click the GOOSE tab.
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W] WAGOIEC61850 Konfigurator 2.0.2 | - SSRCE X
File Exras Help
2 B | ||ecesso-r-481 - 2| | @
Configuration | DataSeIl Reporting | GOOSE |
General
Name: MAC:
Description: APPID:
Goose ID: Ethemet port @ X1z
DataSet: S Goose: [ Publisher:  [7] Subscriber
Publisher
New Needs Commissioning:  [] VLAN: =
DataSet Config Revision: VLAN-D-
MinTime [ms]: VLAN-Priority
MaxTime [ms]:

Subscriber configuration

Variable:

Autom. declare: [}

(D Reports

Description

Figure 16: “GOOSE” tab

Table 7: Key for “GOOSE tab” figure

Pos. | Description
1 Configuration area
2 “General” area
3 “Subscriber Configuration” area

36. Click the [New]| button in the configuration area.

A new “GOOSE Control Block” (GCB) is created.

37. Click the DataSet selection list in the “General” area.

38. Select the dataset previously created.

waco'
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General
MName: GCB 0 MAC: 01-0C-CD-01-00-00
Description: APPID: 0
Goose ID: GoCBRef Ethernet port @ X1x2
DataSet: - Goose: Publisher: [T Subscriber
Figure 17: General GOOSE settings for a PFC200
39. Click on the [OK] button.
The publisher has been configured.
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3.7.2 Configure Subscriber

All steps to be performed are very similar to those used to configure the publisher.
The only difference is that specific parameters must be set in the “GOOSE” tab.

1.  Repeat steps 1-34 in the section “Configure Publisher”.

2. In the main menu, click the GOOSE tab.

3. Click the [New] button in the configuration area.

A new GCB is created.

4.  Select the Subscriber checkbox in the “General” area.

5. Click the DataSet selection list in the “General” area.

6.  Select the first data set.

7. In the “Subscriber Configuration” area, click in the Variable input field.
8. Enter the CODESYS variable rAnSubscr in the input field.

9.  Select the Autom. declare checkbox in the “Subscriber Configuration” area.
The CODESYS variable rAnSubscr is assigned to the data attribute.

10. Repeat steps 48 for the second data attribute. Assign the CODESYS
variable xBinSubscr to this data attribute.

Subscriber configuration

Variable:

Autom. declare:

Figure 18: Subscriber configuration
11. Click on the [OK] button.

The subscriber has been configured.
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3.7.3

Commission the Configuration

When both configured applications are loaded in the GOOSE device and started,
the publisher sends GOOSE telegrams. A “network sniffer program”, e.g.,

“Wireshark” can record and view the telegrams.

PC and software must be in the same network as the two GOOSE devices. Port
mirroring does not have to be set up as switches can distribute the GOOSE
telegrams to all connected nodes (multicast).

[ M Capturing from LAN-Verbindung 2 Arink-L10]
Eile Edit Yeew Go Capture Anslyre Sestities Telephomy Tools |jatemals Help
o AN BEEXR aeseT LB caan 8% B
r-:|,m |'|!w-ws-m— Clear Apply  Save

Mo, Tiense Source Destination Protecol Length info

+ Frame 33719: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits) on interface 0
= Ethernet II, Src: Wagokent_ff:04:9b (00:30:de:ff:04:9b), DSt: Tec-Tc57_01:00:00 (01:0c:cd:0L:00:00
® pestination: Iec-TcS7_01:00:00 (01:0c:cd:01:00:00)
@ Source: wWagoKont_ff:04:9b (00:30:de:ff:04:9b)
Type: IEC 61850/G00SE (OxESDE)
= GOOSE
APPID: 0x0000 (0)
Length: 164
rReserved 1: 0x0000 (0)
meserved 2: OxD000 (0)
2 goosePdu
gocbRref : wasoE18505erverLogicaloevice/LLn0Scoscie_0
timeallowedtoLive: 16000
datser: WISS‘JS#V&LM‘:JJNV‘t&fl.LWiB&lﬂS&'.'_ﬂ
goIn: GoCBRef
t: Apr 24, 2014 16:19:24.250474601 uTC
sthum: 1
sghum: 54
Test: False
confrev: @
ndsCom: False
numbatSetentries: 2
2 allpata: 2 items
= pata: floaring-point (7)
floating-point: 0841200000
= pata: boolean (3)
boolean: False

o1 00 00 30 de ff 04 9 88 b3 0O D0  ....... T 2
0010 00 00 00 61 81 99 80 2a 57 41 47 4f 36 ......a. .. WAGO
31 53 65 72 76 63 72 4c 6f 67 69 63 61 1850%erv erLogica
0030 6 44 65 76 59 63 65 2f 4c 4c de 30 24 47 4F 24 IDevice/ LLNO$GOS
0 47 43 42 5f 30 B1 02 00 00 3Je 80 82 2b 57 41 47 ... .>..+WAG o
aF 3E 3% 3o Bt 30 €3 €6 33 S8 Z€ 35 S0 2F €3 £4

[ 00

BER
w8
882

GCBE_0. .
AL BENEA rurnet nnd

(O LAN-Verbindung 2: <live capture in progress> File: CA\Users\wO14951\AppDuta’\Local\ Temp'wareshark_pcapng 60F... .. Profile: Default

Figure 19: GOOSE telegram in Wireshark

The transferred measured value and the binary value are identified within the
message telegram. To check communication, both CODESYS projects can be
opened simultaneously. A value can be set for the rAnValue variable in the
publisher. This value is transmitted immediately and echoed in the data range of
the captured packets. The time interval between the telegrams always doubles
until the MaxTime interval is reached. In this time interval, the telelgrams are

transmitted cyclically.

It should then be determined if the telegrams are received and correctly evaluated
by other communication nodes. The global variable rAnSubscr can be viewed in

the second CODESYS instance (subscriber).
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In debug mode for the CODESYS instance of the publisher, you can write a value
to a variable.

1.  Double-click the selected variable.
2. Click the “Resources” entry in the tree structure.
3. Click the [+] button in front of the “Global Variables” entry.

4.  Click the “IEC 61850 Generated Global Variables (CONSTANT)” entry.

E.Frmm
B2 Bibbothek: |wcsc i 301,13 130512 Globale Vanableriien
10 Bibbothel: Standard i 30113 130512 Globals Virisblankstor
B2 Bibbothek SYSLIBCALLEACK LIB 301,13 130512 Globale Varis
B 1) Dibbothek: SylibMem i 201,13 120512 Globade Variablerk
&1 Bibbothel: SpslibRic b 301,13 130512 Globale Varisblerkiten
B Bibbothek Syl ibSem b 30113 130512 Globale Varablanksber|
B2 Bibbothek SpslibSockets ib 301,13 130512 Globale Variablerk|
B0 Bibbothet: Sp:libTime B 301,13 130612 Globale Varablerfer|
- Bibbothel: WAROLIE_|ECETBS0_W1 008 122 14 093500 Gl
B Bibbothek 'W.agolbE themet 0 Ib 24.7.13 15:05:58: Globals Van
B2 Bibkothek WAGOLIBNTP.LIB 127,12 101 8.05; Globale Vasisbler|
B3 Globabe Vaisbien

i Ghcbaie_Varisbien

.‘-’mn_Kurﬁuuim [vAR_CONFIG)
— ([ Alwmbonifiguration
2 A stk

Biblothek rvermaliod

C_IE\:E-IBWJMEPM‘I‘B

€ TBCL1050_ MAX_DATASET ENTRY =

L= IEBIBE{I_ALI._[I*.H.’SETJH’RIES

C_IECH1RS0_HAX_DATASETS = 3

C_IECGLE50_KEEPALIVE_TIME = T#l0slas
B-ga¥isSTRINGI2

B| B-gaTisSTRINGEL

B-ga¥isSTRING2SS
E-galCTEDEA
¢ | B-galCTEDZSS
3| B-gallCSTRINGISS
D014| S-gt bIECE1850_Logicallevics
005| grIECE1BS0_NTP PequestResps. .. = T#G0na
gtIBCE18580_NTP Updstelntervall = T#Indslns
gtlECE1850_NTP WatchdogTime = TF10nOsins
gei IECE160_CLOCKE_TinaZons = @
gnlECELBS0_CLOCK_DST _Mode = 0
g 1ECE1850_ClockBy_SHTF =
gIECE1850_Clock Symelk =
gdt IECE1AS0_Clomk_DT = DTF2014=04=24=16°21:37
GIECE1AE0SynoTine = TE242nd st d9ns
GxIECE1050_Control larBardws -
b| g IECE1050_AcceptedIPs
GxIECELES0_FeportEnshlvaye - NS
rhaValus = 10
(BinValoe = |

Figure 21: Publisher global variables
5. Double-click the rAnValue variable.

The “Write Variabler rAnValue” window appears.
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r N
Write Variable rAnVal [

OldValue: |10 Ok, I
Mew W alue: |25| Cancel |

b

Figure 22: “Write Variable rAnValue” window

6.  Enter any value in the “New Value” input field. This value may not be equal
to the value entered in the “Old Value” input field.

7. Click the [OK] button.
8. Press the [Ctrl] and [F7] keys.

The new value is written to the variable.

gelEC61850_FReportEnallwavs =
ranValue = 10 ¢ = 11:
xBinValue =

Figure 23: Writtting a variable value
9.  Switch to the CODESYS instance of the subscriber.
10.  Open the global variables there.

The value of the rAnSubscr variable should now correspond to the rAnValue
value. If the value has changed according to the default value in Publisher, the
transmission is working correctly.

C IECEIoST HAX CLIERIS = 1 I
©_IELE1350_MAX REPORIBUFTER_SILE = 5000
C_TECE1950_MAX_DATASET_ENTRY = 50
C_IECE1850_ALL DATASET EWTRIES = 150
C_IBCE18S0_MAY_DATASETS » 2
C_IECE1850_KEEPALIVE_TIME = T#10s0ns
B-gaVi=STRINGIZ
B-gaVisSTRINGHA
B-ga¥isSTRINGL2Y
B-gaVisSTRING25S

B-galCSTRING255
B-gfbIECE1850_LogicalDevice
gtIECELE50_NTF_RequestResponssaTime = TES0ns

e e

FrIBCELlES0_NTP Updatelntervall = TFlalslas

gtIECELAS0_NTF_VatchdogTine = TF#llalsins

gsi [ECE1850_CLOCK_TimeZons = 0

gnlBCELSE0_CLOCK_DST MHede = 0

gxIECE1850_ClockBy_SHTP =

gulBECE1850_Clock _Syaclik =

gdt IECE1850_Clock_DT = DTH#Z014-04-24-14:18:07

FIECELES0SyncTine = THFASIadlsZ?ims

gxlECEL1850_Control lerHardvareas 72 = GG
B-gIECE1850_AcceptedIPs

gl BCELES0_ReportEraklvays - R

rinValue = 0

wBinValue - EIEEE

rinSubscr = 10

#BinSubscr - [EE

i

e

Figure 24: Global variables of the subscriber
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4

4.1
411

Appendix

IEC 61850 Configurator

Overview

Different aspects of the IEC 61850 Configurator are explained below.
Each aspect is described in a separate section.

1 2
f || WAGOIEC61850 Konfigurator 2.0.23 - @MW
File Extras Help
2 BY 3 || Ece1850-7-4 E1 ® @
Configuration | DataSet | Reporting | GOOSE|
o 0]LogicalDevice] B wacos1ssoserer
[> ]
<< ]

Properties:
Server Name: WAGO61850Server
IP{SubnetmaskiGateway: 192.168.100.10 255.255.255.0 0.0.0.0
Max. client count: 1
Allowed IPs: 0.0.0.0
Time synchronisation: 0 0
Task 1(Com.} Priofinterval 8 20 [ms] hd
Task 2(Main) Priojinterval: 7 10 [ms] -
KeepAlive [s] 10

Name

LogicalDevice

(@ Reports

Description
Cancel

Figure 25: IEC 61850 Configurator overview
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Table 8: Key for IEC 61850 Configurator overview
Number |Range Description

Using the functions in the menu bar, you can
export and import Configurator data in WAGO
XML and IEC 61850 SCL format. In addition, you
can adjust the Configurator's display.

In the individual workspace tabs, you can

1 Menu Bar

2 Operating range |configure the object structure, datasets and IED
reports.
Buttons to close the dialog and for type-specific

3 Status bar information on each selected object can be found in

the status bar.

4.1.2 Menu Bar
41.21 “File” Menu

File | Extras Help

Mew

Import project...

Export project as...

Close

Figure 26: Configurator “File” menu

Table 9: Configurator “File” menu

Menu Item Action
New Discard current and create new IEC 61850 configuration.
Import project ... Discard current and import new configuration.

*  “XML Files” format filter for proprietary WAGO 61850
Configurator format with all private data, e.g., WAGO-1/O-PRO
MapKanalg variables.

e “SCL Files” format filter for IEC 61850 format to import data
from other IEC 61850 tools.

Export project as ... Exports current IEC 61850 configuration.

*  “XML Files” format filter for proprietary WAGO 61850
Configurator format with all private data, e.g., WAGO-1/O-PRO
MapKanalg variables.

*  “ICD File” format filter for IEC 61850 format to export data to
other IEC 61850 tools.

Close Closes the Configurator.

If changes were made, a security question will appear asking if the

affected information should be saved or discarded.
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41.2.2 “Tools” Menu

Extraz | Help

Options I

Figure 27: Configurator “Tools” menu

Table 10: Configurator “Tools” menu

Menu Item Action
Options Adjusts various Configurator display options.
“Options” dialog

( Options Iﬁ ]

[¥] Show FC besides data attribute

[¥] Show Type besides data attribute

[ Show trigger option besides data attribute
[¥] Show description besides data objects
[] Enable SCL Private block

["] Permanent enable of all reports

Ok

e

Figure 28: “Options” dialog

Table 11: Key for “Options dialog” figure
Option Description

Display option, shows the functional constraint of the
attribute as a comment.

Show FC besides data attribute

Show Type besides data attribute Display option, shows the type of attribute as a

comment.
Show trigger option besides data Display option, shows the trigger option of attribute as a
attribute comment.

Display option, shows the description of attribute as a
comment.

Ensures that shown CODESYS variables are also saved
in SCL files (in the private area). This option is disabled
by default because some third-party devices have
problems reading in private data.

Immediately activates sending of all reports without
having to be activated by the client. This option is very
useful for testing, especially to get an update on all
reports in a given client. This option is only intended for
test purposes and does not comply with any standard. It
must be disabled in production systems.

Show description besides data objects

Enable SCL Private block

Permanent enable of all reports
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Note

“Permanent Report Activation” option only to be used for testing purposes!
Only enable the “Permanent Report Activation” option for testing and not during
regular operation! In regular operation, no new connection is established after the
connection is interrupted and the CODESYS application must be restarted!

41.2.3 “Help” Menu

Help

I Info

Figure 29: Configurator “Help” menu

Table 12: Configurator “Help” menu

Menu Item Action

Info Shows Configurator and library version information.
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41.3
41.31

Operating range

“Configuration” Tab

In the “Configuration” tab, you can create, configure and parameterize an IED
from existing LNC and CDC types.

WAGOIEC61850 Konfigurator 2.0.22 - i SRACE X
File Extras Help
= B |3 || 1Ec61850-7-4 E1 e @
 Configuration {| Dataset | Reporting | cooSE|
= E LogicalDevice = . WAGOB1850Server
Properties:
Server Name WAGOE18505erver
IFSubnetmaskiGateway: 192.168.100.10 255.255.255.0 0.0.0.0
Max. client count: 1
Allowed Ps: 0.0.0.0
Time synchrenisation: 0 0
Task 1(Com.) Priofinterval 8 20
Task 2(Main) Priojinterval: 7 10
KeepAlive [s]): 10
Allowed IP
Permitted IP of Client 1
Name
WAGQG1850Server
@ Reports
Description
—

Figure 30: “Configuration” tab
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The tab offers the following parameterization options:

Table 13: “Configuration” tab parameterization options

Setting Options Description

Server Name A name for the IEC 61850 server can be assigned (identifier).

1P IP address of the IED. This setting is only relevant when exporting as
an SCL file.

Subnet mask If the subnet mask differs from the default value 255.255.255.0, it

must be set offline in the Configurator and online in the controller. The
Web-based management system can make this change. This setting is
only relevant for exporting as an SCL file.

Gateway If the gateway address differs from the default value 0.0.0.0, it must be
set offline in the Configurator and also online in the controller. The
Web-based management system can make this change. This setting is
only relevant for exporting as an SCL file.

Max. client count The maximum number of clients that can connect to the IED (clients
1-5). This is the number of clients that can be connected
simultaneously to the WAGO IEC 61850 server.

Allowed IPs Allowed IPs for clients 1-5

Default is 0.0.0.0. If the IP address = 0.0.0.0, the validity of the IP
address is not checked. If more than one client connection has been
selected, additional IPs must be configured for the other clients. As
soon as an [P address is parameterized with 0.0.0.0, testing for all
connected clients is disabled.

Time synchronization SNTP (default), NTP, 750-640/DCF77, 750-640/WWBV

SNTP (default): SNTP time synchronization.

In addition to activation, functionality must be parameterized in the
device's Web-based management. Currently, the SNTP time telegram
does not use milliseconds, i.e., accuracy is measured in one second
increments.

NTP: NTP time synchronization.

NTP time synchronization requires activation of SNTP time
synchronization via EthernetSettings or activation of the device's web-
based management. Time zone must be parameterized with 00:00 and
DST must be disabled. The time zone and DST can be set using the
IEC-61850 Configurator.

750-640/DCF77: DCF77 time synchronization.

The I/0 module 750-640 (RTC module) with the corresponding
DCF77 receiver must be used.

750-640/WWBV: GPS time synchronization.

The I/O module 750-640 (RTC module) with the corresponding GPS
receiver must be used.

Time zone | DLS Mode | Only active if SNTP or NTP is selected during time synchronization.
Time Zone: Time zone is the local time offset in relation to UTC,
default = 0 hours.

DLS Mode: “Daylight Savings Mode” is the local time offset for
summer, default =0

0: disabled

1: for summer, April through September.
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Table 13: “Configuration” tab parameterization options

Setting Options Description

Taskl (Com.)

Task for IEC 61850-MMS communication and (unbuffered) reporting.

Task2 (Main)

Task to test the trigger conditions in the configured dataset and, if
necessary, to send GOOSE telegrams.

Keep Alive

If this function is enabled, communication nodes exchange short data
telegrams cyclically to monitor the connection. Interruptions in the
connection can be detected faster.

The server (IEC 61850 IED) consists of at least one “LogicalDevice” (LD). One
LD consists of at least one LLNO object and one LPHD1 object.

An LD can have any number of additional LNC objects. The number of LNCs is
limited by the device memory. LDs are limited to one.

In the following figure, the LD has an additional LNC instance of the “GGIO”

type.
WAGOIEC61850 Konfigurator 2.0.22 - . | = | B
File Extras Help
= B | |[Ecetss0-7-4E1  ~|| B | @ | @
Configuration | DataSet | Reporting | GOOSE|
@ Mod {Mode} =] . Server
@ Beh {Behaviour} a@ LogicalDevice
() Health {Health) e LLNO
() MamPIt {Name plate} m LPHDA

I @ EEHealth {External equipment health} = I
| @ EEName {External equipment name plate} 5\ @ Mod i
| @ Loc {Local operation} E\ @ Beh
I @ OpCntRs {Operation counter resetable} @ @ Health |
| @ Anin {Analogue input} +¥ @ MNamPlt
| @ SPCSO {Single point controllable status output} 5\ @ Anlin {rAna}
I @ DPCSO {Double point controllable status output} @ @ Ind {xDig}
| @ ISCSO {Integer status controllable status output}
| @ Intln {Integer status input} Properties: T
l m Alm {General single alarm}
I @ Ind {General indication (binary input]} Logical Node prefix My L
| Logical Node index: 1 1
u

Name Description Group Prefix

GGIO Generic process /C  [Good-Generic My

(@ Reports

Description

Figure 31: IED configuration — I[ED expanded

You have the following option to parameterize an LD:

Table 14: “LogicalDevice” parameterization option

Setting Options

Description

Device name

Name assignment for the “LogicalDevice”
(maximum 64 characters)
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When selecting an LNC instance, all CDC types (mandatory and optional) are
displayed on the left-hand side of the window. A prefix for the name of the LN
object and a trailing index can be assigned in the “Properties” area.

Now you can create additional CDCs for a given LNC instance (“GGIO1” in this
example).

In the following figure, the LNC instance has the additional CDC instances

13 2 133 2
Anln” and “Ind.
WAGOIEC61850 Konfigurator 2.0.22 - . l = | 5 )
File  Extras Help
2 B | |[Eceiss0-7-4 81 -|| 8| [ | @
Configuration | DataSet I Reporting | GOOSE
@ Mod {Mode} P. Server
@ Beh {Behaviour} = E LogicalDevice
() Health {Health} &[4 LLND
(8] NamPlt {Name plate} -4 LPHD1
||| i EEHealtn {Extemal equipment health} =B LN | My GGIoT l
I @ EEName {Extemal equipment name plate} E\ @ Mod i
| @ Loc {Local operation} E\@ Beh
| @ OpCntRs {Operation counter resetable} @@ Health
I @ Anlin {Analogue input} @ @ NamPlt
| @ SPCSO {Single point controllable status output} E\@ Anln {rAna}
| @ DPCSO {Double point controllable status output} E@ Ind {xDig}
| @ ISCSO {Integer status controllable status output}
I @ Intin {Integer status input} Somsins e
| @ Alm {General single alarm}
| (8] Ind {General indication {binary input)} Logical Node prefix My L
I Logical Node index: 1 1
L
Name Description Group Prefix
GGIO Generic process IIC  [Grow]-Generic My
(@ Reports
Description

Figure 32: IED configuration — LNC instance expanded

In the Configurator, you can easily link an IEC 61850 attribute with
WAGO-I/O-PRO variables. Select the CDC instance attribute to be linked and
enter the required WAGO-I/O-PRO variable name under “value:” in the
Properties area.

You can store an initial value in the input field to the right of the variable name.
The “Autom. declare” setting means that the variable from the IEC 61850
Configurator is automatically declared in the global variable area of
WAGO-I/O-PRO.
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E’wmmscsmso Konfigurator 2022

] [ |

File Edras Help
B 2 |ecess0-7-480 - 2 | @ | @
Configuration | DataSet | Reporting | Go0SE|

=] . Server
E] E LogicalDevice

2 LLMO

w4 LPHD
ERENfclelel!
(8 Mod
@ Beh
[ Health

[ namPH
@ Anln {rAna}
m (MX | AnalogueValue) instMag

m (MX | range) range
~(ada) (MX | Quality) q
@ (MX | Timestamp) t
- Ind {xDig}
m (ST | BOOLEAN) stVal {xDig}
-l (ST | Quality) q
m (ST | Timestamp) t

IDA](MX | AnalogueValue) mag {rAna}

Properties:

Monitoring Var | Initvalue: rAna
Autom. declare:

Trigger option:

Monitoring Var | Initvalue:
Entry of menitoring variable and initialization value

Value Writeable

Name FC Option Type Trigger option
R

mag M M AnalogueValue dchg rAna

(D Reports

Description

Cancel

Figure 33: IED configuration — monitoring direction WAGO-1/O-PRO variable

If an attribute has RW access, another variable is visible in the control direction in

addition to the variables in the monitoring direction.
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WAGOIECE1850 Konfigurator 2.0.22 - I = [ e |
File Extras Help
= B | ||ecess0-7-4E1 < 2| @ | @
Configuration | DataSet | Reporting | GoosE|
=- [ WAGOG1850Serer
& E LogicalDevice
=2} LLNO
() LPHD1
e+ 4] PDIF1
&-{2 Mod
& [ Beh
& (Y Health
(8 NamPlit
B @ op
{58 HiSet
- O e
Properties:
Monitoring Var | Initvalue:
Autom. declare:
Control Variable:
Autom. declare:
Trigger option: @ None (@ Dchg © Qchg © Dupd
I
Control Variable
Entry of control variable
Name FC Option Type Trigger option Value Writeable
setVal SP AC_NSG_M INT32 RwW
(@ Reports
Description
2 @ The imported project was created on '24.04 2014 11:45:20"
1 @ The imported project was created with the Confiqurator version '2.0.22(2014-04-14).

Figure 34: IED configuration — control direction WAGO-1/O-PRO variable

Note

Disable “Autom. declare” option for direct connections!

If you establish a direct connection from an I/O module channel to an IEC 61850
attribute by using the same variable name, disable the “Autom. declare” option.
Should this option remain active, the variable will be declared by the Internal
Data Bus Configurator and during PLC program translation. You will then receive
the error message: “The same value has been declared twice.”

If the WAGO-I/O-PRO development environment is connected to the controller
online, the processing time of IEC 61850 tasks for communication and data
acquisition can be observed on the root node. The default settings can be
optimized for task priority and cycle time.

Note

Display task cycle times graphically!
Add the “SysLibTask.lib” library to the WAGO-1/O-PRO project to display task
cycle times graphically.
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4.1.3.1.1 Monitoring Direction, Reading a WAGO-1/0O-PRO Variable

The following illustration shows the data flow in the monitoring direction for
reading a WAGO-1/O-PRO variable:

Controller — IEC 61850 client

< Monitoring Direction:
Read from CoDeSys Variable
61850 Communication 61850 Intelligent Electronic Device  FLiquidTemp
- 2l
m—— ; ﬁ
_— CoDeSys

g’ e el
o
= @5 Properies:
'_%," Monilonng Variable | InitWen: | quidTemg
- E“” Autom. erzougen
IEC61850 Client WAGO IEC61850 Konfigurator
$LogicalDevice$SIML1$Tmp$mag rLiquidTemp

Figure 35: Monitoring direction, reading a WAGO-1/O-PRO variable

Note

Enable the “Autom. declare” option to automatically declare variables!
Make sure the “Autom. declare” option is enabled, so that the variable from the
IEC 61850 Configurator is declared as a global WAGO-1/O-PRO variable. If you
do not enable this option, you must manually declare the variable.
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4.1.3.1.2 Monitoring Direction, Reading a Channel of the I/O Module

The following illustration shows the data flow in the monitoring direction for
reading a channel of the I/O module:

I/0 module — controller — IEC-61850 client

< <

61850 Communication 61850 Intelligent Electronic Device 110 Assignment
- ng! &
== CoDeSys

o
TRl

-m
-z

IEC61850 Client WAGO IEC61850 Konfigurator WAGO K-Konfigurator
$LogicalDevice$SIML1$Tmp$mag rLiquidTemp rLiquidTemp

Figure 36: Monitoring direction, reading a channel of the I/O module

Note

Disable “Autom. declare” option for direct connections!
If you establish a direct connection from an I/O module channel to an IEC 61850
attribute by using the same variable name, disable the “Autom. declare” option.
Should this option remain active, the variable will be declared by the Internal
Data Bus Configurator and during PLC program translation. You will then receive
the error message: “The same value has been declared twice.”
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4.1.3.1.3 Control Direction, Writing a WAGO-I/O-PRO Variable

The following illustration shows the data flow in the control direction for writing
a WAGO-I/O-PRO variable:

IEC 61850 client — controller

-_—

61850 Intelligent Electronic Device

= CoDeSys

= 80 sPcso

= OB (cF
o

Control Direction:
Write to CoDeSys Variable

61850 Communication rREMOTE_RUN

[xBTN_RUN}
| PulseConfig) putseConfig
del) ciiModel

. 0 sigin
B (CO [INTEL) ctiNum

“Fropertis
Monitaring Varable | W l

Autoen. ezaugan

Control Varisble

XREMOTE_RUN ‘

Auteen. erzeugen

IEC61850 Client
$LogicalDevice$GGIO1$SPCS0OS%ctiVal

WAGO IECE1850 Konfigurator
rREMOTE_RUN

Figure 37: Control direction, writing a WAGO-1/O-PRO variable

Note

Enable the “Autom. declare” option to automatically declare variables!
Make sure the “Autom. declare” option is enabled, so that the variable from the
IEC 61850 Configurator is declared as a global WAGO-I/O-PRO variable. If you
do not enable this option, you must manually declare the variable.

waco'

Quickstart Reference
Version 1.2.2

FOLHD - 389



WAGO-I/O-SYSTEM 750 Appendix 51
759-911 IEC 61850 Solution for programmable Controls of Telecontrol Technology

4.1.3.1.4 Control Direction, Writing a Channel of the I/0 Module

The following illustration shows the data flow in the control direction for writing
an I/O module:

IEC 61850 client — controller — I/O module

> >

61850 Communication 61850 Intelligent Electronic Device /O Assignment
T o aiannn
-Jig o e
s, 5 NN
‘=1 i CoDeSys

Montoring Variable | Initwen:

Autom. erzeugen (m]

Cortrol Vanabie: xREWOTE_RUN
Autom. erzeugen 8]

IEC61850 Client WAGO IEC61850 Konfigurator WAGO K-Konfigurator
$LogicalDevice$GGIOT1$SPCSOSctiVal rREMOTE_RUN rREMOTE_RUN

Figure 38: Control direction, writing a channel of the I/O module

Note

Disable “Autom. declare” option for direct connections!
If you establish a direct connection from an I/O module channel to an IEC 61850
attribute by using the same variable name, disable the “Autom. declare” option.
Should this option remain active, the variable will be declared by the Internal
Data Bus Configurator and during PLC program translation. You will then receive
the error message: “The same value has been declared twice.”
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4.1.3.1.5 Monitoring Direction and Control Direction, Reading and Writing a
WAGO-I/O-PRO Variable

The following illustration shows the data flow in the monitoring direction for
reading a WAGO-1/O-PRO variable and in the control direction for writing a
WAGO-I/O-PRO variable:

Controller — IEC 61850 client and

TEC 61850 client — controller

4 Monitoring Direction:
Read from CoDeSys Variable xBTN_RUN
’ Control Direction:
Write to CoDeSys Variable rREMOTE_RUN
61850 Communication 61850 Intelligent Electronic Device

- I

This is a special case that your IEC61850 client
wants to read the status of the variable and also
wants to write the variable.

g Varisble | Intwert, |xETN_RUN

srzeugen

Cantrol Variabls: *REMOTE RUN

- B
« Mwe - Autom._srzsugen

IEC61850 Client WAGO |EC61850 Konfigurator

$LogicalDevice$GGIO1$SPCSOSctiVal rBTN_RUN
rREMOTE_RUN

Figure 39: Monitoring direction and control direction, reading and writing a WAGO-1/O-PRO
variable

Note

Enable the “Autom. declare” option to automatically declare variables!
Make sure the “Autom. declare” option is enabled, so that the variable from the
IEC 61850 Configurator is declared as a global WAGO-1/O-PRO variable. If you
do not enable this option, you must manually declare the variable.
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41.3.2 “DataSet” Tab

You can create and delete datasets in the “DataSet” tab. You can also assign
attributes to a dataset or delete existing assignments.

You can change the order of the entries using the “up” and “down” arrows. Select
an entry in the dataset. Use the arrow keys to move the selected entry.

Note

Make sure that the entries for sender and recipient are identical!
To allow the recipient to interpret the data, the type and order of the entries from
sender and recipient must be identical for GOOSE communication (see section
“?‘GOOSE' Tab”).

WAGOIECE1850 Konfigurator 2.0.22 - I | Bl

File Extras Help
= BY | ||ecess0-7-4EL - 2| @ | @
‘ Configuration ‘ DataSet | Reporting | GODSE|

=] l Server
a@ LogicalDevice
[ LLNO
] LPHD1
== GGIO1

-39 sT
-G oF

% ﬁ; New Mame: DataSet_0
y

=8 Aain {rAna}  LogicalDevics/GGIOT MX Anin.mag
@ (MX | AnalogueValue) instMag i.. LogicalDevice/GGIO1.5T.Ind.stVal

O T —
. @ (MX | range) range
T @ (WX | Quality) g

(@Y (MX | Timestamp) t

MNumber of dynamic DataSets: 2

DataSets:
LLMO. DataSet_0

A
i1
4| mn | *
MName FC Option Type Trigger option Value Writeable
mag M M AnalogueValue dchg rAna R
(@ Reports
Description
Figure 40: “DataSet” tab
Table 15: “DataSet” tab parameterization options
Setting Options Description
[New] button Creates a new dataset.
[Delete] button Deletes the selected dataset.
Input field Name Changes the name of the dataset.
The name must be unique within the logical device.
[>>] button Assigns the selected attribute to the dataset.
[<<] button Removes the selected attribute from the dataset.
[ A] button Moves the selected entry up.
[ V] button Moves the selected entry down.
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41.3.3

“Reporting” Tab

You can create and delete reports in the “Reporting” tab. You can also assign a
dataset to the report and parameterize the dataset. A maximum of 20 reports can

be created.

In the middle of the window, you can make general settings for the reporting

configuration.

You can control the reporting behavior in the “General Options” area on the right

side. When enabled, the respective field is transmitted in the message.

You can select the attributes that trigger notification of an event in the“Trigger

Options” area on the right.

WAGOIEC61850 Konfigurator 2.0.22 - =ERT)
Il File Extras Help
= B | ||ecess0-7-4E2 -] BB | @
| configuration | DataSet| Reporting | GoOSE|
General options
Buffersize: 5000 Name: RCB Send Config Revision:
Reports: Description: Send Data Reference:
Integrity Period [ms]: 0 Send DataSet name: ®
Buffered: sl Send Reason for Inclusion:
Buffer Time [ms]: 100 Send Sequence number: [l
Config Revision: 0 Send Time Stamp:
LLNO DataSet 0
New Trigger Options
Data Change: i)
Data Update: &
Quality Change: g
Integrity: |
General Interrogation:
@ Reports
Description
Figure 41: “Reporting” tab
Table 16: “Reporting” tab parameterization options
General Settings
Setting Options Description
Buffersize Buffer size of buffered reports in bytes.
Name Unique Report Block name within the logical node.
Description Report Block description
Integrity Period [ms] Gradual general query, i.e., the referenced dataset is updated after this
time.

waco'
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Buffered Option, if Report Block is buffered.

If this attribute is set to FALSE, no messages are generated and
transmitted. The client can set the value to TRUE and the server
begins the transmission of messages.

Buffer Time [ms] The buffer time defines the time span that the server waits after the
occurrence of an event before transmitting a message. The events
occurring during this period are collected and transmitted together.
Messages that come and go during this period are not recognized. If
any changes should be reported continuously, then the buffer time
must be 0.

Config Revision The version identifier detects if a member is deleted from the dataset
or if the order of the members has changed. Such changes mean that a
value is not transmitted or the values are located at another location in
the message. This is communicated to the client by a new version
number.

With the WAGO solution described here, identification plays no role
since all datasets are fixed.

DataSet Data set reference.

“General Options” area

Setting Options Description

Option TRUE = Attribute ConfReyv is transmitted along with the notification.
“Send Config Revision”

Option TRUE = For each reported value, the complete reference is also
“Send Data transmitted.

Reference” Example: WAGO872/GGIO0.Mod.stVal

Option TRUE = Name of the dataset is also reported.

“Send DataSet name”

Option TRUE = For each reported value, the reason for transmission is
“Send Reason for specified.

Inclusion”

Option TRUE = Messages are numbered.

“Send Sequence

number”

Option “Send Time TRUE = The report has a time stamp that contains the time it was
Stamp” sent.

Optional area: “Buffered specific options”

Option “Send TRUE = Attribute “EntryID” is transmitted along with the
Entry ID” notification.
Option “Send TRUE = Buffer overflow is reported.

“Buffer overflow”

“Trigger Options” area

Setting Options Description

Data Change TRUE = Allow data change from the data attribute.

Data Update TRUE = Allow data update from the data attribute.

Quality Change TRUE = Allow quality change from the data attribute.

Integrity TRUE = Periodic reporting of all values regardless of changes.
General Interrogation TRUE = Dataset is sent when the client requests a general query.
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41.3.4 “GOOSE” Tab

You can create, edit and delete GOOSE telegrams on the “GOOSE” tab.

“Generic Object Oriented Substation Events” (GOOSE) is a real-time
ETHERNET protocol for fast horizontal cross-communication between

“Intelligent Electronic Devices” per IEC 61850. In principle, GOOSE messages
can be received by multiple recipients.

Note

750-872 Fieldbus Controller: No GOOSE communication possible!
The 750-872 Fieldbus Controller does not support GOOSE communication. This
tab is hidden for this fieldbus controller.

Note

750-880/0xx-001 and 750-880/0xx-002 Fieldbus Controllers:
Firmware-Release 07 or higher required!

750-880/0xx-001 and 750-880/0xx-002 Fieldbus Controllers only support
GOOSE communication if firmware release 07 or higher has been installed!

WAGOIEC61850 Konfigurator 2.0.22 - l o B [t |
File Extras Help
= B | ||ecess0-7-4E1 <] B[ B | @
‘ Configuration | DataSet I Repomng| GOOSE ‘
s ——— WY
MName: GCB_0 MAC: 01-0C-CD-01-00-00
Description: | APPID: 0
Goose ID: GoCBRef Etharnet port @ X8 @ X9
DataSet: LLMNO0.DataSet_0 - Goose: [¥] Publisher:  [] Subscriber
Publisher
New Meeds Commissioning:  [7] WVLAN: =
DataSet Config Revision: 0 VLAN-ID: 0
MinTime [ms]: 500 VLAN-Priority 4
MaxTime [ms]: 8000
LogicalDevice/GGI01.MX.AnIn1.mag

LogicalDevice/GGIO1.5T.Ind stval

Autom. declare

@ Reports

Description

Figure 42: “GOOSE” tab
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GOOSE communication is well-suited for sending several small data packets to as
many recipients as possible. There is no connection monitoring via the TCP/IP
layer and correct receipt of packets cannot be verified. Therefore, the delay time
for data processing is much shorter. GOOSE uses a flag of the EtherType field so
that data packets from the network infrastructure can be identified and prioritized.

The data is sent from a publisher and received by one or more subscribers. Data
changes are transmitted immediately and the current status is cyclically.

All GOOSE messages appear in the selection list in the tab.

Note
Select GOOSE telegram!

All settings made always refer to the GOOSE telegram chosen in the selection
list.

The tab offers the following parameterization options:

Table 17: “GOOSE” tab parameterization options

Setting Options Description

[New] button Creates another GOOSE telegram.

[Delete] button Deletes an existing GOOSE telegram.

“General” area

Name Name of the GOOSE control block.

Description Description of the GOOSE control block.

GOOSE ID Unique character string of the GOOSE control block.
DataSet Dataset sent or received as a GOOSE telegram.
MAC Multicast addressing

Multicast addressing sends GOOSE telegrams.
Addressing allows an entire group of devices to
exchange data with each other. Requirement: unique
address allocation of the different device groups.

Valid range of values: 01-0C-CD-01-00-00 to 01-0C-
CD-01-01-FF.

APPID Application ID

Number for the system-wide unique identification of a
GOOSE control block. To exchange GOOSE telegrams,
this number must be identical for sender and recipient.
Valid range of values: 0—4095.

ETHERNET port X8/X9 for IPCs. Default: X8.

X1/X2 for PFC200 Series Fieldbus Controllers of the
and for 750-880 Fieldbus Controller . No specific
interface can be selected, as these devices have only one
switch.
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Table 17: “GOOSE” tab parameterization options

Setting Options

Description

“Publisher” Area

Needs Commissioning

Indicates whether the control block must be checked.
The flag is not evaluated by the WAGO IEDs, but can
be used by other IEDs if necessary.

DataSet Config
Revision

Integer value with the version of the GOOSE control
block. A subscriber can identify that the GCB has
changed based on the version number.

MinTime [ms]

Minimum interval for sending GOOSE telegrams (see
section “ 'Publisher' Area”).

MaxTime [ms]

Maximum interval for sending GOOSE telegrams (see
section “ 'Publisher' Area”).

VLAN

“Virtual Local Area Network”

Logical subnet within a physical network. Multicast
messages can be passed through and filtered. The
configuration is performed in managed ETHERNET
switches.

VLAN-ID

A value of 0 1s a non-configured VLAN in which the
switch performs no filtering. This value is
recommended when no logical network should be set
up.

Valid range of values: 0—4095.

VLAN-Priority

Messages within a managed ETHERNET switch can be
forwarded depending on the priority.

Valid range of values: 0-7.
GOOSE default: 4.

“Subscriber Configuration” area

Selection list

The drop-down list contains all attributes within the
selected dataset. If an attribute is selected, a WAGO-
1/0-PRO variable can be assigned in the input field.

Variable

The WAGO-I/O-PRO variable can be entered in this
input field. The selected attribute of the incoming
GOOSE telegram is then saved in this variable.

Autom. declare

The variable is automatically declared by the IEC
61850 configurator.
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Quickstart Reference
Version 1.2.2

FOLHD - 397




WAGO-I/O-SYSTEM 750 Appendix 59
759-911 IEC 61850 Solution for programmable Controls of Telecontrol Technology

4.1.3.41 Creating a New “GOOSE Control Block” (GCB)

A requirement for creating a GCB is an existing dataset that contains objects to be
sent or received. This is referenced in the GCB. It is also important that the
dataset is not also referenced in a “Report Control Block” (RCB) at the same time,
1.e., the dataset can only be set as a cyclic GOOSE telegram or as an MMS report.
A maximum of 20 GCBs can be created.

Information

n Handling multiple references to one data set!
Create two data sets with identical content to handle multiple references to one
data set. Then assign each data set to one RCB and one GCB. Because less data is
often desired in a GCB (e.g., no timestamp), the amount of data to be sent can be
reduced.

41.3.4.2 “General”’ Area

A name for the GCB, a GOOSE ID and an APP ID can be assigned. Both IDs are
used by the subscriber to uniquely identify the message. So that GOOSE
telegrams can be evaluated by the subscriber, these parameters must be the same
for all communication nodes. Also ensure that the dataset used is set up identically
in the data structure for all communication nodes (type, number and order of the
data objects).

Note
Note the size of the dataset!

The content of the dataset cannot be configured to be larger than the maximum
size of an ETHERNET frame with 1526 bytes. Otherwise, no GOOSE messages
are sent!

The Configurator does not check the size.

In the MAC input field, the MAC address range for multicast telegrams to be sent
or received can be selected. The range 07-0C-CD-01-00-00 to 01-0C-01-01-FF is
provided.

4.1.3.4.3 “Publisher” Area

If a value changes in the selected dataset, the dataset is sent as a GOOSE telegram
if the function is enabled. The function can be enabled by selecting the Publisher
checkbox.

The GOOSE telegram is sent immediately after the trigger option has been
enabled. When the MinTime has elapsed, the GOOSE telegram is transmitted
again. The time interval is doubled until the MaxTime is reached. The GOOSE
telegram is then transmitted at the MaxTime interval.
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The values for MinTime and MaxTime can be specified in the respective input
fields.

If the VLAN checkbox is selected, values can be entered in the VLAN ID and
VLAN Priority input fields that refer to passing messages via switches.

4.1.3.4.4 “Subscriber Configuration” Area

The “Subscriber Configuration” area can only be edited when the “Subscriber”
checkbox has been selected in the “General” area.

In this area, you can assign incoming GOOSE telegrams to global WAGO-1/O-
PRO variables. Select an attribute from the list and enter a global WAGO-1/O-
PRO variable in the input field. This variable is then written by the incoming
GOOSE telegram. If the variable will be generated automatically, select the
Autom. declare checkbox.
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414 Status Bar

41.41  Status Bar of a “Logical Device Object” (LDC)

Name

LogicalDevice

@ Reports
[ ox ]
——
Figure 43: Status bar of a “Logical Device Object” (LDC)
Table 18: “Logical Device Object” status bar

Setting Options Description

[OK] button Closes the Configurator with data application
and code generation.

[Cancel] button Closes the Configurator and discards any
changes.

Object information Detailed information about the object selected.
For the Server and Logical Device object type,
no other detailed information.

For LNC, CDC and attribute, see the following
sections.

41.4.2 Status Bar of a “Logical Name Class Object” (LNC)

Name Description Group Prefix
GGIO Generic process IIC [Giood-Generic
(D Reports
ip T
Cancel
Figure 44: Status bar of a “Logical Name Class Object”
Table 19: “Logical Name Class Object” status bar
Setting Options Description
Name Name of selected LNC instance.
Description Description of selected LNC instance.
Group Related LNC grouping (e.g., Control, Generic
and Protection).
Prefix If necessary, the prefix of the LNC instance
entered by the user for the name.
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4143

41.4.4

Status Bar of a “Common Data Class Object” (CDC)

Name Description Option CcDC
Anln Analogue input (0] MV
(@ Reports

Description

Instno

Ok
Cancel

Figure 45: Status bar of a “Common Data Class Object”

Table 20: “Common Data Class Object” status bar

Setting Options Description
Name Name of selected CDC instance.
Description Description of selected CDC instance.
Option Selected CDC instance option:
m = mandatory
0 = optional
CDC Type of selected CDC instance.
Instno Instance number of the CDC instance.
Starts with 0 for CDC, which can only be
instantiated once within an LNC;
otherwise, 1 to n.

Status Bar of an Attribute

Name FC Option Type
mag MX M AnalogueValue
(@ Reports

Description

Trigger option Value
dehg R

Writeabla

Ok
Cancel

Figure 46: Status bar of an attribute

Table 21: Attribute status bar

Setting Options Description
Name Name of the selected attribute.
FC Functional constraint of the selected attribute.
Option Option of the selected attribute:
m = mandatory
0 = optional
¢ = conditional
Type Data type of the selected attribute.

Trigger option

Trigger options of the selected attribute.
These can be:

dchg = Data change
dupd = Data update
qchg = Quality change

<empty> = No trigger option

Value

Assigned WAGO-1/O-PRO variable

Writeable

Indicates if the attribute can be read (R) and/or
written (W) (viewed from the client).
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4.2 “Logical Name Classes” acc.
IEC 61850 / IEC 61400-25
Table 22: Support of “Logical Name Classes” acc. IEC 61850 / 61400-25
Name Description Support Comment
Automatic Control Functions
ANCR Neutral Current Regulator
ARCO Reactive Power Control
ATCC Automatic Tap Changer Controller yes
AVCO Voltage Control
Control
CALH Alarm Handling yes
CCGR Cooling Group Control yes
CILO Interlocking
CPOW Point on Wave Switching
CSWI Switch Controller
Generic Functions
GAPC Generic Automatic Process Control yes
GGIO Generic Process 1/0 yes
GSAL Generic Security Application yes
Interfacing and Archiving Functions
IARC Archiving
IHMI Human Machine Interface
ITCI Telecontrol Interface
IT™MI Telemonitoring Interface
System
LLNO Logical Node Zero yes
LPHD Physical Device Information yes
Protection
PBDF Busbar protection
PDCO DC time overcurrent protection
PDEF Directional earth fault protection
PDIF Differential yes
PDIR Directional
PDIS Distance
PDOC AC directional overcurrent protection
PDOP Directional Over Power
PDPR Directional power/reverse power protection
PDOV DC overvoltage protection
PDUP Directional Under Power
PFRC Rate of Change of Frequency yes
PHAR Harmonic Restraint yes
PHIZ Ground Detector yes
PIOC Instantaneous Overcurrent yes
PLDF Differential line protection
PMRI Motor Restart Inhibition yes
PMSS Motor Starting Time Supervision yes
PNDF Restricted earth fault protection
POPF Over Power Factor
PPAM Phase Angle Measuring
PSCH Protection Scheme
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Table 22: Support of “Logical Name Classes” acc. IEC 61850 / 61400-25
Name Description Support Comment
PSDE Sensitive Directional Earth Fault
PTEF Transient Earth Fault
PTDF Restricted earth fault protection
PTOC Time Over Current
PTOF Over Frequency
PTOV Overvoltage yes
PTRC Protection Trip Conditioning
PTTR Thermal Overload
PTUC Under Current
PTUV Under Voltage
PUPF Under Power Factor
PTUF Under Frequency
PVOC Voltage Controlled Time Over Current
PVPH Volts per Hz
PZSU Zero Speed or Under Speed

Protection Related Functions
RDRE Disturbance Recorder Function
RADR Disturbance Recorder Channel Analog
RBDR Disturbance Recorder Channel Binary
RDRS Disturbance Record Handling
RBRF Breaker Failure
RDIR Directional Element
RFLO Fault Locator
RPSB Power Swing Detection/Blocking
RREC Auto Reclosing
RSYN Synchronism Check or Synchronizing
Metering and Measurement
MDIF Differential Measurements
MHAI Harmonics or Interharmonics
MHAN Non-Phase Related Harmonics or Interharmonics
MMTR Metering yes
MMXN Non-Phase Related Measurement yes
MMXU Measurement yes
MSQI Sequence and Imbalance yes
MSTA Metering Statistics yes
Sensors and Monitoring
SARC Monitoring and Diagnostics for Arcs yes
SIMG Insulation Medium Supervision (gas) yes
SIML Insulation Medium Supervision (liquid) yes
SPDC Monitoring and Diagnostics for Partial Discharges
Instrument Transformers
TCTR Current Transformer yes
TVTR Voltage Transformer yes
Wind Power Systems (IEC61400-25)
WALM Wind power plant alarm information yes
WALG Wind turbine analog log information
WAPC Wind power plant active power control information | yes
WCNV Wind turbine converter information yes
WGEN Wind turbine generator information yes
WMET Wind power plant meteorological information yes
WNAC Wind turbine nacelle information yes
WREP Wind turbine report information

waco'

Quickstart Reference

Version 1.2.2
FOLHD - 403



WAGO-I/O-SYSTEM 750 Appendix 65
759-911 IEC 61850 Solution for programmable Controls of Telecontrol Technology
Table 22: Support of “Logical Name Classes” acc. IEC 61850 / 61400-25
Name Description Support Comment
WROT Wind turbine rotor information yes
WRPC Wind power plant reactive power control information | yes
WSLG Wind turbine state log information
WTOW Wind turbine tower information yes
WTRF Wind turbine transformer information yes
WTRM Wind turbine transmission information yes
WTUR Wind turbine general information yes
WYAW Wind turbine yawing information yes
X — Switchgear Functions
XCBR Circuit Breaker yes
XSWI Circuit Switch yes
Y — Power Transformers
YEFN Earth Fault Neutralizer yes
YLTC Tap Changer yes
YPSH Power Shunt yes
YPTR Power Transformer yes
Further Power Systems Equipment
ZAXN Auxilliary Network yes
ZBAT Battery yes
ZBSN Bushing
ZCAB Power Cable
ZCAP Capacitor Bank yes
ZCON Converter yes
ZGEN Generator yes
ZGIL Gas Insulated Line yes
ZLIN Power Overhead Line yes
ZMOT Motor yes
ZREA Reactor yes
ZRRC Rotating reactive component yes
ZSAR Surge arrestor yes
ZTCF Thyristor controlled frequency converter yes
ZTCR Thyristor controlled reactive converter yes
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4.3

IEC 61850 Functionality

Table 23: Support of IEC 61850 functionalities

Functionality Support Comment
Logical device yes
Logical node yes
Data set yes Can also be defined for run-time.
Substitution
Setting group control
Buffered report control yes
Sequence number yes
Report time stamp yes
Reason for inclusion yes
Data set name yes
Data reference yes
Buffer overflow yes
Entry-ID yes
Buffer Time yes
Integrity Period yes
General Interrogation yes
Config Revision yes
Unbuffered report control yes
Sequence number yes
Report time stamp yes
Reason for inclusion yes
Data set name yes
Data reference yes
Buffer Time yes
Integrity Period yes
General Interrogation yes
Config Revision yes
Logging
Log control
Log
Control yes
GOOSE 750-880/0xx-001 (firmware release 07),
750-880/0xx-002 (firmware release 07),
750-8202/025-001,
750-8202/025-002,
750-8206/025-001,
758-874/000-130,
758-874/000-131.
GSSE
Time yes

File Transfer

Maximum number of simultaneous

client connections

Up to five, as defined by compile time

Maximum MMS PDU size 16 Kbytes
Time synchronization (SYNTP, WAGO 750-640 (DCF, GPS)
SCL File support Export/import into WAGO Configuration Tool
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4.3.1 Project Planning and Design

Note

Check selected controller for individual application purpose!
In WAGO-I/O-PRO, you can check whether a selected controller is suitable for
your individual application. The respective target must be selected and the source
text generated with a configuration according to the application. After the source
text is compiled, memory usage of the device is displayed. This depends on the
configured LNCs and, if necessary, CDCs and attributes. The number of
configured clients also has an impact because object instances are created for each
client.
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1 Notes about this Documentation

1.1 Copyright

This Manual, including all figures and illustrations, is copyright-protected. Any
further use of this Manual by third parties that violate pertinent copyright
provisions is prohibited. Reproduction, translation, electronic and phototechnical
filing/archiving (e.g., photocopying) as well as any amendments require the
written consent of WAGO Kontakttechnik GmbH & Co. KG, Minden, Germany.
Non-observance will involve the right to assert damage claims.
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1.2 Symbols

A DANGER

Personal Injury!
Indicates a high-risk, imminently hazardous situation which, if not avoided, will
result in death or serious injury.

DANGER

Ai\ Personal Injury Caused by Electric Current!
Indicates a high-risk, imminently hazardous situation which, if not avoided, will

result in death or serious injury.

Personal Injury!
Indicates a moderate-risk, potentially hazardous situation which, if not avoided,
could result in death or serious injury.

A CAUTION

Personal Injury!
Indicates a low-risk, potentially hazardous situation which, if not avoided, may
result in minor or moderate injury.

NOTICE

Damage to Property!
Indicates a potentially hazardous situation which, if not avoided, may result in
damage to property.

NOTICE

A Damage to Property Caused by Electrostatic Discharge (ESD)!
Indicates a potentially hazardous situation which, if not avoided, may result in

damage to property.

Note

Important Note!

Indicates a potential malfunction which, if not avoided, however, will not result in
damage to property.
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Information

n Additional Information:
Refers to additional information which is not an integral part of this
documentation (e.g., the Internet).
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WAGO-I/O-SYSTEM 750

1.3

1.4

Number Notation

Table 1: Number Notation

Number Code |Example Note

Decimal 100 Normal notation

Hexadecimal 0x64 C notation

Binary '100' In quotation marks, nibble separated with
'0110.0100' dots (.)

Font Conventions

Table 2: Font Conventions

Font Type |Indicates

italic Names of paths and data files are marked in italic-type.
e.g.: C:\Program Files\WAGO Software
Menu Menu items are marked in bold letters.
e.g.: Save
> A greater-than sign between two names means the selection of a

menu item from a menu.
e.g.: File > New

Input Designation of input or optional fields are marked in bold letters,
e.g.: Start of measurement range
“Value” Input or selective values are marked in inverted commas.

e.g.: Enter the value “4 mA” under Start of measurement range.

[Button] Pushbuttons in dialog boxes are marked with bold letters in square
brackets.
e.g.: [Input]

[Key] Keys are marked with bold letters in square brackets.

e.g.: [FS]
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2 Important Notes

This section includes an overall summary of the most important safety
requirements and notes that are mentioned in each individual section. To protect
your health and prevent damage to devices as well, it is imperative to read and
carefully follow the safety guidelines.

2.1 Legal Bases

211 Subject to Changes

WAGO Kontakttechnik GmbH & Co. KG reserves the right to provide for any
alterations or modifications that serve to increase the efficiency of technical
progress. WAGO Kontakttechnik GmbH & Co. KG owns all rights arising from
the granting of patents or from the legal protection of utility patents. Third-party
products are always mentioned without any reference to patent rights. Thus, the
existence of such rights cannot be excluded.

21.2 Personnel Qualifications

All sequences implemented on Series 750 devices may only be carried out by
electrical specialists with sufficient knowledge in automation. The specialists
must be familiar with the current norms and guidelines for the devices and
automated environments.

All changes to the coupler or controller should always be carried out by qualified
personnel with sufficient skills in PLC programming.

Basic knowledge of the DNP3 standard is also required.

213 Use of the WAGO-I/O-SYSTEM 750 in Compliance with
Underlying Provisions

Fieldbus couplers, fieldbus controllers and I/O modules found in the modular
WAGO-I/O-SYSTEM 750 receive digital and analog signals from sensors and
transmit them to actuators or higher-level control systems. Using programmable
controllers, the signals can also be (pre-) processed.

The devices have been developed for use in an environment that meets the P20
protection class criteria. Protection against finger injury and solid impurities up to
12.5 mm diameter is assured; protection against water damage is not ensured.
Unless otherwise specified, operation of the devices in wet and dusty
environments is prohibited.

Operating the WAGO-I/O-SYSTEM 750 devices in home applications without
further measures is only permitted if they meet the emission limits (emissions of
interference) according to EN 61000-6-3. You will find the relevant information
in the section “Device Description” > “Standards and Guidelines” in the manual
for the used fieldbus coupler/controller.
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Appropriate housing (per 94/9/EG) is required when operating the WAGO-1/O-
SYSTEM 750 in hazardous environments. Please note that a prototype test
certificate must be obtained that confirms the correct installation of the system in
a housing or switch cabinet.

21.4 Technical Condition of Specified Devices

The devices to be supplied ex works are equipped with hardware and software
configurations, which meet the individual application requirements. WAGO
Kontakttechnik GmbH & Co. KG will be exempted from any liability in case of
changes in hardware or software as well as to non-compliant usage of devices.

Please send your request for modified and new hardware or software
configurations directly to WAGO Kontakttechnik GmbH & Co. KG.
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2.2 Safety Advice (Precautions)

For installing and operating purposes of the relevant device to your system the
following safety precautions shall be observed:

/A\ Do not work on devices while energized!
b All power sources to the device shall be switched off prior to performing any

installation, repair or maintenance work.

DANGER

Install the device only in appropriate housings, cabinets or in electrical
operation rooms!

The WAGO-I/O-SYSTEM 750 and its components are an open system. As such,
install the system and its components exclusively in appropriate housings,
cabinets or in electrical operation rooms. Allow access to such equipment and
fixtures to authorized, qualified staff only by means of specific keys or tools.

NOTICE

Replace defective or damaged devices!

Replace defective or damaged device/module (e.g., in the event of deformed
contacts), since the long-term functionality of device/module involved can no
longer be ensured.

NOTICE

Protect the components against materials having seeping and insulating
properties!

The components are not resistant to materials having seeping and insulating
properties such as: aerosols, silicones and triglycerides (found in some hand
creams). If you cannot exclude that such materials will appear in the component
environment, then install the components in an enclosure being resistant to the
above-mentioned materials. Clean tools and materials are imperative for handling
devices/modules.

NOTICE

Clean only with permitted materials!
Clean soiled contacts using oil-free compressed air or with ethyl alcohol and
leather cloths.
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NOTICE

Do not use any contact spray!
Do not use any contact spray. The spray may impair contact area functionality in
connection with contamination.

NOTICE

Do not reverse the polarity of connection lines!
Avoid reverse polarity of data and power supply lines, as this may damage the
devices involved.

NOTICE

A Avoid electrostatic discharge!
The devices are equipped with electronic components that may be destroyed by

electrostatic discharge when touched. Please observe the safety precautions
against electrostatic discharge per DIN EN 61340-5-1/-3. When handling the
devices, please ensure that environmental factors (personnel, work space and
packaging) are properly grounded.
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3

Application Description

3.1 Abbreviations
Table 3: Abbreviations
Abbreviation | Explanation Description
ASDU Application Summary of the application services of a data
Service Data Unit |unit. Also specifically designates the common
address for identifying all information objects
for a specific substation.
CRC Cyclic Procedure for checking the consistency of data
Redundancy
Check
CSV Comma- Text file format for saving measured values
separated and parameters
Values
DNP3 The Third Communications protocol for telecontrol
Generation of applications
Distributed
Network Protocol
FT# Frame Type # Frame format for data telegrams
IEC International International standardization organization for
Electrotechnical |electrical and electronics systems
Commission
IED Intelligent An IED is an intelligent field device based on
Electronic Device | DNP3.
IEEE Institute of Global professional association of engineers
Electrical and which also make up standardization
Electronics committees
Engineers
IIN Internal Internal field consisting of bits with status
Indications information within a DNP3 user data telegram
IP Internet Protocol |Non-connection-based network protocol at the
network layer level
RTU Remote Terminal | Designation for a telecontrol substation
Unit
SCADA Supervisory Monitoring and control of technical procedures
Control and Data |and processes using a computer system
Acquisition
TCP Transmission Connection-oriented network protocol at the
Control Protocol |transport layer level
UDP User Datagram | Non-connection-based network protocol at the
Protocol transport layer level
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3.2 General Information about the DNP3 Standard

Information

n Observe the functions supported in line with DNP3!
A list of supported functions for DNP3 is given in the Download area at
WWW.Wago.com.

The DNP3 standard also features the following:

. The name key for the data point transmission format according to DNP3
consists of group and variation numbers. A sample nomenclature is 10.02.
Here, the 10 represents the group number and the 02 stands for the variation
number.

. Telegrams in the control direction can include more than one
command/setpoint. Commands can also activate complex patterns and
sequences with repetitions in each telegram.

. The current statuses of command or setpoint outputs can be queried or read
back.
. Each telegram with user data transmitted from the substation to the master

station contains a 16-bit string, which contains status information, for
example events at the substation.

. DNP3 also defines a “frozen” status for measured values and counters. This
enables many or all values to be frozen at a point in time and to then transfer
these values to the master station. If the “frozen” command is issued in a
broadcast, values can simultaneously be frozen and then transmitted at
several substations.

. Changes in values at the substation are handled using events. Measured
values, counters or messages can be allocated to one of the event categories
(1, 2 or 3) or to category 0 (no events). The user can specify the definition
of event categories 1, 2 or 3.

3.3 Task Definition

This Quickstart Guide explains how to set up and start a telecontrol substation
(server) based on DNP3 with WAGO controllers.

The DNP3 Configurator (v1.00.00 or higher) integrated into WAGO-I/O-PRO is
used as the configuration program. To check operation, a connection must be
established between the controller and PC.
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3.4 Hardware Requirements
The following WAGO hardware components can be used (hereafter referred to as
“target system”):
Table 4: Hardware Requirements
Hardware Item Number Release Serial Specific Requirements for
Components Version Interface | DNP3
Programmable 750-872 Release COM 0 Link connections: ~ max. 4
Fieldbus controller version (04) Event buffer: <8000
for telecontrol or higher Information objects: < 128
applications
Programmable 750-872/020-000 | Release Link connections:  max. 4
Fieldbus controller version (04) Event buffer: <8000
for telecontrol or higher Information objects: < 128
applications
Programmable 750-880/025-001 | Release Link connections:  max. 4
ETHERNET version (04) Event buffer: <8000
controller for tele- or higher Information objects: <255
control applications
Programmable 750-880/025-002 | Release Link connections:  max. 4
ETHERNET version (04) Event buffer: <8000
controller for tele- or higher Information objects: <255
control applications
Programmable 750-880/040-001 | Release Link connections:  max. 4
ETHERNET version (04) Event buffer: <8000
controller for tele- or higher Information objects: <255
control applications
[/O-IPC-C6 Linux® | 758-874/000-130  |Release COM 1 Link connections:  max. 4
Telecontrol version (08) Event buffer: < 16000
or higher Information objects: < 1024
[/O-IPC-C6 Linux® | 758-874/000-131  |Release COM 1 Link connections:  max. 4
TeleControl version (08) Event buffer: < 16000
PDP Master or higher Information objects: < 1024
PFC200 750-8202/025-001 |Release COM 0 Link connections: ~ max. 4
CS 2ETH RS version (01) Event buffer: < 16000
TeleControl/T or higher Information objects: < 1024
PFC200 750-8202/025-002 | Release COM 0 Link connections: ~ max. 4
CS2ETH RS version (01) Event buffer: < 16000
TeleControl or higher Information objects: < 1024
ECO/T
PFC200 750-8206/025-001 |Release COM 0 Link connections:  max. 4
CS 2ETH RS version (03) Event buffer: < 16000
CAN DPS or higher Information objects: < 1024
TeleControl/T
3.5 Software Requirements

(Source Forge)” software.

WAGO-I/O-PRO v2.3.9.46 or higher

Client software based on DNP3 for the master station, e.g., “DNP3 protocol
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3.6 Create an Example Project in DNP3 and Open the
DNP3 Configurator

This section describes how the DNP3 Configurator can be used to establish
communication according to DNP3.

To start the project, take the following steps:
1.  Launch WAGO-1I/O-PRO.
2. Create a new project. Click File > New.

The “Target Settings” dialog appears.

Configuration: it G0 750 _- 750-880-040-001

Target Platform |Memory Layc-utl Generall Metwork functinnalityl Visualizatinnl

Flatformm: Ilntel StrongaRiM LI

™ Floating point processar

[¥ Intel byte arder

Default | Ok I Cancel

igure 1: “Target Settings” Dialog

3. Under Configuration, select the hardware you are using.
4.  Click on [OK].

The “New POU” dialog appears.

5. Click on [OK].

A new module is created.
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New POU |
Mame of the new POL:
Type of POU Language of the POL Cancel
* Program L
" Function Block (LD
" Function " FBD

Betumn Type: { 'SFE
r——— N O
{ SEEE

Figure 2: “New POU” dialog

6.  Inthe program editor “PLC_PRG (PRG-ST)” enter a semicolon.

% PLCPRG (PRG-ST) =8 EoR ===
0001 [PROGRAM FLC_PRG

D002 |VAR

0003 |END_VAR

4| r
I |

4 5

Figure 3: Program Editor “PLC_PRG (PRG-ST)”

7. Select the Resources tab.

8. In the directory, select the PLC Configuration entry.
The “PLC Configuration” workspace appears.

9.  Select the DNP3 Config(FIX) entry in the tree structure.

The “DNP3 Configurator” dialog appears.
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3.7 Create DNP3 Configuration

1.  Click on Link Layer in the “Configuration” area.

2. Click on the object Connector Ethernet in the “Choice” area.

e e J
File Configuration Help i
BIPHIY | ®
Chaice Configuration Properties
B=l-- P
&5 Connector Serial &2 Link Layer
() Avpl. Layer
E [B1) Group Binary nput
E . Group Binary Output
I Group Counter
@ Group Analog Input
| a Group Analog Output
|
(@ Reports
Description

Figure 4: DNP3 Configurator — Add “Connector Ethernet” Object

3. Click on the button [>>] to apply the object in the “Configuration” area.

4.  Click on the object Connector Ethernet in the “Configuration” area.

5. Make the following settings one after the other in the “Properties” area.
* In the “Slave Addr.” input field, enter the ID number 3.

* In the “Master Addr.” input field, enter the ID number 4.

Information

Disable DHCP in the Windows dialog!
Always ensure that the “DHCP” setting is disabled in the Windows dialog!

* Inthe “Permitted IP 1" input field, enter the IP address of your
computer.
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Properties
Slave Addr. 3 %
Network Type Teplistening / Udp
Metwork Port TCP 20000 = TCP Keep Alive [g] 10 =
Network Port UDP 20000 :
Own IP 192.168.4.18
Client connections 1 Client - IP Filter Address validate
Master Addr. Permitted IP 1 Permitted IP 2 Permitted IP 3
4 192.168.4.49 0.0.0.0 0.0.0.0
3 192.168.2.2 0.0.0.0 0.0.0.0
4 192.168.2.3 0.0.0.0 0.0.0.0
5 192.168.2.4 0.0.0.0 0.0.0.0
Figure 5: Required Settings for the “Connector Ethernet” Object
6.  Inthe “Configuration” area, click on the Group Analog Input object.
7. Click on the information object Analog Input in the “Choice” area.
DNP3 Konfigu _
File  Configuration Help
BIPEH Y 8 @
Choie=: Configuration Properties
E Analog Input =] . DNP3 Qutstation _
? - Lz::;am’ S Static def. variation [mm Analog Input - 32 Bit with flag v]
B E\ m s Event def. variation l.’iZ[]lAnalog Input Change Event - 32 Bit without time v]
B Group Binary Input 16 Bt
. Group Binary Output Static def. variation [30.02 Analog Input - 16 Bit with fiag -
Group Counter Event def. variation |32.02 Analog Input Change Event - 16 it without tme -
Float.
Static def. variation 30.05 Analog Input - single-predsion, float with flag
Event def, variaton 32,05 Analog Input Change Event - single-presen, fioat without tme v |
32 Bit
(@ Reports
Description Ok

Figure 6: DNP3 Configurator — Add “Analog Input” Information Object

8.

“Configuration” area.

Click on the button [>>] to apply the information object in the
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9.  Click on the information object [000] Analog Input in the “Configuration”

arca.

10. Make the following settings one after the other in the “Properties” area.

*  Enter the variable name uiRPM in the “Variable” input field.

* In the list next to this field, select the item 32 Bit.

Properties

Index
Mame

Description

Analog Input

Variable

Event Hysteresis

Fhy. Input
DMP3 value min.
Phy. Input min

Scaling

Figure 7: Required Settings for the “[000] Analog Input” Information Object

(&

[30] Static

Analog Input

[32] Event [No Event

LiRPM

32 Bit

2

DMP3 value max.
Phy. Input Max.
1

11. Repeat steps 9 and 10 for the information object [001] Analog Input.
Assign the variable name uiVoltage.

12. Click on [OK].

DNP3 configuration is then complete.

waco'
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3.8 Open Program, Assign Values and Start

1. Select the Resources tab.
2. In the directory, select the Global Variables folder.
3.

The program editor then opens.

4.
and uiVoltage are located.

&

DNP3_GVL

(* Generated on: 27 11 2014 15:09:24 %)

(* DNF3 configurator version: 1.0.0 — 2014-11-13 =)

VAR_GLOBAL CONSTANT
C_DNP3_NUMS_OF_CONNECTIONS
C_DNP3_EVENTS_PRO_CLIENT
C_DNP3_NUMS_OF_ETH_CLIENTS

END_VAE

VAR_GLOBAL

=
=

=]
[t

=]
o

INT
: INT
: INT

1; (* Count of connections (Ethernet + Serial) *)
4095: (* Count of events per comnsctin *)
1: (* Count of client connectioms (Ethernst only) *)

=
Il

ElElEEE ==
===
o |||

|
|

(% Autcmatic generated varisbles x)
niRPH : DINT:=3500;
nivoltage DINT: =480;
END_ViR
VAR GLOBAL RETAIN
(* Automatic generated variables *)
END_VAR

EEEEEEEZE

‘»—A

(* Beginn of CFG swport pleass do not delste or change

<uml wersion="1.0" sncoding="utf-16"7>

<DHE3ProjectDescription Version="1.0.0" Guid="2E35F945-76C4—45EF-BE54-A1BFFECOA4DL" Generatsd="27 11 2014

<CContiguration Name="DNP Outstation'>
<Property Hane="TaskPric’ Val="15' /3
<Property Hame="TaskTime' Val='t#20us’ >
<Property Hame="AutoDeclarshll' Val="D* »
<Property Name="Lewel2Conforn” Val="0" />
<Property Hame="HardwareVersion' Val="* <3
<Property Name="SoftwareVersion" Val="" »3
<Property Name="UserlocationName" Val="" /3
<Property Hane="UserID' Val="" />
<Property Ha serOntstationiame’ ¥al=""
<Propsrty Ha eviceSerialtun® Val="* >
<Property Hane="Applayer_TeMaxFragnent' Val="2046" >
<Property Ha rplayer_RalaxFragnent® Val=" H
<Property Ha rrlayer_TimscutFragnent’ Val='t#
<Property Hane="Applayer_MazNumObjects® Val="10" -
<Property Hane="TinsSync Val="t#30n" />
<Property Hane-"EventBufferSize’ Val-"4095°
<Property Name="SelOperTimeout” Val="t#ls" >
<Property Nane="DefaultCntrTine’ Val="t#ls® />
¢CLinkLayer Name="Link Layer">
¢CServerEthernet Name="Connector Ethernet”:

E
=

sk R R R,

ml
1 0 6 5 0 | 5 8 S S

ps

e o] b}
feef = et

=
=

i

< »

Figure 8: Program Editor “DNP3_GVL”

5. Assign the following values to the variables:

. uiRPM: 3500
. uiVoltage: 480

noo?
noos
noo9
nolin
001l
nolz
nol3
nol4

Figure 9: Assigning Values in the “DNP3_GVL” Program Editor

EHD_VAR
VAR _GLOBAL
(#® Automatic generated wariables *)
uiRPH : DIHT:.=3500;
uiVoltage . DINT:=480;
EHD_VAR
VAR _GLOBAL RETAIN
(#® Automatic generated wariables *)

6.  Click on [Save].

7. Click Online > Login.
8.  Click Online > Run.

The program is then started.

Program

Select the DNP3_GVL (CONSTANT) entry in the tree structure.

In the source text, search for the point at which the global variables uiRPM

[E=8 EoR =S
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3.9 Simulation of a Telecontrol Station

Note

Use the “DNP3 protocol” software as the remote station!

\ - In this project, the “DNP3 protocol” software is used as the remote station. You
can download the software free of charge from the Internet. Use the key word
“DNP3 SourceForge” to search for the software.

The following steps require that you have successfully downloaded the “DNP3
protocol” software from the Internet and unpacked it.

3.10 Set the General Parameters
1.  Start “DNP3 protocol”.

The “DNP Master Station” dialog appears.

File View Help

Settings & X | |Protocol Statistics & X |[current Point Values & X
=
Name Value Name Value
Palling [#- Application Abnormal
[ Application Normal
[ Poll ] [#- Secure Auth Normal
- - [} Secure Auth Abnormal
@ single Shot (&) Continuous [#- Datalink Abormal
[+ Datalink Normal
Defay(ms) [500 [l End Point Abnormal

[# End Peint Normal
Binary Qutput

Timers (check box for manual)

[ ] Response [ Expire
[ ] Challenge Expire
[ ] Key Change Expire

Secure Authentication Log

[T Enabled Verbose
Change Of State Log 5 X
MName Value Time Stamp
State: Idle Communications: None

Figure 10: “DNP Master Station” Dialog

2. Click on the “Configuration” tab.
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3.

Make the following settings one after the other:

* In the “master/address” input field, enter the value 4.

* In the “station/address” input field, enter the value 3.

* In the “station/ip” input field, enter the IP address 192.168.4.18.

Actions Configuration

master faddress

master fintegrityInterval | 10

stationfaddress

station/fip

stationfport

timersfresponse_ms

timerskeyChange_ms

timers/challenge_ms

timers fsessionkey_ms

192.168.4.18

20000

5000

1800000

1200000

500000

Figure 11: “Configuration” Tab
4.
Any settings that have been made will be applied.
5.

6.

Close “DNP3 protocol”.

Start “DNP3 protocol”.

Click on the “Actions” tab.

Make the following settings one after the other in the “Polling” area:

e Mark the checkbox “Continuous.”

*  Click the [Poll] button.
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7. In the right tree structure click on [+] in front of the item “Analog Inputs”.

A tree structure containing two subitems then opens. These items contain the
values assigned to the variables in advance:

*  Subitem STn3_Ail: 480
*  Subitem STn3_Ai0: 3500

Name Value
=}{Analog Inputs '
-Stn3_Ail 480
Sm3_Ai0 3500

Figure 12: Assigned Values Are Output

The telecontrol station and telecontrol substation are now communicating with
one another.
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4 DNP3 Configurator

Different aspects of the DNP3 Configurator are explained below. Each aspect is
described in a separate subsection.

1 2
File Configuration Help
2 PEHIV Y@
Choice Configuration Properties.
=} l DNP3 Qutstation DNP3 Task 15 = t#20ms
B & % ::;LT:; Var. autom, ded. |} Level 2 conformity |}
Group Binary Input it
B Gmuz Bunar\\: o:q:ut Software version
Group Counter Location name
@ Group Analog Input ID Code/Mumber
@ Group Analog Output Outstation Name
Device Serial Number
‘ Max. Tx fragment 2048 : Manx, Rx fragment 2048
TimeoutRx fragment  t#100ms
Max. CH. Objects 10 &
Time synchonization t#30m System time B
Event buffer Size 4035 =
Select op. timeout t#is Default control time: t#ls
Start automatically
(@ Reports
Description
|
3
Figure 13: DNP3 Configurator Overview
Table 5: Legend for “DNP3 Configurator Overview”
Number |Area Description
Using the functions in the Configurator menu bar, you can
1 Menu Bar export and import data. In addition, you can adjust the
Configurator's display.

Configuration objects and their specific information objects
can be created and their parameters assigned in the
workspace.

2 Operating range The workspace is divided into the three following areas:

. “Selection” area

. “Configuration” area

. “Properties” area

The status bar contains buttons for closing the dialog window
3 Status bar and status and error messages for actions that have been
performed (for example Import/Export file).
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4.1 Menu Bar
411 “File” Menu

File | Configuration Help

Mew

Open...

Save as...

Close

|

| @

Figure 14: “File” Menu

Table 6: “File” Menu

Menu Item Action

New Create a new configuration.

Open... Open an existing configuration. Three different file types are
supported. The corresponding formats are described in the table
“Supported Data Formats”.

Save as... Save a configuration that has been created. Three different data types
can be generated. The corresponding formats are described in the table
“Supported Data Formats”.

Close Close the configuration.
If changes were made, a security question will appear asking if the
affected information should be saved or discarded.

Table 7: Supported File Formats

File Format

Description

*.xml *  WAGO DNP3 Configurator File:
XML file containing all the settings for the active configuration.
*  DNP3 Device Profile File:
Standardized file format that enables exchange of data between
different DNP3 systems.
*.c8V e CSV File:

Data points can be exported for external processing, or externally
processed data can be imported. External processing can take place
in Microsoft Excel, for example. When importing data, the user
can select whether the data points from the file are to replace
existing data points, or whether new data points are to be added.
CSV import is available solely at the group level and applies to all
objects in the selected group.

waco'
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4.1.2 “Configuration” Menu

Configuration | Help

Check
Sort

Figure 15: “Configuration” Menu

Table 8: “Configuration” Menu
Menu Item Action

Check The current configuration can be checked using this item. The results
are displayed in the status bar at the conclusion of the check. Any
errors will be highlighted.

Sort Here, the items in the “Configuration” area can be sorted automatically
according to the following criteria:

e Groups

* Variants

* Information numbers

41.3 “Help” Menu

Help

Info

Figure 16: “Help” Menu

Table 9: “Help” Menu
Menu Item Action

Info The current version of the Configurator and general information about
the version are displayed here.
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4.2 Workspace

You can configure a substations based on DNP3 in the workspace. The workspace
is divided into the three following areas:

1 2 3
File Configuration Help
S 2EIY N
Choice Configuration Properties
e . DNP3 Outstation ErEE i = [orzme
8 Lirk Layer Var. autom. ded. | Level 2 conformity =
=] ppl. Layer
B Group Binary Input fordware Voo
B . Group Binary Output Software Version
Group Counter Location name
- (A1) Group anaiog 1nput 1D Code/Number
i @ Group Analog Qutput ErRErT
Device Serial Number
Max. Tx fragment 2048 Max. Rx fragment 2048
TimeoutRx fragment  t#100ms
Max, Ct, Objects 0
Time synchonization t#30m System time B
Event buffer Size 4095
Select op. timeout t#ls Default contral time s
Start automatically
@ Reports
Description

Figure 17: DNP3 Workspace Overview

Table 10: Legend for “DNP3 Workspace Overview”

Number |Area Description

The information objects that can be selected for the item that
was selected in the “Configuration” area are displayed in this
area. Add these objects to the configuration using the [>]
button.

1 Choice

The current configuration is presented in a tree structure in
this area.

The specific parameters for the item that was selected in the
“Configuration” area can be set or changed in this area.

2 Configuration

3 Properties

Various settings must be made to configure the substation for DNP3. Three
different categories of parameters exist for this:

. Global parameters
. Parameters for the “Link Layer” item
. Parameters for the “Application Layer” item

More information about the individual parameter categories are given in the
following sections.

Quickstart Reference

mﬂn Version 1.0.0
FOLHD - 440



WAGO-I/O-SYSTEM 750
759-911 DNP3 Solution for programmable Controls of Telecontrol Technology

DNP3 Configurator 29

421

Information

Specific information about a parameter!
When you move the cursor over a parameter, a message text with specific
information about that parameter appears at the bottom of the dialog window!

Global Parameters

Global parameters can be set or changed when the item “DNP Outstation” is
selected. Some of these global settings can be saved in the “DNP3 device profile
file”. A text message at the bottom indicates which global parameters can be
saved. Move the cursor over the parameter.

The following settings are possible:

Properties

DNP3 Task 15 | tF20ms

Var. autom. ded. [F Level 2 conformity [F
Hardware Version

Software Version

Location name

ID Code/Mumber

Cutstation Name

Device Serial Number

Max. Tx fragment 2048 Max. Rx fragment 2048
Timeout Rx fragment t#100ms

Max. CH. Objects 10 =

Time synchonization t#30m System time [F
Event buffer size 4095 %

Select op. imeout t#1s Confirm timeout t#10s
Default control time tFls

Start automatically

Figure 18: Setting Options for the “DNP Outstation” Item

Table 11: Setting Options for the “DNP Outstation” Item

Setting Options

Description

DNP3 Task

The task priority and cycle time with which the generated code is
processed at the target system can be specified here.

Var. autom. decl.

If this checkbox is marked, the Configurator
automatically creates variables. This setting is based on the default
setting for all input fields in which variables can be created.
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Table 11: Setting Options for the “DNP Outstation” Item

Setting Options

Description

Level 2 conformity

If this checkbox is marked, only applications which are “DNP Level
2”-compliant can be configured. In this case, some variants cannot be
used, such as “Analog Inputs” in the “FLOAT” format. Non-
supported objects are not displayed in the Configurator.

If the checkbox is marked for an existing configuration, the
Configurator checks the objects that are used and issues a message if
objects in a “REAL” format have been used. Conversion is possible
when the object types have been modified in 32-bit or 16-bit objects.

Hardware Version

Software Version

Location name

ID Code/Number

Outstation Name

Device Serial Number

These parameters have no impact on the functionality of the
substation. They are stored in a “DNP3 device profile file” and can be
processed by other systems.

Max. Tx fragment

This setting is permanently set to 2048 bytes/fragments and cannot be
changed. This value corresponds to the maximum possible fragment
size based on the standard.

Max. Rx fragment

This setting is permanently set to 2048 bytes/fragments and cannot be
changed. Limiting is not required here, as shorter fragments can be
easily processed.

Timeout Rx fragment

The maximum time between two link fragments accepted by the
substation is entered here.

Max. Ctl. Objects

The maximum number of objects in the control direction (in one
fragment) accepted by the substation is entered here.

Time synchronization

The time interval after which the substation requests clock
synchronization from the master station is entered here.

System time

When this checkbox is marked, the time received from a master
station is loaded to the real-time clock of the target system.

Event buffer size

The maximum number of event entries that can be stored in the
substation is specified here.

If events cannot be transferred to the master station and if more events
occur than are specified by this parameter, any further incoming
events will not be saved. Every link connection uses a separate event
buffer. This option requires more memory when the number of entries
is increased, or when more link connections parameters are specified.

Select op. timeout

The maximum time in which an “Operate” is accepted after a “Select”
is entered here. “Select” and “Operate” are functions for writing of
commands and setpoints from the master to the substation.

Confirm timeout

The substation can request an acknowledgement, for example, during
event transmissions.

The substation’s waiting time for the acknowledgment from the
master station can be set here. If an acknowledgment is received
before this time is exceeded, for example, the last transmitted events,
are deleted from the event buffer.

If no acknowledgment is received, the transmitted events remain in
the event buffer. These events will be sent again with the next request.

Default control time

The execution time for a command can be specified here. This time is
only used when an explicit execution time has been defined for a
command from the master station.

Start automatically

The DNP3 application is started automatically when this checkbox is
marked.

The DNP3 application will not start automatically if this checkbox is
not marked. The application can only be started manually using the
variable gxDNP3_Enable. This provides the application with a
non-specified time to read in configuration from files for example.
Internal initialization does not begin until the variable

gxDNP3 Enable is set to TRUE.

waco'
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4.2.2 “Link Layer” Parameters

Specific parameters can be set or changed for every object included under the

"Link Layer" item.

Using these specific parameters, properties can be defined for

setting up a connection between the substation and the master station.

4221 “Connector Ethernet” Object

These specific parameters are used to set up an ETHERNET connection between
the substation and the master station. Up to four connections can be configured,
depending on the target system.

Properties

Slave Addr. 1 %

Metwork Type Teplistening f Udp

Metwork Port TCP 20000 : TCP Keep Alive [s] 10 3
Metwork Port UDP 20000 =

Own IP 192.168.10.10

Client connections 1 Client - IP Filter Address validate
Master Addr. Permitted IP 1 Permitted IP 2 Permitted IP 3

2 = 192.168.2.1 0.0.0.0 0.0.0.0

3 192.168.2.2 0.0.0.0 0.0.0.0

= 192.168.2.3 0.0.0.0 0.0.0.0

5 192.168.2.4 0.0.0.0 0.0.0.0

Figure 19: Setting Options for a “Connector Ethernet” Object

Table 12: Setting Options for a “Connector Ethernet” Object

Setting Options Description

Slave Addr. The address for the link layer (substation) is specified here. This
address is used in the link layer telegram to coordinate the source and
the target.

Network Type The “TCPListening/UDP” setting is specified by the master station
and cannot be changed.

Netzwerk Port TCP The port that is to be used for the connection is specified here. The

standard port for DNP3 is 20000.

TCP Keep Alive [s]

DNP3 uses the “Keep Alive” mechanism to monitor the status of a
connection. Here, you can define the time after which a keep-alive
telegram is expected and sent by the substation.

Netzwerk Port UDP

The port that is to be used for the connection is specified here. The
standard port for DNP3 is 20000.
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Table 12: Setting Options for a “Connector Ethernet” Object

Setting Options Description

Own IP The device's own IP address does not have any effect on the
functionality of the substation. It is stored in a “DNP3 device profile
file” and can be processed by other systems.

Client connections The number of client connections can be specified here.

IP Filter If this checkbox is marked, the IP address which are accepted when
setting up a connection can be restricted.

Address validate If this checkbox is marked, the master address of the incoming

telegram is evaluated. If the master address and the link layer (see
input field “Master Addr.”) are identical, the incoming telegram is
processed.

If this checkbox is not marked, the master address of the incoming
telegram will be ignored. However, the telegram is evaluated.

Master Addr. The address for the link layer (master station) is specified here. This
address is used in the link layer telegram to coordinate the source and
the target.

Permitted IP1 ... IP addresses which are accepted when setting up a connection can be

Permitted IP3 specified here.
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4.2.2.2 “Connector Serial” Object

These specific parameters are used to set up a serial connection between the
substation and the master station. Up to four connections can be configured,
depending on the target system. Every connection must also have its own physical

interface.
Properties
Slave Addr. 1 z
Master Addr. 2 =
Interface |como -
Baudrate ’9600 "]
Transmission type RS 232

Figure 20: Setting Options for a “Connector Serial” Object

Table 13: Setting Options for a “Connector Serial” Object

Setting Options Description

Slave Addr. The address for the link layer (substation) is specified here. This
address is used in the link layer telegram to coordinate the source and
the target.

Master Addr. The address for the link layer (master station) is specified here. This
address is used in the link layer telegram to coordinate the source and
the target.

Interface Here, you can select the interface that is to be used in line with the

given target system and the fieldbus nodes. Allocation of the
individual interfaces to the given target system is shown in the

appendix.

Baudrate The baud rate for the 750-652 “Serial interface” I/O module can be
selected here. The selected baud rate should not exceed 19200 baud
for this.

Transmission type This setting is permanently set to the RS-232 transmission type and

cannot be changed.

Note: Transfer type RS-485 cannot be selected. Collision detection,
which is not available in the target system, must be provided on the
bus to ensure and maintain communication.
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4.2.3 “Application Layer” Parameters

The group objects included under the “Application Layer” item form a structure
containing the corresponding information objects. These information objects can
be added once or several times to the individual group objects.

Specific parameters can be set or changed for every group object and for each
corresponding information object.

Information

n Table containing information objects and variations!
A table containing all of the information objects and variations supported for
DNP3 is given in the appendix!

Note

Indices (object addresses) may be shifted during sorting!
All of the information objects are sorted before the configuration is compiled or
before the menu item Configuration > Sort is selected. Indices can be shifted
during sorting, as the data types are also taken into account for sorting!

4231 “Group Binary Input” Group Object

Properties
Static def. variation lﬂl.UZ Binary Input - With flag - ]
Event def. variation IUZ.UZ Binary Input Event - With absolute time v]

Figure 21: Setting Options for the “Group Binary Input” Group Object
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Table 14: Setting Options for the “Group Binary Input” Group Object

Setting Options Description

Static def. variation Here, you can select the format for the response to a data request if no
defined telegram format has been defined when a request from the
master station is present.

The following can be selected for this:

01.01 Binary Input — Packed format (1 bit per input)

01.02 Binary Input — With flag (1 byte per input)

Event def. variation Here, you can select whether an event message is to be transmitted
and the time stamp to be used if no setting has been defined for event
messages for a request from the master station.

The following can be selected for this:

02.01 Binary Input Event — Without time
02.02 Binary Input Event — With absolute time
02.03 Binary Input Event — With relative time

Information Object "Binary Input"

As arule, 8 inputs are commonly parameterized. These inputs are always assigned
to the same event category.

Properties

Binary Input

Index 0

Binary Input [1] static [2] Event ’Nc Event -

Binary input block

Autom. dedare Mame Description
Bit 0:
Bit 1:
Bit 2:
Bit 3:
Bit 4:
Bit 5:

Bit 6:

OO0OoOoOOOoOd

Bit 7:

Figure 22: Setting Options for a “Binary Input” Information Object
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Table 15: Setting Options for a “Binary Input” Information Object

Setting Options Description

Index The index corresponds to the object address. This is a permanent
setting and is counted in ascending order for every item. The
Configurator assigns the next available index automatically.

Binary Input (1) Static | This checkbox is marked permanently and indicates that the master
station can query the current status at all times.

Binary Input (2) Event | The event category is selected according to DNP3. An event is
generated as soon as a different signal is present at the inputs and this
event saved to the event buffer with its event category. Events are
always transferred and saved with a time flag.

Input fields for Bit 0 ... Bit 7:
Autom. declare If the checkbox is marked, the specified variable will be created
automatically in a global list.

Exception: All addresses based on IEC 61131 which begin with the
character “%” will not be created.

Variable A variable name based on IEC 61131 must be entered here. An I/O
address, which is used as a signal source can also be entered here as
an option.

Name These parameters have no impact on the functionality of the

substation. They are stored in a “DNP3 device profile file” and can be
processed by other systems.

Description
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4.23.2 “Group Binary Output” Group Object

Properties
Continuous def. var. 10.02 Continuous Control - binary output status
Pulsed def. variation 12.01 Pulsed Control - control relay output blodk

Figure 23: Setting Options for the “Group Binary Output” Group Object

Table 16: Setting Options for the “Group Binary Output” Group Object

Setting Options Description

Continuous def. var. Here, you can select the format for the response to a data request if no
defined telegram format has been defined when a request from the
master station is present.

The following fixed setting is given for this:

10.02 Continuous Control — binary output status

Pulsed def. variation Here, you can select the data format in which an event message is to
be transmitted if no setting has been defined for event messages for a
request from the master station.

The following fixed setting is given for this:

12.01 Pulsed Control — control relay output block
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Information Object “Binary Output”

Properties
Binary Output
Index 0
Mame
Description
Binary Output [10] Static
Binary Output [12] Command
Control model ’Acﬁvaﬁon model -
Variable [

Figure 24: Setting Options for a “Binary Output” Information Object

Table 17: Setting Options for a “Binary Output” Information Object

Setting Options Description

Index The index corresponds to the object address. This is a permanent
setting and is counted in ascending order for every item. The
Configurator assigns the next available index automatically.
Name These parameters have no impact on the functionality of the
substation. They are stored in a “DNP3 device profile file” and can be

Description processed by other systems.

Binary Output (10) This checkbox is marked permanently and indicates that the master
Static station can query the current status at all times.

Binary Output (12) This checkbox is marked permanently and indicates that commands
Command which control the outputs are supported.

Control model Here, you can select two different control models according to DNP3

which regulate the response of the digital outputs when they are
triggered by the master station.

The following can be selected for this:

“Activation model”: The digital outputs transmit pulse sequences or
pulses with definable On/Off times or repetition.

“Complementary latch model”: The master station switches the
digital output on or off in a defined manner.

“Retain” checkbox: This checkbox is shown when “Complementary
latch model” has been selected. If the checkbox is marked, the status
of the digital output remains stored after a restart.

Quickstart Reference

mﬁﬂ Version 1.0.0
FOLHD - 450



WAGO-1/O-SYSTEM 750 DNP3 Configurator 39
759-911 DNP3 Solution for programmable Controls of Telecontrol Technology

Table 17: Setting Options for a “Binary Output” Information Object

Setting Options Description
Variable The following settings are possible:
Checkbox:

If the checkbox is marked, the specified variable will be created
automatically in a global list.

Exception: All addresses based on IEC 61131 which begin with the
character “%” will not be created.

Input Field:

A variable name based on IEC 61131 must be entered here. An I/O
address, which is used as a signal source can also be entered here as
an option.
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4.23.3 “Group Counter” Group Object

There are two different types of counters for DNP3:
. 32-bit counters
. 16-bit counters

Specific setting options for the default variations exist for each type of counter in
the “Properties” area.

Properties
32 Bit
Static def. variaton | 20,01 Counter - 32 Bit with flag -
Frozen def. variation lZl.Ul Frozen Counter - 32 Bit with flag v]
Event def. variation l22.01 Counter Change Event - 32 Bit with flag v]
16 Bit
Static def. variation | 20.02 Counter - 16 Bit with fiag -
Frozen def. variation lZl.UZ Frozen Counter - 16 Bit with flag v]
Event def. variation ’22.02 Counter Change Event - 16 Bit with flag V]

Figure 25: Setting Options for the “Group Counter” Group Object

Table 18: Setting Options for the “Group Counter” Group Object

Setting Options Description

Static def. variation Here, you can select the volume of data to be transferred if no defined
telegram format is provided for a request from the master station.

The following options are available for a 32-bit counter:

20.01 Counter — 32 Bit with flag
20.05 Counter — 32 Bit without flag

The following options are available for a 16-bit counter:

20.02 Counter — 16 Bit with flag
20.06 Counter — 16 Bit without flag
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Table 18: Setting Options for the “Group Counter” Group Object

Setting Options Description

Frozen def. variation Here, you can select the volume of frozen values to be transferred if
no setting has been defined for frozen values for a request from the
master station.

The following options are available for a 32-bit counter:
21.01 Frozen Counter — 32 Bit with flag

21.05 Frozen Counter — 32 Bit with flag and time
21.09 Frozen Counter — 32 Bit without flag

The following options are available for a 16-bit counter:

21.02 Frozen Counter — 16 Bit with flag

21.06 Frozen Counter — 16 Bit with flag and time

21.10 Frozen Counter — 16 Bit without flag

Event def. variation Here, you can select the format in which an event message is to be
transmitted if no setting has been defined for event messages for a
request from the master station.

The following fixed setting is given for the 32-bit counter:
22.01 Counter Change Event — 32 Bit with flag

The following fixed setting is given for the 16-bit counter:

22.02 Counter Change Event — 16 Bit with flag

Information Object “Counter”

Properties
Counter
Index 0
Mame
Description
Counter [20] Static [22] Event ’No Event -
Frozen Counter [21] static
Variable [ Edge (32 Bit Couni "l Retain O
Event Hysteresis 10 :

Figure 26: Setting Options for a “Counter” Information Object
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Table 19: Setting Options for a “Counter” Information Object

Setting Options Description

Index The index corresponds to the object address. This is a permanent
setting and is counted in ascending order for every item. The
Configurator assigns the next available index automatically.
Name These parameters have no impact on the functionality of the
substation. They are stored in a “DNP3 device profile file” and can be

Description processed by other systems.

Counter (20) Static This checkbox is marked permanently and indicates that the master
station can query the current status at all times.

Counter (22) Event The event category is selected according to DNP3. As soon as the
counter value exceeds the set event hysteresis (see “Event Hysteresis”
setting option), the counter value is saved with the event category in
the event buffer and can then be queried asynchronously.

Frozen Counter (21) This checkbox is marked permanently and indicates that the master

Static station can query the frozen status at all times.

Variable The following settings are possible:

Checkbox:

If the checkbox is marked, the specified variable will be created
automatically in a global list.

Exception: All addresses based on IEC 61131 which begin with the
character “%” will not be created.

Input Field:

A variable name based on IEC 61131 must be entered here. An I/O
address, which is used as a signal source can also be entered here as
an option.

Selection Box:
A total of three different variants is supported for this counter:

Edge (32 Bit Counter): Variable: BOOL
The positive edges are added internally for the counter value.

32 Bit: Variable: DINT
The positive edges are added externally (for example in a CODESYS
application) for the counter value.

16 Bit: Variable: INT
The positive edges are added externally (for example in a CODESYS
application) for the counter value.

Checkbox “Retain”:

If this checkbox is marked, “retain” variables will be created for the
counter to ensure that the counter values are saved on a restart. If this
checkbox is not marked, the counter values are initially set at "0"
when the device is switched on.

Event Hysteresis The hysteresis can be set here. This selection field is only activated
when an event category has been assigned to the counter. The counter
value, along with the event category, is stored in the event buffer as
soon as the set value is exceeded.
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4.23.4 “Group Analog Input” Group Object

In DNP3 there are two different types of whole number analog values and two
different types of floating point values:

32-bit analog values

16-bit analog values

32-bit floating point values

64-bit* floating point values

Specific setting options for the default variations exist for the first three types
cited above in the “Properties” area.

Properties
32 Bit

Static def. variation | 30.01 Analog Input - 32 Bit with flag -

Event def. variation ’32.01 Analog Input Change Event - 32 Bit without time - ]
16 Bit

Static def. variation | 30.02 Analog Input - 16 Bit with flag -

Event def. variation ISZ.UZ Analog Input Change Event - 16 Bit without time - ]
Float

Static def. variation 30.05 Analog Input - single-predsion, float with flag

Event def. variation ISZ.US Analog Input Change Event - single-predsion, float without time v]

Figure 27: Setting Options for the “Group Analog Input” Group Object

Table 20: Setting Options for the “Group Analog Input” Group Object
Setting Options Description
Static def. variation Here, you can select the format for the response to a data request if no

defined telegram format has been defined when a request from the
master station is present.

The following can be selected for this (32-bit):

30.01 Analog Input — 32 Bit with flag
30.03 Analog Input — 32 Bit without flag
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Table 20: Setting Options for the “Group Analog Input” Group Object

Setting Options Description
The following can be selected for this (16-bit):

30.02 Analog Input — 16 Bit with flag
30.04 Analog Input — 16 Bit without flag

The following fixed setting is given for this (FLOAT):

30.05 Analog Input — single-precision, floating-point with flag
Event def. variation Here, you can select whether a reply is to be made with or without a
time flag to an event request if no setting has been defined for event
messages on a request from the master station.

The following can be selected for this (32-bit):

32.01 Analog Input Change Event — 32 Bit without time
32.03 Analog Input Change Event — 32 Bit with time

The following can be selected for this (16-bit):

32.02 Analog Input Change Event — 16 Bit without time
32.04 Analog Input Change Event — 16 Bit with time

The following can be selected for this (FLOAT):

32.05 Analog Input Change Event — single-precision,

floating-point without time

32.07 Analog Input Change Event — single-precision,

floating-point with time

* This floating point value is currently not supported, as CODESYS 2.3 does not support any
64-bit values in the “REAL” format.
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Information Object “Analog Input”

Properties
Analog Input
Index 0
Mame
Description
Analog Input [30] Static [32] Event  |NoEvent -
Variable [ 328t -
Event Hysteresis 10
Phy. Input [ |=ewo
DMP3 value min. i DMP'3 value max. 32767
Phy. Input min 0 Phy. Input Max. 32767
Scaling 0 1 7]

Figure 28: Setting Options for an “Analog Input” Information Object

Table 21: Setting Options for an “Analog Input” Information Object

Setting Options Description

Index The index corresponds to the object address. This is a permanent
setting and is counted in ascending order for every item. The
Configurator assigns the next available index automatically.

Name These parameters have no impact on the functionality of the
substation. They are stored in a “DNP3 device profile file” and can be
processed by other systems.

Analog Input (30) Static | This checkbox is marked permanently and indicates that the master
station can query the current status at all times.

Analog Input (32) Event | The event category is selected according to DNP3. As soon as the
value exceeds the set event hysteresis (see “Event Hysteresis” setting
option), the value is saved with the event category in the event buffer
and can then be queried asynchronously.

Variable The following settings are possible:

Description

Checkbox:

If the checkbox is marked, the specified variable will be created
automatically in a global list.

Exception: All addresses based on IEC 61131 which begin with the
character “%” will not be created.

Input Field:

A variable name based on IEC 61131 must be entered here. An I/O
address, which is used as a signal source can also be entered here as
an option.
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Table 21: Setting Options for an “Analog Input” Information Object

Setting Options Description
Selection Box:
A total of three different variants is supported for this counter:

32 Bit: Variable: DINT
The positive edges are added externally (for example in a CODESYS
application) for the counter value.

16 Bit: Variable: INT
The positive edges are added externally (for example in a CODESYS
application) for the counter value.

Float: Variable: BOOL

The positive edges are added internally for the counter value.
Event Hysteresis The hysteresis can be set here. This selection field is only activated
when an event category has been assigned to the analog output. The
value, along with the event category, is stored in the event buffer as
soon as the set value is exceeded.

Phy. Input The following settings are possible:

Checkbox:

If this checkbox is marked, the entire lower input range is enabled. If
the checkbox is not marked, the variable declared in the “Variable”
input field is applied.

Input Field:
A variable name based on IEC 61131 must be entered here. An I/O
address, which is used as a signal source can also be entered here as

an option.

DNP3 value min. The value that corresponds to the physcial minimum value is
specified here.
Example:
4096 (4 mA) corresponds to -20 °C. Value to enter: -20.0

DNP3 value max. The value that corresponds to the physical maximum value is
specified here.
Example:
32767 (20 mA) corresponds to 60 °C. Value to enter: 60.0

Phy. Input min. The input value that corresponds to the minimum process value is
specified here.
Example:
4096 corresponds to 4 mA. Value to enter: 4096

Phy. Input max. The input value that corresponds to the maximum process value is
specified here.
Example:
32767 corresponds to 20 mA. Value to enter: 32767

Scaling The offset and conversion factor which the Configurator has

calculated from the values input for “DNP Value Min./Max.” and
“Phy.Input Min./Max.” are displayed here.

Information

n Example of scaling using the icon [Help]
If the checkbox for the physical input is marked, a scaling example can be called

up using the [Help] icon.
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Schematic signal flow diagram for the “Analog Input” information object
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Figure 29: Schematic Signal Flow Diagram for “Analog Input” Information Object
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4.23.5 “Group Analog Output” Group Object

In DNP3 there are two different types of whole number analog values and two
different types of floating point values:

32-bit analog values

16-bit analog values

32-bit floating point values

64-bit* floating point values

Specific setting options for the default variations exist for the first three types
cited above in the "Properties" area.

Properties
32 Bit
Status def. variation 40.01 Analog Output Status - 32 Bit with flag
Blodk def. variation 41.01 Analog Output Blodk - 32 Bit
16 Bit
Status def. variation 40,02 Analog Output Status - 16 Bit with flag
Blodk def. variation 41.02 Analog Cutput Blodk - 16 Bit
Float
Status def. variation 40.03 Analog Output Status - single-predsion, float with flag
Block def. variation 41.03 Analog Qutput Blodk - single-predsion, float

Figure 30: Setting Options for the “Group Analog Output” Group Object

Table 22: Setting Options for the “Group Analog Output” Group Object

Setting Options Description

Status def. variation Here, you can select the format for the response to a data request if no
defined telegram format has been defined when a request from the
master station is present.

The following fixed setting is given for this (32 bit):

40.01 Analog Output Status — 32 Bit with flag

The following fixed setting is given for this (16 bit):

40.02 Analog Output Status — 16 Bit with flag

whco s
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Table 22: Setting Options for the “Group Analog Output” Group Object

Setting Options Description
The following fixed setting is given for this (FLOAT):

40.03 Analog Output Status — single-precision, floating-point with
flag

Block def. variation Here, you can select the format for the response to the data request if

no setting has been defined for event messages for a request from the

master station.

The following fixed setting is given for this (32 bit):
41.01 Analog Output Block — 32 Bit
The following fixed setting is given for this (16 bit):
41.02 Analog Output Block — 16 Bit

The following fixed setting is given for this (FLOAT):

41.03 Analog Output Block — single-precision, floating-point
* This floating point value is currently not supported, as CODESYS 2.3 does not support any
64-bit values in the “REAL” format.
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Information Object “Analog Output”

Properties
Analog Output
Index 0
Mame
Desciption
Analog Output [40] Static
Analog Output [41] Command
Variable (= 32 Bit b Retain (]
Phy. Output ) |=eqwo
DMP3 value mir. 0 DMP3 value max. 3y
Phy. Output min 0 : Phy. Output Max. 32767
Scaling 0 1 7]

Figure 31: Setting Options for an “Analog Output” Information Object

Table 23: Setting Options for an “Analog Output” Information Object

Setting Options Description

Index The index corresponds to the object address. This is a permanent
setting and is counted in ascending order for every item. The
Configurator assigns the next available index automatically.

Name These parameters have no impact on the functionality of the
substation. They are stored in a “DNP3 device profile file” and can be

Description processed by other systems.

Analog Output (40) This checkbox is marked permanently and indicates that the master
Static station can query the current status at all times.

Analog Output (41) This checkbox is marked permanently and indicates that the
Command command direction is supported at all times for analog outputs.
Variable The following settings are possible:

Checkbox:

If this checkbox is marked, the variable that has been entered will be
created automatically in a global list.

Exception: All addresses based on IEC 61131 which begin with the
character “%” will not be created.

Input Field:

A variable name based on IEC 61131 must be entered here. An I/O
address, which is used as a signal source can also be entered here as
an option.
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Table 23: Setting Options for an “Analog Output” Information Object

Setting Options Description
Selection Box:
A total of three different variants is supported for this counter:

16 Bit: Variable: INT
The positive edges are added externally (for example in a CODESYS
application) for the counter value.

32 Bit: Variable: DINT
The positive edges are added externally (for example in a CODESYS
application) for the counter value.

Float: Variable: BOOL
The positive edges are added internally for the counter value.

Checkbox “Retain”:

If the checkbox is marked, the status of the analog output remains
stored after a restart.

Phy. Output The following settings are possible:

Checkbox:

If this checkbox is marked, the entire lower input range is enabled. If
the checkbox is not marked, the variable declared in the “Variable”
input field is applied.

Input Field:
A variable name based on IEC 61131 must be entered here. An I/O
address, which is used as a signal source can also be entered here as

an option.
DNP3 value min. The value that corresponds to the physcial minimum value is
specified here.
Example:
4096 (4 mA) corresponds to 0 min™. Value to enter: -0.0
DNP3 value max. The value that corresponds to the physical maximum value is
specified here.
Example:
32767 (20 mA) corresponds to 3000 min™. Value to enter: 3000.0
Phy. Output min. The output value that corresponds to the minimum process value is
specified here.
Example:
4096 corresponds to 4 mA. Value to enter: 4096
Phy. Output max. The output value that corresponds to the maximum process value is
specified here.
Example:
32767 corresponds to 20 mA. Value to enter: 32767
Scaling The offset and conversion factor which the Configurator has

calculated from the values input for “DNP Value Min./Max.” and
“Phy.Output Min./Max.” are displayed here.

Information

n Example of scaling using the icon [Help]
If the checkbox for the physical output is marked, a scaling example can be called

up using the [Help] icon.
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Schematic signal flow diagram for the “Analog Output” information object
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Figure 32: Schematic Signal Flow Diagram for “Analog Output” Information Object
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4.3

Status Bar

Error messages are displayed in the status bar. The various error messages are

listed below:

(@ Reports

Description

Figure 33: Status bar

Cancel

Information

Navigate to the cause of the error!
When you double-click on an error message the Configurator moves
automatically to the information object containing the error. This greatly

facilitates troubleshooting!

Table 24: Error Messages in the Status Bar

Error message

Description

Error during import. Incorrect file
format.

An attempt was made to import an XML file which did not
have the correct format.

Error: At least one
communication channel must be
available. Add an ETHERNET or
a serial connector.

No communication channel available. A connection cannot be
set up, meaning that a valid configuration cannot be created.
Add at least one interface and configure it as required for your
connection.

Error: At least one object must be
available. Add an object to the
configuration.

No information object available. No valid data model can be
generated. Therefore, add at least one information object to the
configuration and set its parameters according to your data
point list.

Error: When the physical
input/output option is used, it is
not possible to define a process
variable as a “Variable”.

Remove the variable entry and ensure that a valid address is
given for the process image in the “Phy.Input/Phy. Output”
input field.

Error: Minimum value of the
DNP3 process value is

>= Maximum value of the DNP3
process value.

The minimum and maximum value for scaling is checked for
the analog values. The minimum value of the DNP3 process
value may not be greater than or equal to the maximum DNP3
process value.

Error: The physical input "###1'
cannot be used for an “Analog
Output”.

This error message is displayed when a CODESYS address
(input) has been selected for an “Analog Output” information
object.

Error: Incorrect data type used
for “Analog Input” "###1'".
Change the defined data type.

This error message is displayed when a CODESYS address
(output) has been selected and also entered in the “32-bit”
selection field for an “Analog Input” information object.

Error: A maximum of '###1'
ETHERNET and serial
connections can be configured.
Reduce the number of
connections.

2 or 4 connections can be defined, depending on the target
system. Therefore, reduce the number of configured connection
channels to a figure below that for the “Link Layer” item.

Error: Device ###1' does not
support the selected COM Port
"#H#2'. Select a different port.

This error message is displayed when a COM port is selected
which is not supported by the target system. For example, the
COMI interface cannot be selected for the 750-872 fieldbus
controller.
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Table 24: Error Messages in the Status Bar

Error message

Description

Error: For analog inputs it is not
possible to configure “Float”
values for the Level 2
conformity. Change the data type
of the object or delete the object.

This error message is displayed when “FLOAT” objects have
been defined and the checkbox “Level 2 Conformity” is
marked. Remove all objects which use the “FLOAT” type, or
change the data type. As an alternative, you can also unmark
the “Level 2 Conformity” checkbox.

These error messages are only relevant for the information
objects “Analog Input” and “Analog Output”.

Error: For analog outputs it is not
possible to configure “32 Bit”
values for the Level 2
conformity. Change the data type
of the object or delete the object.

This error message is displayed when “32-bit” objects have
been defined and the checkbox “Level 2 Conformity” is
marked. Remove all objects which use the “32-bit” type, or
change the data type. As an alternative, you can also unmark
the “Level 2 Conformity” checkbox.

This error message applies only to “Analog Output”
information objects.

Error: Multiple references to
COM port "###1'. Select a
different port.

The identical COM port has been configured for more than one
serial interface. Check the serial connections defined in your
configuration and ensure that each COM port is used only once.

Error: If the IP filter is enabled,
one valid IP address for each
connection must be defined at
least.

This error message is displayed when the IP filter is activated
and not at least one IP address is entered. Deactivate the filter
or enter at least one valid IP address.

Invalid addresses: 0.0.0.0 / 255.255.255.255

Error: If the master address
validation is enabled, a valid IP
filter must be set. Or the master
address verification must be
disabled.

This error message is displayed when the IP filter is deactivated
and the address validation is activated.
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4.4 Diagnostics Messages via Dialog

Diagnostics messages are displayed in a separate dialog:

Diagnostics Message “Error”

| The entered value is not valid. The calculated factor is infinite.

Figure 34: Diagnostics Message “Error”

Factor and offset are calculated as soon as the scaling value is entered. This
error message is displayed when no correct factor can be calculated on
account of the minimum and maximum values that have been entered.

Check the values you have entered for plausibility, or whether the factor has
been incorrectly calculated.

Diagnostics Message “Error”

I.-"'_-‘-. The Level 2 compliance can not be set. For analog inputs can not define
‘S data type 'REAL’, for analog outputs no data type 'REAL' and '32 Bit'.
~ Change the data type of the objects or delete the objects. After that, the
option can be set again.

You can find all objects with errors in the message window.

Figure 35: Diagnostics Message “Error”

This message is displayed when “FLOAT” or “32-bit” objects have been

defined and the checkbox “Level 2 Conformity” is marked for the “DNP
Outstation” item.

Diagnostics Message “Information”

I.-"'_"\-.I All previously generated DMP3 blocks are deleted in the CODESYS
' project. The DNP3 task can not be deleted automatically and must be
removed manually.

Figure 36: Diagnostics Message “Information”

This message is displayed when the Configurator is closed using the [OK]
button and the current project has been deleted.
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Diagnostics Message “Warning”

. There was still no code generated. Do you really want to quit without
_I_L generating code?

Figure 37: Diagnostics Message “Warning”

This message is displayed when the Configurator is closed using the
[Cancel] button and an existing project has been modified. You can select
whether you wish to cancel all of your changes, or return to the
configuration.
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5 Appendix

Based on DNP3, a number of information objects are subdivided into individual
groups. As a rule, there are then several variations within the individual groups

which determine the transmission format. All of the defined information objects
and the associated variations are listed in the table below.

Table 25: Information Objects and Associated Variations for DNP3

Group |Description Variant
2 415/6|7|8 10{11]12
1 binary input static objects X -l - - - -
2 binary input event objects X -l - - - -
double-bit binary input static
3 . X S I I - -
objects
double-bit binary input event
4 . X -l - -1 - - -
objects
10 binary output static objects X -l-l-]-]- -l - -
11 binary output event objects X -l- - -] - -l - -
12 blgary output command X R R
objects
binary output command
13 ) X I I O I N
event objects
20 counter static objects X OX[X|X|X -l - -
21 frozen counter static objects X OX[X|O|0O|X|X|O|O
22 counter event objects X O|x[x|0]|0 -l - -
23 frozen counter event objects X O|x[x|0]|0 -l - -
30 analog input static objects X X|X[X]|-]- -l - -
31 frqzen analog input static X x|x|x|x|x ]
objects
32 analog input event objects X X[ X|[X|X|X -l - -
33 frqzen analog input event X x|x|x|x|x ]
objects
34 anglog input deadband x R R
objects
40 analog output status objects X X|-1-1-1- -l - -
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Table 25: Information Objects and Associated Variations for DNP3

Group |Description Variant
1[2]3[4|5]6|7[8[9]10[11]12
A1 anglog output command xIxIxlsel ool -1 --1-
objects
42 analog output event objects | X |X | X |X |X|X|X|-|-|-]|-]-
43 analog optput command vlxlxlxlxlxlxl- |- |-].].
event objects

Table 26: Legend for “Information Objects and Associated Variations for DNP3”

Symbol |Description
X Object implemented in the WAGO solution
x Object not implemented in the WAGO solution
O Object obsolete for DNP3

Object not defined for DNP3
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6 Glossary
A

Analog Input Group
A group of all “Analog Input” data points

Analog Output Group
A group of all “Analog Output” data points

Application Layer
An application layer in the ISO/OSI model which provides services and
methods, for example, for sending or receiving data telegrams.

B

Binary Input Group
A group of all “Digital Input” data points

Binary Output Group
A group of all “Digital Output” data points

Broadcast
Data telegrams are sent simultaneously to all subscribers in the network.

C

Control Direction
Direction of data transmission: from the master station to the substation

D

Data Link Layer
A data link layer in the ISO/OSI model which lies below the transport layer
and which is responsible for station addressing and error detection.

DNP3 Device Profile File
A manaufacturer-independent, XML-based file format defined in the
standard that is used for the exchange of communication parameters, data
points and descriptive information.
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E

Event
An event occurs which initiates the generation of an entry in the memory.

Event Data
Denotes a data entry. This data is entered into the — Event Buffer based on
an event that has occurred. The entry contains event-related data, such as the
type and updated value of a data point and the time flag indicating the time
that a value changed.

Event Buffer
Buffer (memory) which retains data until it is requested by a master station.

F

Flag
Boolean variable normally used as a status indicator

FLOAT
Data type for floating point numbers

Fragment
Data packet which corresponds to the size of the input buffer for a device.
Here, each fragment contains information about the application layer, such
as queries, replies or acknowledgements.

Frame
Data packet exchanged between the link layers of two devices. Every frame
contains a connection header, a checksum to check for data integrity and,
where applicable, also transport information.

Freeze Request
Command used to “freeze” data points at a defined time

Frozen Counter
Counter value which can be frozen at a defined time by the appropriate
command
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K

Keep alive
Mechanism used for checking the connection. This mechanism sends
telegrams at regular time intervals while communication is inactive on a
connection. The connection status is determined when corresponding
acknowledgements are received by the opposite station.

M

Master-Station
Telecontrol central station, which sets up a connection to one (or more)
substation(s) and requests or receives process data from there or sends
command data to the substation(s).

Monitoring Direction
Direction of data transmission: from the substation to the master station.

O

Obsolete Function
Obsolete function or request which should no longer be implemented on
account of changed requirements in the standards

Offset
Constant, positive or negative offset for a condition or measured value

P

Point
Data point, normally a digital or analog input or output whose value can be
queried and/or written via an address

Point Index
Data point address, which permits unique addressing within a device (where
applicable also in combination with other information)

Point Type
Type of data point which can contain different characteristic attributes: for
example, binary inputs, analog inputs, counters, binary outputs or analog
outputs.

Poll
Querying of data by a master station

Polling
Regular/cyclic querying of a data point or several data points
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R

REAL
Data type for floating point numbers

U

Unsolicited Response
Telegram at the application layer, sent from a substation to a master station.
The master station did not explicitly request this telegram however.

\%

Variation
Data packet transmission format. This defines, for example, whether a data
point is to be transmitted with or without flags.
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1 - A Brief Introduction to CoDeSys

1 A Brief Introduction to CoDeSys

1.1 What is CoDeSys

CoDeSys is a complete development environment for your PLC. (CoDeSys stands for Controlled
Development System).

CoDeSys puts a simple approach to the powerful IEC language at the disposal of the PLC
programmer. Use of the editors and debugging functions is based upon the proven development
program environments of advanced programming languages (such as Visual C++).

1.2 Overview of CoDeSys Functions...

How is a project structured?

A project is put into a file named after the project. The first POU (Program Organization Unit) created
in a new project will automatically be named PLC_PRG. The process begins here (in compliance with
the main function in a C program), and other POUs can be accessed from the same point (programs,
function blocks and functions).

Once you have defined a Task Configuration, it is no longer necessary to create a program named
PLC_PRG. You will find more about this in the Task Configuration chapter.

There are different kinds of objects in a project: POUs, data types, display elements (visualizations)
and resources.

The Object Organizer contains a list of all the objects in your project.

How do | set up my project?

First you should configure your PLC in order to check the accuracy of the addresses used in the
project.

Then you can create the POUs needed to solve your problem.
Now you can program the POUs you need in the desired languages.
Once the programming is complete, you can compile the project and remove errors should there be
any.
How can | test my project?

Once all errors have been removed, activate the simulation, log in to the simulated PLC and "load"
your project in the PLC. Now you are in Online mode.

Now open the window with your PLC Configuration and test your project for correct sequence. To do
this, enter input variables manually and observe whether outputs are as expected. You can also
observe the value sequence of the local variables in the POUs. In the Watch and Receipt Manager
you can configure data records whose values you wish to examine.

Debugging
In case of a programming error you can set breakpoints. If the process stops at such a breakpoint,
you can examine the values of all project variables at this point in time. By working through
sequentially (single step) you can check the logical correctness of your program.

Additional Online Functions
Further debugging functions:

You can set program variables and inputs and outputs at certain values.

CoDeSys V2.3 1-1
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You can use the flow control to check which program lines have been run.

A Log records operations, user actions and internal processes during an online session in a
chronological order.

If activated in the target settings the Sampling Trace allows you to trace and display the actual
course of variables over an extended period of time.

Also a target specific function is the PLC Browser which can serve to request certain information from
the PLC.

Once the project has been set up and tested, it can be loaded down to the hardware and tested as
well. The same online functions as you used with the simulation will be available.

Additional CoDeSys Features
The entire project can be documented or exported to a text file at any time.

For communication purposes CoDeSys has a symbolic interface and a DDE interface. A Gateway
Server plus OPC Server and DDE Server are components of the CoDeSys-standard installation
packet.

Using the appropriate target settings, which can be loaded with the aid of a target file (Target
Support Package) allows to load the same CoDeSys project to various target systems.

Network global variables and a Parameter Manager might be available, if activated by the current
target settings, for data exchange within a network of controllers.

ENI: The 'Engineering Interface' can be used to access any desired source code management
program via the ENI Server, which is running as an independent process. CoDeSys POUs and
compile files can be filed in that data base and are by that accessible also by other clients of the ENI
Server. This allows multi user operation during the work on a CoDeSys project, it provides a common
data pool for different tools besides CoDeSys and it makes possible a version management.

Tools: This functionality also is target dependent and allows to start target-specific executable files in
a CoDeSys project. Besides that files can be defined, which should be loaded to the controller.
Connections to external tools can be pre-defined in the target file or/and inserted in the project
Resource tree.

A CoDeSys visualization can be processed target specifically to be available as Web-Visualization
and/or Target-Visualization. This allows to run and view the visualization via Internet or on a PLC-
monitor.

1-2 CoDeSys V2.3
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1 - A Brief Introduction to CoDeSys

Module

CoDeSys Programming
System

Gateway Server

OPC Server

CoDeSys Visualization

SoftMotion

Bibliotheken

ENI Server

Docu Contents

On hand manual and online help via help
menu in the programming system

First steps with the CoDeSys Programming
system (sample)

Concept, installation and User Interface;
Online Help for the User Interface via
Gateway menu (can be opened by a mouse-
click on the gateway symbol in the system
tray)

OPC-Server V2.0, Installation and Use

Manual for the CoDeSys Visualization incl.
CoDeSys HMI, Target- and Web-
Visualization

How to use, description of the main
SoftMotion library modules

Standard.lib and Util.lib are described in the
on hand manual.

For each of the CoDeSys System Libraries
there is a document <library name>.pdf

SoftMotion libraries: see SoftMotion-
documentation.

Installation and configuration of the ENI
Servers concerning the source control of a
CoDeSys project in an external data base.

Configuration of ENI in CoDeSys: see the on
hand manual.

ENI Admin, ENI Control and ENI Explorer:
see the referring online help.

Name of File

CoDeSys_V23_E.pdf
First Steps with CoDeSys V23.pdf

Gateway Manual.pdf

OPC_20 How_to use E.pdf

CoDeSys_Visu_V23 E.pdf

CoDeSys_SoftMotion_V23_E.pdf

<SysLib-Name>.pdf
CoDeSys_V23_E.pdf

EniServerQuickstart_E.pdf
CoDeSys V23 E.pdf
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2 - What is What in CoDeSys

2 What is What in CoDeSys

2.1 Project Components...

Project

A project contains all of the objects in a PLC program. A project is saved in a file named after the
project. The following objects are included in a project:

POUs (Program Organization Units), data types, visualizations, resources, and libraries.

POU (Program Organization Unit)
Functions, function blocks, and programs are POUs which can be supplemented by actions.

Each POU consists of a declaration part and a body. The body is written in one of the IEC
programming languages which include IL, ST, SFC, FBD, LD or CFC.

CoDeSys supports all IEC standard POUs. If you want to use these POUs in your project, you must
include the library standard.lib in your project.

POUs can call up other POUs. However, recursions are not allowed.

Function

A function is a POU, which yields exactly one data element (which can consist of several elements,
such as fields or structures) when it is processed, and whose call in textual languages can occur as
an operator in expressions.

When declaring a function do not forget that the function must receive a type. This means, after the
function name, you must enter a colon followed by a type. Regard Appendix J: Recommendations on
the naming.

A correct function declaration can look like this example:
FUNCTION Fct: INT

In addition, a result must be assigned to the function. That means that function name is used as an
output variable.

A function declaration begins with the keyword FUNCTION.
In IL a function call only can be positioned within actions of a step or within a transition.
In ST a function call can be used as operand in an expression.

Example in IL of a function that takes three input variables and returns the product of the first two
divided by the third:

CoDeSys V2.3 2-1
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Example of a function in IL

0004 FUNCTION Fet: INT =
0002 VAR_INPUT
0003 PARTINT,
0004  PARZINT,
0008  PARZ:INT,
D006 EMND_VAR

-

_ 21 oI

000z LD PAR s
0mo3 MU PAR2

o004 D PAR3 o
0008 =T Fet .
nnnkEl

Al M

Calling a function:
The call of a function in ST can appear as an operand in expressions.

In SFC a function call can only take place within a step or a transition.

Note: CoDeSys allows using global variables within a function. This intentionally deviates from the
IEC61131-3 standard, which prescribes that return value of a function only will be modified by the
input parameters. Thus the difference between functions and programs is just, that functions return
only one return value and that their parameters and return values are handled over the stack.

Examples for calling up a function.
in IL:

LD 7
Fct 2,4
ST Result

in ST:
Result := Fct(7, 2, 4);

in FBD:
Fct
¥ PAR1 Ergebnis
4 PAR2
2 -PAR3

Attention: If a local variable is declared as RETAIN in a function, this is without any effect ! The variable will not
be written to the Retain area !

Note: The following check function names are reserved for the described usage:

- If you define a function in your project with the name CheckBounds, you can use it to check range
overflows in your project! The name of the function is defined and may have only this identifier. For
further description please see chapter 10.1, Arithmetic Operators, DIV.

- If you define functions in your project with the names CheckDivByte, CheckDivWord,
CheckDivDWord resp. CheckDivReal, you can use them to check the value of the divisor if you
use the operator DIV, for example to avoid a division by 0.

- If you define functions with the names CheckRangeSigned and CheckRangeUnsigned, then

range exceeding of variables declared with subrange types (see chapter 10.16, Data types) can be
intercepted.

2-2
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Function Block

A function block is a POU which provides one or more values during the procedure. As opposed to a
function, a function block provides no return value.

A function block declaration begins with the keyword FUNCTION_BLOCK. Regard Appendix J:
Appendix J: Recommendations on the naming.

Reproductions or instances (copies) of a function block can be created.
Example of a function block in IL

4, FBD (FB-FBD) M= B
0004 |FUNCTICN_BLOCK FBD -
0002|vAR_IMPLT —
0003 PART:INT, b
0004 PARZINT,

000S|END_vaR

000B|'v &R _QUTPUT

0007  MULERG:IMT,

0008 WERGL:BOOL;

0009|END_vaR

o010|v AR

0011|END_WvaR

=l

4 ;I;

oo LD PARI
ooz ML PAR2
o008 ST MULERG
0004
o005l LD PaRi
0006 E@  PAR2
o007 =T WERGL

I AL

Example in IL of a function block with two input variables and two output variables. One output is the product of the
two inputs, the other a comparison for equality:

Function Block Instances
Reproductions or instances (copies) of a function block can be created.

Each instance possesses its own identifier (the Instance name), and a data structure which contains
its inputs, outputs, and internal variables. Instances are declared locally or globally as variables,
whereas the name of the function block is indicated as the type of an identifier. Regard Appendix J:
Appendix J: Recommendations on the naming.
Example of an instance with the name INSTANCE of the FUB function block:

fubinstance: FUB;

Function blocks are always called through the instances described above.

Only the input and output parameters can be accessed from outside of an function block instance, not
its internal variables.

Example for accessing an input variable

The function block FB has an input variable in1 of the type INT.
PROGRAM prog

VAR
fbinstl: fb;
END VAR

LD 17
ST fbinstl.iInl
CAL fbinstl

END PROGRAM
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The declaration parts of function blocks and programs can contain instance declarations. Instance
declarations are not permitted in functions.

Access to a function block instance is limited to the POU in which it was declared unless it was
declared globally.

The instance name of a function block instance can be used as the input for a function or a function
block.

Note: All values are retained after processing a function block until the next it is processed. Therefore,
function block calls with the same arguments do not always return the same output values!
Note: If there at least one of the function block variables is a retain variable, the total instance is stored in

the retain area.

Calling a function block

The input and output variables of a function block can be accessed from another POU by setting up
an instance of the function block and specifying the desired variable using the following syntax:

<Instance name>.<Variable name>

Assigning parameters at call:

If you would like to set input and/or output parameters when you call the function block, you can do
this in the text languages IL and ST by assigning values to the parameters after the instance name of
the function block in parentheses (for input parameters this assignment takes place using ":=" just as
with the initialization of variables at the declaration position, for output parameters "=>" is to be used).

If the instance is inserted via input assistant (<F2>) with option With arguments in the
implementation window of a ST or IL POU, it will be displayed automatically according to this syntax
with all of its parameters. But you not necessarily must assign these parameters.

Example:

FBINST is a local variable of type of a function block, which contains the input variable xx and the
output variable yy. When FBINST is inserted in a ST program via input assistant, the call will be
displayed as follows: FBINST1(xx:= , yy=>);

InOutVariables at call:

Please regard, that the InOutVariables (VAR _IN_OUT) of a function block are handed over as
pointers. For this reason in a call of a function block no constants can be assigned to VAR _IN_OUTs
and there is no read or write access from outside to them.

Example

Calling a VAR_IN_OUT variable ilnOut1 of function block fubo in a ST module:

VAR
fuboinst: fubo;
ivarl:int;

END VAR

ivarl:=2;
fuboinst (iInOutl:=iVarl);

not allowed in this case: “fuboinst(iinOut1:=2);” or “fuboinst.ilnOut1:=2;”

Examples for calling function block FUB:
Function block FUB, see above, chapter 'Function Block'

The multiplication result is saved in the variable ERG, and the result of the comparison is saved in
QUAD. An instance of FUB with the name INSTANCE is declared.

This is how the instance of a function block is called in IL :

2-4
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4, AWLCall [PRG-IL] =l

0001 |PROGRAM AWLCal

000z AR —

o003 QuaD: BOOL; o

0004]  INSTANCE: FUB,

o00s|  ERG: INT:=0;

D00BJEMD_WAR v

A o

ooo1|  caL INSTANCE(PART =5 PARZ:=5) -

0002 LD INSTAMNCEWERGL

oozl ST QuaD o

0004 LD INSTANCE MULERG

ooos| ST ERG

D006; hd
A Ml

This is how the instance of a function block is called in ST (the declaration part the same as with IL)

: 5Tcall [PRG-5T) ]

0001 PROGRAM STeall

__ |

=] E3

O00M[INSTANZ(PART =5 PARZ=5);
0002 QUAD =INSTANZ VERGL,
0003 ERG=INSTANZ MULERG;

< |

L

w
] | .

e

This is how the instance of a function block is called in FBD (the declaration part the same as with IL)

0001 | PROGRARM FEDCa
0002 aR

0003
0004
0005

Inztance: FUB;
ERG: IMT;
GLAD: BiCaCL;
_O00g| Instanz: FLB,
QO07|EMD_ &R

i FBDcall [PRG-FBD) [_ (O]

Instanz
FUE
MULERG ————ERG] !
WERGL [-QLAD

JqPAR1
JPARZ

In SFC function block calls can only take place in steps.

Program

A program is a POU which returns several values during operation. Programs are recognized globally
throughout the project. All values are retained from the last time the program was run until the next.

Programs can be called. A program call in a function is not allowed. There are also no instances of

programs.

If a POU calls a program, and if thereby values of the program are changed, then these changes are
retained the next time the program is called, even if the program has been called from within another

POU.

This is different from calling a function block. There only the values in the given instance of a function

block are changed.

CoDeSys V2.3
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These changes therefore play a role only when the same instance is called.

Example of a program

0001 FROGRAM PRGExamMplE =
000z VAR [
0003 PARINT,

0004/ END_VAR

Y

oom| LD PAR
oozl ADD 1
000z ST PAR

Al

I;l |;I
O B 1

A program declaration begins with the keyword PROGRAM and ends with END_PROGRAM. Regard
Appendix J: Appendix J: Recommendations on the naming.

If you would like to set input and/or output parameters when you call the program, you can do this in
the text languages IL and ST by assigning values to the parameters after the program name in
parentheses (for input parameters this assignment takes place using ":=" just as with the initialization
of variables at the declaration position, for output parameters "=>" is to be used).

If the program is inserted via input assistant (<F2>) with option With arguments in the
implementation window of a ST or IL POU, it will be displayed automatically according to this syntax
with all of its parameters. But you not necessarily must assign these parameters.

Examples for program calls:

In IL:
CAL PRGexample?2
LD PRGexampleZ.out var
ST ERG

or with assigning the parameters (input assistant "With arguments", see above):

CAL PRGexample2 (in var:=33, out var=>ergqg )

In ST:
PRGexample?2;
Erg := PRGexampleZ2.out var;
or with assigning the parameters (input assistant "With arguments", see above):

PRGexample2 (in var:=33, out var=>erg );

In FBD:

PRGEXAMPLE 2
I3~in_var  out_var

erg

Example for a possible call sequence for PLC_PRG:

See the program PRGexample shown in the picture at top of this chapter:

1D 0

ST PRGexample.PAR (*Default setting for PAR is 0%*)

CAL IL call (*ERG in IL call results in 1%)

CAL ST call (*ERG in ST call results in 2%)

CAL FBD call (*ERG in FBD call results in 3%*)

If the variable PAR from the program PRGexample is initialized by a main program with 0, and then one after
the other programs are called with above named program calls, then the ERG result in the programs will have

the values 1, 2, and 3. If one exchanges the sequence of the calls, then the values of the given result
parameters also change in a corresponding fashion.

2-6
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PLC_PRG

The PLC_PRG is a special predefined POU. Each project must contain this special program. This
POU is called exactly once per control cycle.

The first time the 'Project’ 'Object Add' command is used after a new project has been created, the
default entry in the POU dialog box will be a POU named PLC_PRG of the program type. You should
not change this default setting!

If tasks have been defined, then the project may not contain any PLC_PRG, since in this case the
procedure sequence depends upon the task assignment.

Attention: Do not delete or rename the POU PLC_PRG (assuming you are not using a Task Configuration)!
PLC_PRG is generally the main program in a single task program.

Action
Actions can be defined and assigned to function blocks and programmes ('Project' 'Add action’). The
action represents a further implementation which can be entirely created in another language as the
"normal" implementation. Each action is given a name.
An action works with the data from the function block or programme which it belongs to. The action
uses the same input/output variables and local variables as the "normal" implementation uses.
Example for an action of a function block
i Counter [FB-5T] Mi=] E3
QOO FUMNCTION_BLOCK Counter =
000z vAR_IMPUT |
0o0s in:BOOL,
0004 EMD_WAR
0008 vAR_QUTPUT
1006 out :IMT;
0007 EMD_WAR -
4 o
Ooa1|IF in THEN| - {Reset (5T) [H=IE
nooz out:=out+1; || 0001jout = 0; |-
0003 ELSE oooz |
noo4 out:=out - 1; noo3
0ons|ErD_IF - | 0004 -
KN A KN A
In the example given, calling up the function block Counter increases or decreases the output variable
"out", depending on the value of the input variable "in". Calling up the action Reset of the function
block sets the output variable to zero. The same variable "out" is written in both cases.
Calling an action:
An action is called up with <Program_name>.<Action_name> or <Instance_name>.<Action_name>.
Regard the notation in FBD (see example below) ! If it is required to call up the action within its own
block, one just uses the name of the action in the text editors and in the graphic form the function
block call up without instance information.
Examples for calls of the above described action from another POU:
Declaration for all examples:
PROGRAM PLC PRG
VAR -
Inst : Counter;
END VAR
Call of action 'Reset' in another POU, which is programmed in IL:
CAL Inst.Reset (In := FALSE)
LD Inst.out
ST ERG
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Call of action 'Reset' in another POU, which is programmed in ST:

Inst.Reset (In := FALSE);
Erg := Inst.out;

Call of action 'Reset' in another POU, which is programmed in FBD:

Inst
CounterReset
FALSE—in out Erg
Note: Actions play an important role in blocks in sequential function charts, see Sequential Function Chart.

The |IEC standard does not recognise actions other than actions of the sequential function chart.

Resources
You need the resources for configuring and organizing your project and for tracing variable values:
Global Variables which can be used throughout the project or network
Library manager for adding libraries to the project
Log for recording the actions during an online session
Alarm Configuration for the configuration of the alarm handling in the project
PLC Configuration for configuring your hardware
Task Configuration for guiding your program through tasks
Watch and Receipt Manager for displaying variable values and setting default variable values
Target Settings for selection and if necessary final configuration of the target system
Workspace as an image of the project options

Depending on the target system and on the target settings made in CoDeSys the following resources
also might be available in your project:

Sampling Trace for graphic display of variable values

Parameter Manager for data exchange with other controllers in a network

PLC-Browser as controller monitor

Tools — availability depending on target — for calling external tool programs from within CoDeSys
SoftMotion functionality (due to license) with CNC-Editor (CNC program list) and CAM-Editor

Libraries

You can include in your project a series of libraries whose POUs, data types, and global variables you
can use just like user-defined variables. The libraries standard.lib and util.lib are standard parts of the
program and are always at your disposal. See chapter 6.4 'Library Manager'.

Data types

Along with the standard data types the user can define his own data types. Structures, enumeration
types and references can be created.

See Appendix C: 'Data Types'.

Visualization

CoDeSys provides visualizations so that you can display your project variables. You can plot
geometric elements off-line with the help of the visualization. In Online mode, these can then change
their form/color/text output in response to specified variable values.

A visualization can be used as a pure operating interface for a PLC with CoDeSys HMI or as a Web-
Visualization or Target-Visualization running via Internet resp. directly on the PLC.

See for more details in the user manual for the CoDeSys Visualization.
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2.2 Languages...

CoDeSys supports all languages described by the standard IEC-61131:
Textual Languages:

Instruction List (IL)

Structured Text (ST)

Grafic Languages:

Sequential Function Chart (SFC)

Function Block Diagram (FBD)

Ladder Diagram (LD)

Additionally there is available - basing on the Function Block Diagram - the grafic Continuous
Function Chart Editor (CFC).

2.2.1 Instruction List (IL)...

An instruction list (IL) consists of a series of instructions. Each instruction begins in a new line and
contains an operator and, depending on the type of operation, one or more operands separated by
commas.

In front of an instruction there can be an identification mark (label) followed by a colon ().
A comment must be the last element in a line. Empty lines can be inserted between instructions.

Example:

LD 17

ST lint (* Kommentar *)
GE 5

JMPC next

LD idword

EQ istruct.sdword

STN test

next:

Modifiers and operators in IL
In the IL language the following operators and modifiers can be used.

Modifiers:

o C with JMP, CAL, RET: The instruction is only then executed if the result
of the preceding expression is TRUE.

oN with  JMPC, CALC, The instruction is only then executed if the result
RETC: of the preceding expression is FALSE.

oN otherwise: Negation of the operand (not of the accumulator)

Below you find a table of all operators in IL with their possible modifiers and the relevant meaning:

Operator Modifiers Meaning

LD N Make current result equal to the operand
ST N Save current result at the position of the operand
S Then put the Boolean operand exactly at TRUE if the current

result is TRUE
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R Then put the Boolean operand exactly at FALSE if the current
result is TRUE

AND N, ( Bitwise AND

OR N, ( Bitwise OR

XOR N, ( Bitwise exclusive OR

ADD ( Addition

SUB ( Subtraction

MUL ( Multiplication

DIV ( Division

GT ( >

GE ( >=

EQ ( =

NE ( <>

LE ( <=

LT ( <

JMP CN Jump to the label

CAL CN Call program or function block or

RET CN Leave POU and return to caller.

) Evaluate deferred operation

Click here to get a listing of all IEC operators.

Example of an IL program while using some modifiers:

LD TRUE (*load TRUE in the accumulator®)
ANDN BOOL1 (*execute AND with the negated value of the BOOL1 variable*)
JMPC  mark (*if the result was TRUE, then jump to the label "mark"*)

LDN BOOL2 (*save the negated value of ¥)

ST ERG (*BOOL2 in ERG?)
label:

LD BOOL2 (*save the value of *)
ST ERG *BOOL2 in ERG¥)

It is also possible in IL to put parentheses after an operation. The value of the parenthesis is then
considered as an operand.

For example:
LD 2

MUL 2

ADD 3

Erg

Here is the value of Erg 7. However, if one puts parentheses:
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LD 2
MUL (2
ADD 3
)

ST Erg

the resulting value for Erg is 10, the operation MUL is only then evaluated if you come to ")"; as
operand for MUL 5 is then calculated.

Structured Text (ST)...

The Structured Text consists of a series of instructions which, as determined in high level languages,
("IF..THEN..ELSE") or in loops (WHILE..DO) can be executed.

Example:

IF value < 7 THEN
WHILE value < 8 DO
value:=value+l;
END WHILE;

END TF;

Expressions

An expression is a construction which returns a value after its evaluation.

Expressions are composed of operators and operands. An operand can be a constant, a variable, a
function call, or another expression.

Valuation of expressions

The evaluation of expression takes place by means of processing the operators according to certain
binding rules. The operator with the strongest binding is processed first, then the operator with the
next strongest binding, etc., until all operators have been processed.

Operators with equal binding strength are processed from left to right.

Below you find a table of the ST operators in the order of their binding strength:

Operation Symbol Binding strength
Put in parentheses (expression) Strongest binding
Function call Function name
(parameter list)
Exponentiation EXPT
Negate -
Building of complements NOT
Multiply *
Divide /
Modulo MOD
Add +
Subtract B
Compare <> <=>=
Equal to =
Not equal to <>
Boolean AND AND
Boolean XOR XOR
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There are the following instructions in ST, arranged in a table together with example:

Instruction type

Assignment

Languages...

OR Weakest binding

Example

A:=B; CV := CV + 1; C:=SIN(X);

Calling a function block and CMD_TMR(IN := %IX5, PT := 300);

use of the FB output

RETURN
IF

CASE

FOR

WHILE

REPEAT

EXIT

Empty instruction

A:=CMD_TMR.Q
RETURN;

D:=B*B;

IF D<0.0 THEN
C:=A;

ELSIF D=0.0 THEN

CASE INT1 OF

1: BOOL1 := TRUE;
2: BOOL2 := TRUE;
ELSE

BOOL1 := FALSE;
BOOL2 := FALSE;
END_CASE;

J:=101;

FOR I:=1 TO 100 BY 2 DO
IF ARRJI] =70 THEN

Ji=l;

EXIT;

END_IF;

END_FOR;

J:=1;

WHILE J<= 100 AND ARR[J] <> 70 DO
J:=J+2;

END_WHILE;

J:=-1;

REPEAT

Ji=J+2;

UNTIL J= 101 OR ARR[J] =70
END_REPEAT;

EXIT;

212
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Assignment operator

On the left side of an assignment there is an operand (variable, address) to which is assigned the
value of the expression on the right side with the assignment operator :=

Example:
Varl := Var2 * 10;

After completion of this line Var1 has the tenfold value of Var2.

Calling function blocks in ST

A function block is called in ST by writing the name of the instance of the function block and then
assigning the values of the parameters in parentheses. In the following example a timer is called with
assignments for the parameters IN and PT. Then the result variable Q is assigned to the variable A.

The result variable, as in IL, is addressed with the name of the function block, a following point, and
the name of the variable:

CMD TMR(IN := $IX5, PT := 300);
A:=CMD TMR.Q

RETURN instruction

The RETURN instruction can be used to leave a POU, for example depending on a condition

IF instruction

With the IF instruction you can check a condition and, depending upon this condition, execute
instructions.

Syntax:
IF <Boolean_ expressionl> THEN
<IF_instructions>
{ELSIF <Boolean expression2> THEN

<ELSIF_instructions1>

ELSIF <Boolean_ expression n> THEN
<ELSIF _instructions n-1>
ELSE
<ELSE instructions>}
END IF;
The part in braces {} is optional.

If the <Boolean_expression1> returns TRUE, then only the <IF_Instructions> are executed and none
of the other instructions.

Otherwise the Boolean expressions, beginning with <Boolean_expression2>, are evaluated one after
the other until one of the expressions returns TRUE. Then only those instructions after this Boolean
expression and before the next ELSE or ELSIF are evaluated.

If none of the Boolean expressions produce TRUE, then only the <ELSE_ instructions> are evaluated.

Example:

IF temp<l7

THEN heating on := TRUE;
ELSE heating on := FALSE;

END_IF;

Here the heating is turned on when the temperature sinks below 17 degrees. Otherwise it remains off.
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CASE instruction

With the CASE instructions one can combine several conditioned instructions with the same condition
variable in one construct.

Syntax:
CASE <Varl> OF
<Valuel>: <Instruction 1>
<Value2>: <Instruction 2>
<Value3, Valued, Valueb5>: <Instruction 3>

<Value6 .. ValuelO>: <Instruction 4>

<Value n>: <Instruction n>
ELSE <ELSE instruction>
END CASE;

A CASE instruction is processed according to the following model:
If the variable in <Var1> has the value <Value i>, then the instruction <Instruction i> is executed.
If <Var 1> has none of the indicated values, then the <ELSE Instruction> is executed.

olf the same instruction is to be executed for several values of the variables, then one can write these
values one after the other separated by commas, and thus condition the common execution.

If the same instruction is to be executed for a value range of a variable, one can write the initial value
and the end value separated by two dots one after the other. So you can condition the common
condition.

Example:

CASE INT1 OF

1, 5: BOOL1l := TRUE;
BOOL3 := FALSE;

2: BOOL2 := FALSE;
BOOL3 := TRUE;
10..20: BOOL1l := TRUE;
BOOL3:= TRUE;

ELSE
BOOL1 := NOT BOOL1;
BOOL2 := BOOL1l OR BOOL2;

END_CASE;

FOR loop

With the FOR loop one can program repeated processes.

Syntax:

INT_Var :INT;

FOR <INT Var> := <INIT VALUE> TO <END VALUE> {BY <Step size>} DO
<Instructions>

END_FOR;

The part in braces {} is optional.

The <Instructions> are executed as long as the counter <INT Var> is not greater than the
<END_VALUE>. This is checked before executing the <Instructions> so that the <instructions> are
never executed if <INIT_VALUE> is greater than <END_VALUE>.

When <Instructions> are executed, <INT_Var> is always increased by <Step size>. The step size can
have any integer value. If it is missing, then it is set to 1. The loop must also end since <INT_Var>
only becomes greater.

Example:

FOR Counter:=1 TO 5 BY 1 DO

Varl:=Varl*2;

2-14
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END_ FOR;
Erg:=Varl;

Let us assume that the default setting for Var1 is the value 1. Then it will have the value 32 after the FOR loop.

Note: <END_VALUE> must not be equal to the limit value of the counter <INT_VAR>. For example: If the
variable Counter is of type SINT and if <END_VALUE> is 127, you will get an endless loop.

WHILE loop

The WHILE loop can be used like the FOR loop with the difference that the break-off condition can be
any Boolean expression. This means you indicate a condition which, when it is fulfilled, the loop will
be executed.

Syntax:

WHILE <Boolean expression>

<Instructions>
END WHILE;

The <Instructions> are repeatedly executed as long as the <Boolean_expression> returns TRUE. If
the <Boolean_expression> is already FALSE at the first evaluation, then the <Instructions> are never
executed. If <Boolean_expression> never assumes the value FALSE, then the <Instructions> are
repeated endlessly which causes a relative time delay.

Note: The programmer must make sure that no endless loop is caused. He does this by changing the condition in
the instruction part of the loop, for example, by counting up or down one counter.

Example:
WHILE counter<>0 DO

Varl := Varl*2;
Counter := Counter-1;
END WHILE

The WHILE and REPEAT loops are, in a certain sense, more powerful than the FOR loop since one
doesn't need to know the number of cycles before executing the loop. In some cases one will,
therefore, only be able to work with these two loop types. If, however, the number of the loop cycles is
clear, then a FOR loop is preferable since it allows no endless loops.

REPEAT loop

The REPEAT loop is different from the WHILE loop because the break-off condition is checked only
after the loop has been executed. This means that the loop will run through at least once, regardless
of the wording of the break-off condition.
Syntax:

REPEAT

<Instructions>

UNTIL <Boolean expression>

END REPEAT;

The <Instructions> are carried out until the <Boolean expression> returns TRUE.

If <Boolean expression> is produced already at the first TRUE evaluation, then <Instructions> are
executed only once. If <Boolean_expression> never assumes the value TRUE, then the
<Instructions> are repeated endlessly which causes a relative time delay.

Note: The programmer must make sure that no endless loop is caused. He does this by changing the condition in
the instruction part of the loop, for example by counting up or down one counter.

Example:
REPEAT
Varl := Varl*2;
Counter := Counter-1;
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UNTIL
Counter=0

END REPEAT;

EXIT instruction

If the EXIT instruction appears in a FOR, WHILE, or REPEAT loop, then the innermost loop is ended,
regardless of the break-off condition.

2.2.3 Sequential Function Chart (SFC)...

The Sequential Function Chart (SFC) is a graphically oriented language which makes it possible to
describe the chronological order of different actions within a program. For this the actions are
assigned to step elements and the sequence of processing is controlled by transition elements.

Example for a network in the Sequential Function Chart

Init
—-—TRUE
permanent| |(Counting nothing
— sin_test —+walk_light
run_zin_te run_walk_
—+MHszin_test —+MHwalk_ligh
nothing?
—-—TRUE
>
Init

For further information on the SFC Editor see Chapter 5.4.4.

Step
A POU written in a Sequential Function Chart consists of a series of steps which are connected with
each other through directed connections (transitions).
There are two types of steps.
The simplified type consists of an action and a flag which shows if the step is active. If the action of a
step is implemented, then a small triangle appears in upper right corner of the step.
An |IEC step consists of a flag and one or more assigned actions or boolean variables. The associated
actions appear to the right of the step.
Action
An action can contain a series of instructions in IL or in ST, a lot of networks in FBD or in LD, or again
in Sequential Function Chart (SFC).
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With the simplified steps an action is always connected to a step. In order to edit an action, click twice
with the mouse on the step to which the action belongs. Or select the step and select the menu
command 'Extras’ 'Zoom Action/Transition'. In addition, one input or output action per step is possible.

Actions of IEC steps hang in the Object Organizer directly under their SFC-POU and are loaded with a
double-clickor by pressing <Enter> in their editor. New actions can be created with 'Project' 'Add
Action'. You can assign max. nine actions to one |EC step.

Entry or exit action

Additional to a step action you can add an entry action and an exit action to a step. An entry action is
executed only once, right after the step has become active. An exit action is executed only once
before the step is deactivated.

A step with entry action is indicated by an "E" in the lower left corner, the exit action by an "X" in the
lower right corner.

The entry and exit action can be implemented in any language. In order to edit an entry or exit action,
double-clickin the corresponding corner in the step with the mouse.

Example of a step with entry and exit action:

|
Schaltz

E_Illx_

Transition / Transition condition
Between the steps there are so-called transitions.

A transition condition must have the value TRUE or FALSE. Thus it can consist of either a boolean
variable, a boolean address or a boolean constant. It can also contain a series of instructions having a
boolean result, either in ST syntax (e.g. (i<= 100) AND b) or in any language desired (see 'Extras’
'Zoom Action/Transition'). But a transition may not contain programs, function blocks or assignments!

In the SFC-Editor a transition condition can be written directly at the transition symbol or an own editor
window can be opened for entering the condition (see chapter 5.4.4, "Extras' 'Zoom
Action/Transition'). Regard that the instructions entered in the editor window will take precedence!

Note: Besides transitions, inching mode can also be used to skip to the next step; see SFCtip and
SFCtipmode.

Active step

After calling the SFC POU, the action (surrounded by a double border) belonging to the initial stepis
executed first. A step, whose action is being executed, is called active. In Online mode active steps
are shown in blue.

In a control cycle all actions are executed which belong to active steps. Thereafter the respective
following steps of the active steps become active if the transition conditions of the following steps are
TRUE. The currently active steps will be executed in the next cycle.

Note: If the active step contains an output action, this will only be executed during the next cycle, provided
that the transition following is TRUE.

IEC step
Along with the simplified steps the standard IEC steps in SFC are available.
In order to be able to use IEC steps, you must link the special SFC library lecsfc.lib into your project.

Not more than nine actions can be assigned to an IEC step. IEC actions are not fixed as input, step or
output actions to a certain step as in the simplified steps, but are stored separately from the steps and
can be reused many times within a POU. For this they must be associated to the single steps with the
command 'Extras' 'Associate action’.
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Along with actions, Boolean variables can be assigned to steps.

The activation and deactivation of actions and boolean variables can be controlled using so-called
qualifiers. Time delays are possible. Since an action can still be active, if the next step has been
processed, for example through the qualifier S (Set), one can achieve concurrent processes.

An associated boolean variable is set or reset with each call of the SFC block. That means, that at
each call the variable gets re-assigned value TRUE resp. FALSE.

The actions associated with an IEC step are shown at the right of the step in a two-part box. The left
field contains the qualifier, possibly with time constant, and the right field contains the action name
respectively boolean variable name.

An example for an IEC step with two actions:

Step —F Licht1
g . [Licht2

In order to make it easier to follow the processes, all active actions in online mode are shown in blue
like the active steps. After each cycle a check is made to see which actions are active.

Pay attention here also to the restrictions on the use of time-qualifiers in actions that are repeatedly
re-used within the same cycle (see 'Qualifier’) !

Note: If an action has been inactivated, it will be executed once more. That means, that each action is executed
at least twice (also an action with qualifier P).

In case of a call first the deactivated actions, then the active actions are executed, in alphabetical
order each time.

Whether a newly inserted step is an IEC step depends upon whether the menu command 'Extras’
'Use IEC-Steps' has been chosen.

In the Object Organizer the actions hang directly underneath their respective SFC POUs. New actions
can be created with 'Project' 'Add Action'.

In order to use IEC steps you must include in your project the special SFC library lecsfc.lib .
SFC POU with actions in the Object Organizer
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Qualifier

In order to associate the actions with IEC steps the following qualifiers are available:

N Non-stored The action is active as long as the step

R overriding Reset The action is deactivated

S Set (Stored) The action is activated and remains active until a
Reset

L time Limited The action is activated for a certain time, maximum

as long as the step is active

D  time Delayed The action becomes active after a certain time if the
step is still active and then it remains active as long
as the step is active.
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P Pulse The action is executed just one time if the step is
active

SD Stored and time The action is activated after a certain time and
Delayed remains active until a Reset

DS Delayed and Stored The action is activated after a certain time as long
as the step is still active and remains active up to a
Reset

SL Stored and time The action is activated for a certain time
limited

The qualifiers L, D, SD, DS and SL need a time value in the TIME constant format. This value can be
entered directly (e.g. “T#5s”) or by a variable of datatype TIME (e.g. “t_var”).

Note: When an action has been deactivated it will be executed once more. This means that each action at
least is executed twice (also an action with qualifier P).

Implicit variables in SFC

In SFC implicitly declared variables ( "flags") can be used to scan the status of steps and actions as
well as the time of steps. These flags each are set at the beginning of a cycle. For IEC steps and IEC
actions they are provided by the library iecsfc.lib (structures SFCStepType and SFCActionType),
which is included automatically in a project, for the simplified steps they are implemented in CoDeSys.

Scan of the step or action status via boolean variables:

For IEC steps: <stepname>.x resp. <stepname>. x: <StepName>.x shows the current activation
status. <StepName>._x shows the activation status for the next cycle. If <StepName>.x=TRUE,
the step will be executed in the current cycle. If <StepName>. x=TRUE and
<StepName>.x=FALSE, the step will be executed in the following cycle, i.e. <StepName>._x gets
copied to <StepName>.x at the beginning of a cycle.

For simplified steps: <stepname> resp. _<stepname>: If <StepName>=TRUE, the step will be
executed in the current cycle. If _<StepName>=TRUE, the step will be executed in the following
cycle, i.e. <StepName> gets copied to _<StepName> at the beginning of a cycle.

For IEC-actions: <actionname>.x gets TRUE as soon as the action gets active (<actionname>. x is
only for internal purposes, not for a status scan).

Time of a step via TIME variables:

The following implicit variables give the current time span which has passed since the step
had got active; this is only for steps which have a minimum time configured in the step
attributes.

For IEC steps: <stepname>.t (<stepname>._t not usable for external purposes)

For simplified steps: _time<stepname>. BUT: If this implicit variable should be used for scan
purposes, it also must be declared explicitly as a TIME variable; e.g. "_timeStep1 : TIME;"

For IEC actions: the implicit time variables are not used.

These status flags can be used in each action and transition of the SFC module. But they can
also be accessed from other programs: Example: boolvari:=sfc.step1.x; step1.x in this
example is an implicit boolean variable showing the status of IEC step "step1"” in POU "sfc1".

SFC Flags

For controlling the operation of SFC POUs flags can be used, which are created implicitely during
running the project. To read this flags you have to define appropriate global or local variables as
inputs or outputs. Example: If in a SFC POU a step is active for a longer time than defined in the step
attributes, then a flag will be set, which is accessible by using a variable "SFCError" (SFCError gets
TRUE in this case).

The following flag variables can be defined:
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SFCEnableLimit: This variable is of the type BOOL. When it has the value TRUE, the timeouts of the
steps will be registered in SFCError. Other timeouts will be ignored.

SFCInit: When this boolean variable has the value TRUE the sequential function chart is set back to
the Init step. The other SFC flags are reset too (initialization). The Init step remains active, but is not
executed, for as long as the variable has the value TRUE. It is only when SFClInit is again set to
FALSE that the block can be processed normally.

SFCReset: This variable, of type BOOL, behaves similarly to SFCInit. Unlike the latter, however,
further processing takes place after the initialization of the Init step. Thus for example the SFCReset
flag could be re-set to FALSE in the Init step.

Please regard: As from compiler version 2.3.7.0 SFCReset also can be used to reset boolean actions
associated to |IEC steps, which was not possible before

SFCQuitError: Provided that the Execution of the SFC diagram is stopped for as long as this boolean
variable has the value TRUE whereby a possible timeout in the variable SFCError is reset. All
previous times in the active steps are reset when the variable again assumes the value FALSE. It is a
pre-condition that the flag SFCError has been defined also, which registers any timeout in the SFC.

SFCPause: Execution of the SFC diagram is stopped for as long as this boolean variable has the
value TRUE.

SFCError: This Boolean variable is TRUE when a timeout has occurred in a SFC diagram. If another
timeout occurs in a program after the first one, it will not be registered unless the variable SFCError is
reset first. It is a pre-condition that SFCError is defined, if you want to use the other time-controlling
flags (SFCErrorStep, SFCErrorPOU, SFCQuitError, SFCErrorAnalyzation).

SFCTrans: This boolean variable takes on the value TRUE when a transition is actuated.

SFCErrorStep: This variable is of the type STRING. If SFCError registers a timeout, in this variable is
stored the name of the step which has caused the timeout. It is a pre-condition that the flag SFCError
has been defined also, which registers any timeout in the SFC.

SFCErrorPOU: This variable of the type STRING contains the name of the block in which a timeout
has occurred. It is a pre-condition that the flag SFCError has been defined also, which registers any
timeout in the SFC.

SFCCurrentStep: This variable is of the type STRING. The name of the step is stored in this variable
which is active, independently of the time monitoring. In the case of simultaneous sequences the step
is stored in the branch on the outer right. No further timeout will be registered if a timeout occurs and
the variable SFCError is not reset again.

SFCErrorAnalyzationTable: This variable of type ARRAY [0..n] OF ExpressionResult provides the
result of an analyzation of a transition expression. For each component of the expression, which is
contributing to a FALSE of the transition and thereby to a timeout of the preceding step, the following
information is written to the structure ExpressionResult: name, address, comment, current value.

This is possible for maximum 16 components (variables), thus the array range is max. 0..15).

The structure ExpressionResult as well as the implicitly used analyzation modules are provided with
the library AnalyzationNew.lib. The analyzation modules also can be used explicitly in other POUs,
which are not programmed in SFC.

It is a pre-condition for the analyzation of a transition expression, that a timeout is registered in the
preceding step. So a time monitoring must be implemented there and also the variable SFCError (see
above) must be defined in the declaration window.

SFCTip, SFCTipMode: This variables of type BOOL allow inching mode of the SFC. When this is
switched on by SFCTipMode=TRUE, it is only possible to skip to the next step if SFCTip is set to
TRUE. As long as SFCTipMode is set to FALSE, it is possible to skip even over transitions.

Note: Regard also the implicit variables usable for scanning the status and time of steps resp. actions.
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Alternative branch

Two or more branches in SFC can be defined as alternative branches. Each alternative branch must
begin and end with a transition. Alternative branches can contain parallel branches and other
alternative branches. An alternative branch begins at a horizontal line (alternative beginning) and ends
at a horizontal line (alternative end) or with a jump.

If the step which precedes the alternative beginning line is active, then the first transition of each
alternative branch is evaluated from left to right. The first transition from the left whose transition
condition has the value TRUE is opened and the following steps are activated (see active step).

Parallel branch

Two or more branches in SFC can be defined as parallel branches. Each parallel branch must begin
and end with a step. Parallel branches can contain alternative branches or other parallel branches. A
parallel branch begins with a double line (parallel beginning) and ends with a double line (parallel end)
or with a jump. It can be provided with a jump label.

If the parallel beginning line of the previous step is active and the transition condition after this step
has the value TRUE, then the first steps of all parallel branches become active (see active step).
These branches are now processed parallel to one another. The step after the parallel end line
becomes active when all previous steps are active and the transition condition before this step
produces the value TRUE.

Jump

A jump is a connection to the step whose name is indicated under the jump symbol. Jumps are
required because it is not allowed to create connections which lead upward or cross each other.

2.2.4 Function Block Diagram (FBD)...

The Function Block Diagram is a graphically oriented programming language. It works with a list of
networks whereby each network contains a structure which represents either a logical or arithmetic
expression, the call of a function block, a jump, or a return instruction.

Example of a network in the Function Block Diagram

Inst
oR AND R TRIG
AO —0 —51 QoD
B_
MUL GE j
A_
B 51

For further information on the FBD editor see Chapter 5.4.2.

2.2.5 The Continuous Function Chart Editor (CFC)...

The continuous function chart editor does not operate like the function block diagram FBD with
networks, but rather with freely placeable elements. This allows feedback, for example.

For further information on the CFC editor see Chapter 5.4.5

Example of a network in the continuous function chart editor

o @ or
% b Dowvn
T#2= I— | T#l= I—
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2.2.6 Ladder Diagram (LD)...

Contact

Coil

The Ladder Diagram is also a graphics oriented programming language which approaches the
structure of an electric circuit.

On the one hand, the Ladder Diagram is suitable for constructing logical switches, on the other hand
one can also create networks as in FBD. Therefore the LD is very useful for controlling the call of
other POUs.

The Ladder Diagram consists of a series of networks. A network is limited on the left and right sides
by a left and right vertical current line. In the middle is a circuit diagram made up of contacts, cails,
and connecting lines.

Each network consists on the left side of a series of contacts which pass on from left to right the
condition "ON" or "OFF" which correspond to the Boolean values TRUE and FALSE. To each contact
belongs a Boolean variable. If this variable is TRUE, then the condition is passed from left to right
along the connecting line. Otherwise the right connection receives the value OFF.

Example of a network in a Ladder Diagram made up of contacts and coils

IN1 IN2 SCHALT1 ZQ%3.0
I | 1 | I,.-'rl
I 11 141
STELL1 STELL2
I— |
SCHALT2 SCHALT3I SCHALTA4
I | 1 | ] |
I 11 11
ZIK2.7
I |
I
%lx2.8 Zx2.0
] | ] |
11 11

For further information on the LD editor see Chapter 5.4.3.

Each network in LD consists on the left side of a network of contacts (contacts are represented by two
parallel lines: | |) which from left to right show the condition "On" or "Off".

These conditions correspond to the Boolean values TRUE and FALSE. A Boolean variable belongs to
each contact. If this variable is TRUE, then the condition is passed on by the connecting line from left
to right, otherwise the right connection receives the value "Out".

Contacts can be connected in parallel, then one of the parallel branches must transmit the value "On"
so that the parallel branch transmits the value "On"; or the contacts are connected in series, then
contacts must transmit the condition "On" so that the last contact transmits the "On" condition. This
therefore corresponds to an electric parallel or series circuit.

A contact can also be negated, recognizable by the slash in the contact symbol: |/|. Then the value of
the line is transmitted if the variable is FALSE.

On the right side of a network in LD there can be any number of so-called coils which are represented
by parentheses:( ). They can only be in parallel. A coil transmits the value of the connections from left
to right and copies it in an appropriate Boolean variable. At the entry line the value ON (corresponds
to the Boolean variable TRUE) or the value OFF (corresponding to FALSE) can be present.

Contacts and coils can also be negated (in the example the contact SWITCH1 and the coil %QX3.0 is
negated). If a coil is negated (recognizable by the slash in the coil symbol: (/)), then it copies the
negated value in the appropriate Boolean variable. If a contact is negated, then it connects through
only if the appropriate Boolean value is FALSE.
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Function blocks in the Ladder Diagram

Along with contacts and coils you can also enter function blocks and programs In the network they
must have an input and an output with Boolean values and can be used at the same places as
contacts, that is on the left side of the LD network

Set/Reset coils

Coils can also be defined as set or reset coils. One can recognize a set coil by the "S" in the coil
symbol: (S)) It never writes over the value TRUE in the appropriate Boolean variable. That is, if the
variable was once set at TRUE, then it remains so.

One can recognize a reset coil by the "R" in the coil symbol: (R)) It never writes over the value FALSE
in the appropriate Boolean variable: If the variable has been once set on FALSE, then it remains so.

LD as FBD

When working with LD it is very possible that you will want to use the result of the contact switch for
controlling other POUs. On the one hand you can use the coils to put the result in a global variable
which can then be used in another place. You can, however, also insert the possible call directly into
your LD network. For this you introduce a POU with EN input.

Such POUs are completely normal operands, functions, programs, or function blocks which have an
additional input which is labeled with EN. The EN input is always of the BOOL type and its meaning is:
The POU with EN input is evaluated when EN has the value TRUE.

An EN POU is wired parallel to the coils, whereby the EN input is connected to the connecting line
between the contacts and the coils. If the ON information is transmitted through this line, this POU will
be evaluated completely normally.

Starting from such an EN POU, you can create networks similar to FBD.
Example of a LD network with an EN POU

1M1 M2 ouT2
I /1 1 prm————— P
|f| 1 1 oo eeee e e seee et v/
AMD
EM
1M1 —0uUT3
M2

2.3 Debugging, Online Functions...

Sampling Trace

The Sampling Trace allows you to trace the value sequence of variables, depending upon the so-
called trigger event. This is the rising edge or falling edge of a previously defined Boolean variable
(trigger variable). CoDeSys permits the tracing of up to 20 variables. 500 values can be traced for
each variable.

Debugging

The debugging functions of CoDeSys make it easier for you to find errors.

In order to debug, run the command 'Project’ 'Options’ and in the dialog box that pops up under
Build options select activate option Debugging.
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Breakpoint

A breakpoint is a place in the program at which the processing is stopped. Thus it is possible to look
at the values of variables at specific places within the program.

Breakpoints can be set in all editors. In the text editors breakpoints are set at line numbers, in FBD
and LD at network numbers, in CFC at POUs and in SFC at steps. No breakpoints can be set in
function block instances.

Attention: Runtime system CoDeSys SP 32 Bit Full will deactivate the watchdog function of the concerned task
as soon as the execution of the program currently is stopped at a breakpoint.

Single step
Single step means:
In IL: Execute the program until the next CAL, LD or JMP command.
In ST: Execute the next instruction.
oooln FBD, LD: Execute the next network.
oooln SFC: Continue the action until the next step.

By proceeding step by step you can check the logical correctness of your program.

Single Cycle

If Single cycle has been chosen, then the execution is stopped after each cycle.

Change values online

During operations variables can be set once at a certain value (write value) or also described again
with a certain value after each cycle (force value). In online mode one also can change the variable
value by double click on the value. By that boolean variables change from TRUE to FALSE or the
other way round, for each other types of variables one gets the dialog Write Variable xy, where the
actual value of the variable can be edited.

Monitoring

In Online mode, all displayable variables are read from the controller and displayed in real time. You
will find this display in the declarations and program editor; you can also read out current values of
variables in the watch and receipt manager and in a visualization. If variables from instances of
function blocks are to be monitored, the corresponding instance must first be opened.

In monitoring VAR_IN_OUT variables, the de-referenced value is output.

In monitoring pointers, both the pointer and the de-referenced value are output in the declaration
portion. In the program portion, only the pointer is output:

+ --pointervar = '<'pointervalue'>'

POINTERSs in the de-referenced value are also 